PENYBNuKka CPEUIA

PEITYEJIMKA CPBUIA HAPOLHA CKYNWTYH
BJIAJIA kg
05 bpoj: 011-1182/2025-3 a0 2 8 .0
28. dedpvap 2025, roaune 8.0z 2025
beorpan

HAPO/JHOJ CKYITIITHHH

BEOI'PA]]
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[MPEJUIOI 3AKOHA
O HHOOPMALIMOHOJ BE3BEJIHOCTH

I. OCHOBHE OJIPEJIBE

[lpeamer ypehuparba
Ynan 1.

OsuMm 3akonom ce ypehyjy mepe sawture o1 Ge30eHOCHUX pH3HKa Y HH(OpMaLIHOHO-
KOMYHHMKAIIMOHMM CHCTEMHMa, 0TOBOPHOCTH cybGjeKaTa NpUIMKOM ynpas/baiba W Kopuihera
MH(OPMALIMOHO-KOMYHHKALIMOHHX CHCTEMA, MOCTYILM M MEPE 3a NOCTH3amke BHCOKOT oniuTer
HuBoa uHpopmaumone Ge3beanocTn v oapehyjy ce Ha/ulexkHn oprann 3a cnposoheme mepa
3AITHTE. KOOpaMHauMjy wimehy dununnana samture, npahemwe npaBuiHe NpUMeEHe NporHcaHux
Mepa 3alliTUTe, Kao M HaIeKHOCTH cy0jeKaTa 3a Ha30p Hal ClipoBohemhEM 0BOT 3aKOHA.

3HaueHe 10jeIMHUX TEPMHHA
Ynan 2.

[TojeiMHK TEPMUHM Y CMUCIY OBOI' 3aK0OHA UMajy caejehe sHavere:

) ungpopymayuono-komyuuxayuonu  cucmem  (MKT  cucrem)  je  TeXHOA0WKO-
OpraHu3alLHoHa LeHHa Koja obyxsara:

(1) erekmponcke KoMynuxayuone mpexce u ycivee Y CMHUCIY 3akoHa Koju ypehyje
EIeKTPOHCKE KOMYHHKalIH]e:

(2) ypehaje nau rpyne mehycotHo nosesanux ypehaja, TakBux Ja ce y 0KBHpY ypehaja,
0IHOCHO Vv OKBUpY Oapem jeawor w3 rpyne ypehaja, spum ayromarcka oOpaja nojaraka
Kopuitherem padyHapekor nporpama;

(3) noaarke Koju ce Boje, uyBajy, oOpahyjy. nperpaxyjy Hiu npetoce nomohy cpeacrasa
u3 noaray. (1) u (2) oBe Tauke, a y CBpXy WHXOBOI paja, yrnorpede, 3alITHTE WK 0/1pKaBatba:

(4) opranu3alMony CTpYKTYpYy nytem koje ce ynpasiba MKT cucremom;

(5) cBE THIOBE CHCTEMCKOT M arsinkaTuBHOT coTBepa u codTBepeke pazsojHe anare;

2) onepamop HKT cucmema je GU3MUKO THLE Y CBOJCTBY PErMCTPOBAHOI CYOJeKTa, NPABHO
JHLE, Opral Wi opraHusaunoHa jeanunua oprava koju kopuer MKT cuerem y oksupy
00aBsbarba CBOje JIeaTHOCTH. OJIHOCHO MOCI0BA 3 CBOJE HALIEKHOCTH:

3)  untpopmayuona  Gezbeonocm  npeacTaBba  cnocoOHOCT  MHPOPMALMOHO-
KOMYHUKALMOHMX CHCTEMAa M Mpexka J1a ce oaynpy w/uam ybdnake, y3 oapeheHu crenen
noy3saHocTH, cBaku aorahaj koju OM MOrao jaa yrposd pacnookHBOCT. HHTEIPHTET,
AyTEHTHUHOCT, HEMOPELIMBOCT M MOBEP/BUBOCT MoAaTaka Koju ce oopalyjy. 0HOCHO yeayra Koje
ce npyskKajy uiau cy gocrynne nyrem tor MKT cucrema:

4) wunmecpumem je CBOJCTBO KOje OCHIypaBa /Ja NojalH win Hudopmauuje Hucy
NPOMEHEHN WM YHUIUITEHW Ha HeoBaalwheHW HauuMH 0/ Kaja Cy KpeupaHHu, MPEHETH HIIH
YCKIAAHULITEHH,

5) pacnonoxcusocm je CBOjCTBO KOJUM C€ OCHIypaBsa 10CTynHocT H ynorpedsbupoct UKT
cucTema Ha 3axteB osaaitheHor cybjekTa WM npoleca OH/1a Kaja uMm je norpedau:

6) aymenmuynocm je CBOJCTBO KOJUM €€ OCHIYypaBa MOryhHOCT j1a ce npoBepH M 1oTBpu
J1a je MHpOPMALIH]y CTBOPHO WIIK 110C1A0 OHAj 3a KOTa ¢e TBP/M J1a je TY pajithy H3BPLINO:



7) noeeppusocm je CBOJCTBO KOjUM ce ocurypasa jaa cy undopmaumje n pynkuuje MKT
cHCTEMA JOCTYIHE camo oBialtheHum uumuma;

8) nenopeyusocm NpeaCTaBba CocoOHOCT JA0Ka3HBaKa 1a ce 10roania oapehena paamwa
WK /14 je HacTynuo ojapehenn aorahaj. Tako aa ra HakHaaHo Huje moryhe nopehu:

9) puzux npeactaBba MoryhHocT HacTanka jgorahaja wim ycioBa Koju MOIY Yrpo3uTH
HUBO nHpopmaurone OGesbenHocTH wian uenpasio Gyukimonucawe MKT cucrema, wro ce
yrphyje na ocHoBy npotiere peposartohe gorahaja u BeIMUMHE HErOBOI NOTEHIMJATHOT YTHILA]a
Ha HUBO MHpOpMatMoHe 6e30eHOCTH;

10) parwusocm npeacras.va cnadboct nan Hejpoctatak y MKT npoussoauma uinu yenyrama
KOJH C€ MOT'Y HCKOPHCTHTH 3a peasin3aliijy jeiHe WM BULLIE NPETH-H:

1 1) ynpaeware puzuxom je CKyn CUCTEMAaTHHHUX aKTUBHOCTH MieHTHhUKaLH)e, mpolieHe
M YCNOCTaB/batbe CHCTEMa KOHTPOE pH3MKa KOjM omoryhasa njiaHupame. OpraHuioBarme W
ycMepaBame Mepa 3aliTute Kako OM ce 00e30eaM10 1a pH3HUM OCTaHy Y [POMNHCAHWM H
IIPHXBAT/LHBUM OKBHPHMA;

12) uzbecnymu unyuoenm npeacrasba uaentudurkosanu gorahaj y UKT cucremy kojm je
MOTa0 JIOBECTH JI0 3HAYA]HOI YIPOXKaBaba PacnoNokKNBOCTH, AYTEHTHUHOCTH, HHTErPHTETA HIIN
MOBEP/LMBOCTH MOAATAKA, YCAYIA MM CHCTEMA, il j€ NPaBOBPEMEHOM HHTEPBEHLIMJOM HIIH
3AITHTHUM MEpaMa CrpeyeHo OCTBAPUBAIE LITETHUX 10C/IE/1MLA;

13) npemiva npeactasiba cBaKy OKOMHOCT, norahaj MK paamby Koja MoXke Ja yrpoiu,
MOPEMETH WK Ha ApYrH Hauuh wreTHo yThue Ha MKT cucrem, KopucHuke cuerema v apyra avua
ca jacHoM BeposaTHOhOM HacTajarba ITETE y CAyyajy 1a H30CTaHe peakumja;

14) 036ubna npemiva npeacTaBiba npeTky No HHGopmanHony 6e3deHOCT 3a Kojy ce, ¢
003MpOM HA HEHA TEXHHYKA CBOJCTBA, MOKE MPETIIOCTABUTH J1a MMa NOTCHUMjal 1a M3a30Be
3HavajHe HeratusHe nociaeauile no MKT cucteM, mberosor oneparopa MM KOPUCHUKE yeayra Tor
onepartopa y3pokyjyhu 3nauajHy MaTepHujaiHy WKW HEMATEPH]AIIHY LITETY:

I5) wnyuoenm je cBaku forahaj Koju Yrpoxasa pacriojokKHBOCT, ayTEHTHUHOCT,
MHTErPUTET, HEMOPELIMBOCT MITH MOBEP/LHBOCT MOATAKA KOJU ce uyBajy, npeHoce uau obpahyjy
WM YCAYTe Koje ce npyxajy. oaHocHo koje cy aoctynue nyrem MKT cuerema:

16) 310namepnu cogpmeep je codprBep HAMEPHO KPEHPAH €A LM/BEM JIa OLITETH, NIOPEMETH,
ovemorvyhn wamn neonautheHO MpHCTYNH HMHPOPMALHOHO-KOMYHHKALIMOHMUM CHCTEMHMA M
oDyxXBaTa pazjiuMuMTe TUIOBE LITETHUX Mporpama. YK/byuyjyhu Bupyce, TpojaHcKke Korbe, LIpBE.
PAHCOMBEP M LK) YHCKKU codTBep:

17) jeouncmeenu cucmem 3a npujem obasewimersa 0 unyuoermiuva je HHGOpMalMonm
CHCTEM Y KOjH Ce YHOCE M0AalH 0 HHUMAeHTUMA U H30ernyTum nuumaentuma y MHKT cuctemnma
071 NoceBHOr 3Hauaja KOjM MOry Jla MMajy 3HauyajaH yTla) Ha HapyluaBawe vHopmalmone
OesbeHocTH:

18) ynpaevarse unyudennmom NOAPA3yMeBa Npe1y3MMatbe CBUX pajiibi M M0CTYNAaKa Ynju
J€ LWHJb CripeYaBare, OTKPHBAKLE, AHATH3A M NPEKHL HHIMAEHTA, K0 H Npely3uMaibe Ipyrux mepa
pajih 0JIrOBOPA HA HHLMACHT M OTK/Iakatha HeroBUX Nocie nna;

19) kpusa ungpopmayuone Gezbeonocmu je rorahaj uim crambe Koje yrpokasa, oMera paj
nan oHemoryhyje paa MKT cuctema o1 noce®HOr 3Havaja M Mpu TOM H3a3MBa PU3IHKE, NPETH:E
WJIH MOC/IEAMLE 110 CTAHOBHHULLITBO, MaTEpHjaiHa 100pa WK JKHBOTHY CPEAHHY H3Y3ETHO BEJIHKOT
obMMa W MHTEH3MTETa Koje HHje Moryhe ChnpeuyuTH MAW OTKIOHWTH PEIOBHMM JICJOBAHKEM
HAJUICKHUX Ooprana u cayx0u, a oarogop Ha takaB jgorahaj wau crame 3axtesa yueinhe BHue
HAJLIEKHNX OpraHa, Kao W npuMeHy oirosapajyhux mepa:



20) mepe saumume HKT cucmema ¢y TeXHHUKe, OPraHH3aLHOHE, aJIMHHUCTPATHBHE M
(du3nuke Mepe 3a ynpasibaibe 0e3deanoctnm pusnunma MKT cuerema;

21) majnu nodamax je nojaTak Koju je, y CKJIajay ca npornucuMa o TajHOCTH 110/aTaKa,
oapeheH 1 03HaueH opeheHHUM CTENEHOM TajHOCTH,

22) HKT cucmem 3a pao ca majuum nodayuma je UKT cuctem koju je y cknaay ca
3aKOHOM ojpeheH 3a pa/l ca TajHUM oj1auuma;

23) opean je JpKaBHM Oprad, OpraH ayTOHOMHE [OKpPajuHe., je/IMHMIA NOKalHe
CaMOynpase, OpraHu3alinja u Apyro nNpaBHo HAK GUINYKO JIHLIE KOME j€ MOBEPEHO BPLUICHE jaBHHUX
osaauherba;

24) cayocba bezbeonocmu je cnywba 6e3bejAHOCTH Yy eMHUCy 3aKoHa Kojum ce ypehyjy
ocHoBe Oe30eanocHo-00asewTajnor cucrema Penyonuke Cpbuje:

25) camocmannu onepamopu HIKT cucmema ¢y MHHUCTApCTBO HA/ICHKHO 3a [0CI0BE
0a0paHe, MUHHCTAPCTBO HAJICAKHO 3@ YHY TPl e MOCI0BE, MHHHCTAPCTBO HAJUIEKHO 38 CNOJLHE
nociose, ciyxbe Oesdeanoctn u Hapoana Ganka CpOuje:

26) llentap 3a npesenumjy 6e3d6eanocunx pusuka y UKT cucremuma (y namem Texkery:
LIEPT) je (yHKUMOHAAHA LEJIMHA Y OKBHPY OpraHa Win MpaBHOr jivila Koja obyxsata ckyn
MOC/I0BA KOJH €€ 0/IHOCE HA NMPEBEHIM]Y H 3aLUTUTY OJ1 HHLIKeHATa;

27) komnpovumyjyvhe eiexmpoyacnemno 3paverwe (KEM3) npeiacrtasba HeHamepHe
eJIEKTPOMArHeTHe eMHUCH]e MPHIMKOM [IpeHoca, 00paie KM YyBatba 10/1aTaka, YHjUM MIpHjeMom
M @HAJIM30M C€ MOXKE OTKPHTH Cajipika)j THX nojaraka:

28) kpunmobezteonocm je komnonenta uudopmalimone de3desHOCTH Koja oOyxsaTa
KPHITO3ALITHTY, YNPAB/babe KPUITTOMATEPH]ATHMA M PA3BOj METO/1a KPHITTO3ALITHTE;

29) kpunmoszawmuma je NpUMEHa METO/Ja, Mepa M MOCTynaka paid TpaHcopMUcara
nojataka y o0JIMK KOju MX 3a 0apeheHo Bpeme WK TPajHO YHHU HeJ0CTYNHUM HeoBnamhenum
JHLIWMA;

30) wkpunmoepagheru  npouzeoo  je codreep wiam  ypehaj nyrem kora ce BpluM
KPMITTO3aLLTHTA;

31)  kpunmomamepujaiu ¢y  Kpuntorpa)cku  NpPOM3BOAM,  10]ALM, TEXHUYKA
JOKyMeHTaluja KpuntorpadcKux npon3so/a, Kao v oaropapajyhu KpHnTorpa)ck Kiby4eBH:

32) bezbeonocna 30na je IPOCTOP AU NMPOCTOPHjA Y KOJO] €€, V CKIay ca NponucuMa o
TAjHOCTH nojaraka, o0opahyjy 1 4yBajy TajHu N0AaLH, Ka0 W IPOCTOP WIIK IPOCTOPH]A Koja je ot
KJbYYHOT 3Hauaja 3a ouyBabe HHpopmaunone de3deanocTn MKT cucrema:

33) unghopmayuona dotpa obyxsartajy nHpopmanmje koje ce obpahyjy y cknaay ca
dynkunjom u HameHom MKT cucrema; enektpoHcke sanuce o konpurypaumju ypehaja u
CIEKTPOHCKE KOMYHHKALIHOHE MpexKe: ellekTpoHcke 3anuce o uutepakunjama y MKT cucremuma,
npuctyny u ynorpebn MKT cucrema (138. log 3anuce): nporpaMcku KOJI: TEXHUUKY M KOPHCHHUKY
JIOKYMEHTALIH]V: €eKTPOHCKE 3aMuce 0 MHTEPAKLMjaMa Y eICKTPOHCKO] KOMYHUKALMOHO] MPEXKH
(138. MpexkHu caobpahaj): undopmaimje Kojuma ce peryiumy Hamena u kopuuwhemwe MKT
CHCTEMA, [IPOLLECH, MEPE 3alITHTE U CJI;

34) vervea unghopmayuonoz opyuumea je yeayra 'y cMUCIy 3aKoHa Kojum ce ypehyje
€/IEKTPOHCKA TProBHHA,

35) npyorcanay yeayee ungpopmayuono? Opyuimesd je NPaBHo JIMLE KOje je npyskanai yeayre
y CMHCIY 3aKOHA KOjUM ce ypelyje eleKTpoHCKa TProBUHa;

36) mpeaca 3a ucnopyky caopxcaja (Content Delivery Network — CDN) o3HauaBa Mpexy
reorpadckn pacnopeheHux cepsepa Koja je OCMULLLEHA a 00e30e/1M BUCOKY J0CTYIHOCT,



MPUCTYNAYHOCT W Gp3y MCNOPYKY JAMIHTAJIHOI CaapsKaja M YCIyra KOPUCHHUMMA MHTEPHETa, Y
MMeE MpysKajiala cajipixaja u yenyra:

37) mauka 3a pazveny unmepnem caoopahaja (enen. internel exchange point) je MpexHa
CTPYKTYpa Koja npyxka MoryhHOCT noBe3uBarba 1Be WK BHLIE HE3ABUCHHUX MPEkKa (aYTOHOMHHX
CHCTEMA) NPBEHCTBEHO Y CBPXY OJaKiiaBama pasmeHe uHtepHer caobpahaja. u koja omoryhyje
mehynoBeinBaibe ayTOHOMHHX CHCTEMA, Y KOM ciydajy Huje norpedHo aa unrepHer caobpahaj
n3mehy aytonomumnx cuctema npohe kpos tpehu ayTOHOMHM cHCTeM, Te Koja Takas caoGpahaj ne
Meba M He YTHYE HA Hera Ha JAPYrH HauMH:

38) cucmem nazusa domena (JIHC) je AMcTpuOyHpaHu, XHjepapXHjCKH OpraHH30BaH
CHUCTEM KOjH T110Be3yje Hasuse jomeHa ca oarosapajyhum HMID anpecama koje ce kopucre 3a
ycMepasarbe M MoBe3nBabe KOpUCHHYKKX ypehaja ca yeayrama u pecypecuma Ha HHTEPHETY:

39) npyowcanay yeavee JIHC-a je cybjexar koju npyxa ycayre paspewasarba JIHC ynura
KOPHUCHHLIMMA MHTEPHETA WIIK NPYIKA YCAYIY AyTOPUTATHBHUX CEPBEPA MMEHA 3@ HA3MBE JOMEHA
Koje kopucTe Tpeha ania, ca M3y3eTKOM KOPEHCKMX (€HIJ1. Tool) cepBepa HMEHa;

40) yeavea 00 noeeperba je yenyra 'y CMHMCEy 3aKoHa Kojum ce ypehyje enekTpoHCKH
JOKYMEHT, €1eKTPOHCKA HAeHTHDHUKALLM]A U YCaYTe 01 NOBEPEbA Y €NEKTPOHCKOM 110C10BaIbY:

41) npyxcaray yeiyee 00 nogepeiba je Npy’kanall y CMUCIY 3aKoHa Kojum ce ypehyje
EIEKTPOHCKH JOKYMEHT, eJIeKTPOHCKA HACHTH(DHKALLM]A M YCAYI€ O/L TOBEPEHA Y CIIEKTPOHCKOM
MOCIOBALY:

42) kearuuroeana yeivea 00 nosepersa je yeiyra 'y CMUCIY 3akoHa Kojum ce ypehyje
CNEKTPOHCKH JIOKYMEHT, €JIEKTPOHCKA HACHTHHUKALIM]A M YCIYTE 01 NOBEPEH:A Y CICKTPOHCKOM
MOC/I0BabY:

43) npyacaray kearugurosane veivee 00 nogeperba je NpyKanaly CMUCIY 3aKOHA KOjJUM
ce ypehyje e1eKTpOHCKH JOKYMEHT, eleKTPOHCKa MAeHTH(UKAUM]a M YCIAYIe 0 NOoBepea y
€/ICKTPOHCKOM TOCIOBAbY:

44) yeayee pauynapemea v krayoy (ened. ., cloud computing service ") cy AMruTante yeayre
koje omoryhamajy ynpap/bame Ha 3axTeB M LIMPOKH JAbHHCKM TPUCTYIN HALOTPaJMBOM M
CIACTHYHOM CKYNY JIC/bMBUX payyHapCKHX pecypea, YKbY4YjYhH M cuTyaumnje Kaja cy TakBu
pecypcH pacropehenm Ha HEKOIMKO JIoKauMja;

45) yeavea yenmpa 3a ynpaebaibe U 4yedibe nOOAmara je yeayra Koja ce npyxa y OKBHpy
MHPPACTPYKTYPE  HAMEHEHE 3@  LEHTPAIM30BAHO  cMmewTame,  Mehynosesusawe M
dYHKIHMOHUCAE PauyYHAPCKE M MPEKHE ONpeMe pajiu dyBarba, oOpaje u npesoca nojaraka (j1ara
teHTap). YKbyuyjvhu cse odjekre v MHPPACTPYKTYPY 3a ANCTPUOYLIM]Y €IEKTPHYHE EHEpPIUje 1
KOHTPOJY YTHLIA]a HA IKUBOTHY CPEJIMHY:

46) HAVUHOUCMPANCUGAYKA OpeaNU3ayUja je OPraHM3alja y CMHUCIY 3aKOHa KOjUM ce
ypehyjy HayKa W HCTpaKHBambe;

47) jaena erexmponcka KOMyHUKAYUOHA MPEXCd je €NeKTPOHCKA KOMYHUKALMOHA MpeskKa
V CMUCI1Y 3aKOHa KOjUM ce ypehyjy eleKTPOHCKE KOMYHHUKalHje;

48) eqekmponcka KOMYRUKQyUOna yeayed j€ yeayra y CMHCy 3aKkoHa Kojum ce ypehyjy
C/ICKTPOHCKE KOMYHHUKaLH]e,

49) npyorcaray ynpassanux yeiyed je cyGjeKT KojH Npyka yeayre y Be3H ca nocTaBbarbeM,
yripas/batbem, pajiom u ojpxkasatbem MKT npoussosia, mpeska, MHHPPacTpyKTYpe. ariMKalnja nim
JAPYTE MPEKE ¥ HHPOPMALMOHOT CHCTEMA NyTeM MNpykama noMohn AW aKTHBHOT ynpaBbaiba
KOje ce CIPOBO/IM Y IPOCTOPHjaMa KOPUCHHUKA YCIYIe /W Ha JIA/bHHY:



50) npyoicaray ynpasbanux 6e36eOnocHux yeivea je npyxanai ynpasbaHux yCIayra Koju
CHpOBOM WK ripyxa nomoh y crniposoherby aKTUBHOCTH y BE3H Ca YIPAB/balkeM PU3HKOM Y

)

obnactu 6e30e/1HOCTH:

51) peeucmap nasuea domena najeuues nueoa (eneia. TLD name registry) je cyGjexT Koju
j€ 0AroBopaH 3a YNnpas/bare Ha3HBOM jJoMeHa Hajsuier Hueoa (TJ1J1) koju My je noesbeH 1 Koju
JOHOCH MOJIMTHKE W NPaBHa 3a JIOMEH, YNpas/ba 0a3oM perncTpa, reHepuiLe 1aToTeKy 30HE U
0JIpYKaBa TEXHUUKY HH(PACTPYKTYpy CepBepa MMEHA 3a JI01€/bEHH IOMEH HA]BHLIIET HUBOA;

52) npyaicaray yeayee peecucmpayuje nazued 0oMena j€ perneTpaTtop Ha3uBa JI0OMeHa Hiln
APYrH CYOjeKT KOjJH J1eayje y HMe perucTparopa:

53) HKT npouzsod je enemMeHT WKW rpyna elieMenata y OKBUpY HHHOPMAHOHO-
KOMYHHKaLHOHOT CHCTEMA!

54) HKT yeayea je ycnyra Koja ce y noTnyHOCTH wian y Behoj MepH cacTojH M3 npeHoca,
4yBatha. Npey3suMarba uin odbpaie nojaraka kopuiherwem UKT cucrema:

55) HKT npoyec je ¢y akTUBHOCTH KOjH ¢e 00aBIba Y [LM/bY H3pasie, pa3soja, kopuinhera
u oapxasarba MKT npoussoaa wan UKT yeayre:

56) TLP (Traffic Light Protocol) npencrasiba cTaniapi 3a jaebere HHpopmauuja y
obaactu uHpopmauone 6e30eIHOCTH, KOjH je YyCrocTaB/heH y Lnby obesdehusama epexrupre
capajiibe M Jesberha MHpopmalja 01 u3Bopa HHPOPMALMIE 10 JEAHOT Wil BHILIE MpUManana.
[TpoTOoKOA MpyKa JeHOCTABHY M MHTYHTHBHY LIEMY O] YeTHPH O3Hake 3a ynyhusamwe Ha TO ca
KHM €€ MOTEHIIH]aIHO 0CeT/bHBE HHPOPMALH]E MOTY MOJACTHTH:

57) nooamak o auunocmu je CBaKH NoJaTak KojH ce 0AHOCH Ha (PU3HUKO JIMLE YMjH je
HACHTUTET O/peheH WIIM OPe/IMB, HENOCPEJHO WAH MOCPEHO, MOocedHO HAa OCHOBY O3HaKe
WIGHTHTETA, Kao LTO je uMe W uaeHTHHKaunonu Opoj, noaaraka o JoKaluju, HAEHTHDHUKATOpa
Y €1EKTPOHCKHM KOMYHMKALMOHHUM MPekKama MW JeHOT. 0JHOCHO BHiue o0enexja Hberosor
(Pr3HUKOr, (PUIMONOLIKOr, TEHETCKOr, MEHTATHOr. EKOHOMCKOr, KYJATYPHOr W ApYWITBEHOr
MEHTHTETA;

58) aovunuempamop je auue Koje je opaaitReHo U 0AroBOPHO 3a 0J/1pikaBatbe. YIIpaB/babhe
n odesdehnsame Gyrxkunonainocti u 6esdenoctn UKT cuetema oa nocebror 3navaja, y ckiaay
ca oapeadama OBOI 3aKOHA M APYruM BaskehuMm npornucuma.

TepMUHH KOjH C€ KOPUCTE Y OBOM 3aKOHY W MPOMHCHMA KOJH C€ IOHOCE Ha OCHOBY Hhera,
a KOJM HMajy POJHO 3HAUCHE, M3PAKCHH Y IPAMATHYKOM MYLIKOM POy, Nojapasymesajy
IPUPOJIHH KEHCKH M MYLIIKH T10J1 JIHILA HA KOja ce 0JIHoCE.

Hauena undopmanmone 6e30eaHOCTH
Ynan 3.

[Tpuankom nnanuparsa u npumere mepa sawtute MKT cucrema tpeda ce pyKoBoAMTH
HauemMma:

1) Haueno ynpapbama pu3MKoM — U300p M HUBO NPUMEHE MEPa CE 3aCHMBA Ha NPOLICHH
pH3MKa, NOTpeOH 3a NPEBCHLMOM PH3MKA M OTK/akhama Mocieuia pu3uka Koju ce 0CTBapHo,
VK/bYUYjyhu CBe BpCTe BaHPEAHHX OKOJHOCTH;

2) Haueso CBCOOYXBATHE 3alITHTE — MEPE Ce MPHMELY]Y HAa CBMM OPraHH3alHOHHM,
GHU3HUKHM M TEXHHUUKO-TEXHOJOWKMM HHBOMMA, K0 M TOKOM LICJOKYITHOI KHBOTHOT LIMKyca
HK'T cuerema;

3) Hauen0 CTPYHYHOCTH 1 100pe rnpakce — Mepe ce NpUMErbYJY v CKaaly ca CTPYYHHM H
HAYUHHM Ca3HamUMa M UCKYCTBMMA Y 001acTH uHdopmatinone 6e30e1HOCTH:



4) Hayeno CBECTH M 0Cnocod/bEHOCTH — CBA NIHIIA KOja CBOJUM MOCTYNUHMA €(PEeKTHBHO
HAW NOTEHUMjanHo yTHuy Ha uudopmaunony Oesdennoct Tpeba aa Oyay cBecHa pU3MKa M
noceayjy oarosapajyvha sHamwa u BeLITHHE:

5) Haueno KOHTHHYMPAHOT 1000 bIIAKA — MEPE 3alITHTE U YNpaB/batba HH(POPMAIIMOHOM
Oes3beanomhy Tpeba pe/loBHO mpoleuBaTH M yHanpehnusatn kako Ou ce ocurypaia mUX0Ba
eHUKACHOCT M NPUIATOALUBOCT HOBUM NPETHLAMA W TEXHOJIOLIKUM NPpOMEHaMa:

6) Haueno paBHONPABHOCTH U HeancKpuMuHauuje — mepe sawtute MKT cuctema mopajy
e CIIPOBOIMTH HA HAYMH KOJM OCHTYPaBa je/IHAK TPETMaH CBUX KOPHUCHHUKA, 6e3 ANCKpUMHHALIM]E
o OHI0 KOM OCHOBY, Y CK/1a/1y ¢a 3aKOHOM.

OOpana rnojiataka 0 JHHHOCTH
Uaan 4.

Ha ofpaay nojataka o JAMYHOCTH KOja j€ HEONXO/HA 3a BPLICHE HAMTCKHOCTH H
uenyiberbe 0baBesa M3 OBOF 3aKOHA NMpUMelbY]y ce oapende oBor 3akoa, oapeade nocedbHUX
3akoHa Kojuma ce ypehyjy oapehene ofaactu, kao u oapende 3akona kojum ce ypehyje samtuta
noJjlaTaka o JMYHOCTH.

[I. BE3BEJIHOCT UKT CUCTEMA OJ1 TIOCEBHOI" 3HAYAJA

MKT cuctemun oa nocebHor 3Havaja
UYnan 5.

UKT cucremu o nocednor snadaja ¢y MKT cucteMu KOjH €y 01 K/bYYHOI 3Hauvaja 3a
O/IPKABAILE KPUTHUHHUX JIPYLITBEHMX M CKOHOMCKHX aKTHBHOCTH 4Mju 61 npekna nau nopemehaj
y NpykKawy YCAyra MMao WM MOrao jJa Mma 3HadajaH yTHuaj Ha jaBHy 0e30eaHOCT. jaBHO
3paBbe, PyHKLUHOHHCabE APYTHX CEKTOpa MK OU CTBOPHUO OJIHOCHO MOFao Jia CTBOPH 3Hauajau
CHCTEMCKH PH3HK.

MKT cucremu 0 noceGHOI 3Havaja cy:

) npuopurernn MKT cucremu:

2) sBaxuu MKT cucremm.

Oneparopu npuopureruux MK cucrema cy:

|) npaBHa auua M (hU3MYKA AMLE@ Y CBOJCTBY PErHCTPOBAHOr cyDjekTa, Koja obaBbajy
NOC/I0BE M jenaTHocTH Yy caeaehum obiacruma:

(1) EHepreTuka v pyaapcrso

- NIPOM3BO/bA €NEKTPUUHE €HEPrHje, M3Y3eB TPOM3BO/ILE KOjy 00aB/bajy Kpaju
KVIIM Y CMMCIY 3aKkoHa Kojum ce ypehyje kopuwherse OOHOBILHBHX H3BOpa
CHEpIruje W 3aKoHa KOjum ce ypehyje eHepreTuka:

- KOMOMHOBaHa MPOU3BO/LILA €NEKTPHYHE U TONJIOTHE EHEPIH]e:

- cHA0/ICBAE CACKTPUUHOM EHEPIHJOM:

- [IPEHOC €JICKTPHYHE CHEPIHjE M YIIPABbae MPEHOCHUM CHCTEMOM

- aucTpHbyLinja enekTpUUHE eHEpritje U YNpaB/baie AMCTPUOYTHBHHUM CHCTEMOM, KAo
W AMCTPUOYLIMjA CIICKTPHUUHE CHEPTHjE W YIIPABIbathe 3aTBOPEHUM JIMCTPHOY THBHHM
CHCTEMOM;



2)C

CKJIA/IMILITEE ENEKTPHUYHE eHepruje, U3Y3eB CKIAAHILTCHa Koje 00aB/bajy Kpajrbh
Kynuum y cmuciy sakoHa kojum ce ypehyje kopuinhewe 0OHOB/BMBHX HM3BOpa
eHepruje U 3aKoHa Kojum ce ypehyje enepreruka;

YIPAB/bake OPraHU30BaAHUM TPKULITEM ENEKTPHYHE eHeprHje:

MPOM3BOIbA. AMCTPUOYLIH]a W cHAD/ICBAbE TOTLIOTHOM EHEPTHJOM:;

TpaHcnopt Hadte HadTOBOAMMA, TPAHCIIOPT JAepuBaTa HaTe NPOAYKTOBOAMMA M
TpaHcnopt HadTe M aepuBata Hadre ApYrUM 00/ IMLMMaA TPaHCNopTa;

MCTPAKMBAKLE W NPON3BO/1LA HadTe U NPUPOAHOT raca;

NPOH3BO/IMA AepHBaTa HadTe;

cknanmiTerse Hadre u aepupara nadre;

TPAHCTIOPT M YTPAB/bake TPAHCTOPTHHM CHCTEMOM 3a NPHPOJIHH Tac;
CKJIAJMLLUTEE M YIIPaB/batbe CKIAJAMLITEM NPHPOHON raca;

JAMCTPHOYLIHjA U YIIPAB/batLe IMCTPUOYTHBHUM CHCTEMOM 3a NPUPO/IHM rac;
cHa0/ieBambe U jaBHo cHal/1eBalbe NPUPOHNAM IracoM;

POM3BO/IIA M TPEpaa YI/ba:

NPOU3BO/IA M npepana Gakpa, 31arTa, 010Ba, LMHKA, JWTH]yMa 1 Dopa:
POH3BO/IIHA, CKIAJMIITEHE U IPEHOC BOJOHUKA,

aoOpahaj

oDaB/bame jaBHOI aBHO-NpeBO3a Y3 Baxkehy onepaTuBHy 103B0JY:
YIPaB/LaILe aepOJAPOMOM:

yCAyre KOHTpOJE JeTetba:

YIIPaB/bakE JAaBHOM JKeAe3HHUKOM HHDPACTPYKTYPOM:

MOCA0BH JKeAe3HUUKNX npejyseha;

o0as/barbe NPeBO3a NYTHUKA M TEPETa YHYTpallhUM BOjlama;
YIpaBbame JyKama:

cepsue 3a ynpaeibate Opoackum caodpahajem (VIS);

peunn HHdopmaunonu cepsucu (RIS):

YIpaB/babe NMyTHOM HHPACTPYKTYPOM:

YIPaB/batbe MHTEIMICHTHUM TpaHcnopTHuM cuctemmuma (UTC);

(3) bankapcTBo W (pMHAHCH]CKA TPRHLITA

Noc10BM GUHAHCH]CKUX MHCTHUTYLIM]A H MHCTHTYLIM]A TPKULITA KalUTala, KOje ¢y
noj Haazopom Hapoare Gatike Cpduje oaHocHo KoMHcHje 3a XapTHje 01 BpeAHOCTH:
noc08H Bohemwa perucTpa nojiataka o odase3ama GH3HUKHX U NPaBHUX JIMLA NpeMa
(PMHAHCH]CKUM MHCTUTYLIHjama:

MOCJOBH YNpaB/batba, 0AHOCHO 00aB/batba JICNaTHOCTH Y BE3M ca (PYHKIHOHHCAEM
PEryJMCAHOT TPXKHULITA;

MOCJIOBH KIIMPHHIA OJIHOCHO CAJAMPatba (PUHAHCHJCKMX MHCTPYMEHATA, Y CMMCIY
3aKOHa KOjUM ce ypehyje TpikHIITe Kanurania:

MOC/IOBH TIPYKANALA YCAYTA TOBE3aHUX € AMTHTATHOM HMOBHHOM, Y CMHUCIY 3aKOHA
KOjuMa ce ypehyje AuruTaiHa UMOBHHA:

(4) 3npaBcTBO

NpYXKawe 3JIPABCTBCHC 3alUTHTE!

paj HaMOHAIHMX pedepeHTHNX nabopatopuja:

HCTPAKMBALE W PA3BOj JEKOBA;

NPOH3BO/1HA L))apmauc_\"l'cxnx JICKOBA W npenaparta HaAMEHmCHHX 34 371paBCTBEHY
yrnorpedy:




- TIPOH3BO/AILA [1EKOBA M APYIUX MPOM3BO/A HAMEHEHUX YNOTPedH Yy 3/1paBcTBY,
YKbYuyjyhu npou3sojie KojH ¢y 0J1 BHTATHOI 3Hauaja TOKOM BAHPEAHOI CTama y
001aCTH jaBHOT 31paB.ba;

(5) Boja 3a nuhe

- cHa0jacBame W aAMcTpuOylmMja BOJAE HaMEHmEHEe 3@ JLYACKY MOTPOLUIbY, H3Y3eB

JAMCTpUOYTEpa KOjUMa HABEACHH NOCI0BH HUCY NPETEKHU JE0 HUXOBE 1e1aTHOCTH,
(6) OTnaane soje

- caKkymbame, oasoherbe nin npeuninhapabe KOMYHATHUX OTHAAHUX BOA, OTNAHHX
BO/A HACE/bA U MPUBPE/IE. H3Y3EB NPUBPEIHUX CyDjeKaTa KOjuMa HABEIEHH 10C/IOBH
HHCY NPETE/KHM JICO HHXOBE J1CNAaTHOCTH,

(7) qururanna uagpactpykrypa

- [IpyKame yeayra pauyHapeTsa y Kiayiy:

- NpYKaibe YCAYre UEHTPA 3a 4yBaE W CKIAJMILITEE 110/1aTaKa;

(8) Vnpasmawe UKT ycayrama koje ce npyskajy oneparopuma npuoputethux MKT
cucrema

- NpYKame YIPaBbaHUX yCayra;

- npyKame ynpasbaHux 0e30e/IHOCHHX yeayra;

(9) Ocrane obnacrtu

- ynpaB/baibe HyKJ1eapHum objeKTuma:

- npykawe KBaau(pUKOBAHMX YCAyra O roBepewa, npykamwe yeayra JIHC-a w
YIPaB/babe PErucTpoM JIOMEHa HajBUILIEr HHBOA, €a M3Y3eTKOM oneparopa
KOPEHCKHX cepBepa umMeHa:

- NpyKame YCIyra Mpeke 3a UCNopyKy caiapikaja;

- 00aB/bame 1ICNATHOCTH CICKTPOHCKHX KOMYHHKaIIK]a,

- Tauka 3a pazMecHy unTepHet caobpahaja:

- wnasame CayxOenor ranacunka Penydanke CpOuje wu  pohewe [lpasno-
undopmaunoHor cuctema Penydnuke Cpouje:

- obunacth y k0joj y Penybanun CpOujn nocToju camo jejian npyskanatl ycayre U Koja
Jj€ HEONnXxo/1Ha 3a 00aB/babe KPUTHUHHUX APYLUITBEHHX W [IPHBPEAHUX JICAaTHOCTH:

2) opranu;
3) cyGjekTn Koju cy oapehern Kao onepatopu KpUTHUHE HHGPACTPYKTYpe y CKIajly ca
NPONMCUMa KojuMa ce ypehyje KkpuTHuHa uHdpacTpykrypa.

Oneparopu Bakuux UKT cucrema
Ynan 6.

Oneparopu Baxkuux MK'T cucrema cy:
1) npaBua auua v Gpu3MuKa JMUA y CBOJCTBY perMcTpoBaHor cybjekra, Koja oDasibajy
nocioBe U AenaTHoCTH Y caeaehum obracTuma:
- NOLWTAHCKE YC/IYIe Y CMUCIY 3aKoHa KojuM ce ypehyje obaacT nowrancknx yeayra:
- ynpaebame OTNaAoM, y CMHUCIY 3aKoHa Kojum ce ypehyje ynpapbame 0TNaaom,
H3y3eB NpUBpeHNX cybjekara KojuMa HaBeeHH Nocao HUje NPeTekHH 1e0 HhHXOBE
JCNATHOCTH;
- ynpasbaibe aM0anaKHUM OTNAA0M, Y CMHCITY 3aK0oHa KOjuM ce ypehyje yipasibarbse
amOanaKHUM OTNAI0M:



- MpOU3BO/IHA W cHaOIeBabe XeMHMKATH]aMa, y CKIa1y ca 3aKOHOM KojuMm ce ypehyjy
XeMHKaluje;

- MPOM3BO/bA, Npepaza M AMCTPUOYIIMja XpaHe y CErMeHTy Beslenpojaje M
HHYCTPHJCKE NMPOM3BOIILE M [TPepaje;

- NPOU3BO/IIbA PauYyHapa, €NeKTPOHCKUX H ONTHUYKHX MPOH3BO/IA,

- NPOM3BO/1tbA €NCKTPHUHE ONpeme:

- TpOW3BOALA MalliMHa U ypehaja:

- NPOM3BO/IbA MOTOPHHMX BO3MIA, NPUKOINLA M MOJYNPHKOIHLA W MPOM3BO/IHbA
ocTasne onpeme 3a npesos:

- NPOM3BOAKA MCAMUMHCKMX ypehaja M nNpousBOimba in VItro AMjarHOCTUUKHX
MEJHLMHCKHUX cpelcTaBa;

- ycayre MHGpOPMaMOHOr APYITBA Y CMHUCITY 3aKOHA 0 e1eKTPOHCKO] TProBHHM;

- NPOM3BOAILA, IPOMET W NMPEBO3 HAOPYKAHa H BOJHE ONpeme;

2) HAYYHOMCTPAKHUBAYKE HHCTHTYLIH]E:

3) npaBHa M U3MUKA THLA Y CBOJCTBY PErHCTPOBAHOr CYBJEKTa M OpraHy U3 ujlana 5. osor
3aKOHa, a Koju He cnajaajy y onepatope npuoputetiux UKT cuctema npema kpurepujymuma 3a
oapehuBamse onepartopa.

[TonsakoHcku akT Kojum ce Oimke ypehyjy yCI0BH, ONIITH U CEKTOPCKH KPUTEPH]YMH 3a
oapehusame onepartopa npuoputeTHux W BakHux MKT cucrema nonocu Baaaa. wa npestor
MHHHCTAPCTBA HAICKHOI 3a nocnaose MHpopmaluoHe 6e3deHoCTH.

MUHHCTAPCTBA Y HHJHM HALIEKHOCTHMA CY 00J1ACTH Y KOJUMA ONEPATOPH MPHOPHTETHUX
u Bakuux MKT cucrema obapibajy AenaTHOCTH. YIKHH CY J1a Y NOCTYIKY W3paje Moj13aKoHCKOr
aKkTa U3 crasa 2. OBOI 4jlaHa, JI0CTABe MUHHCTAPCTBY HA/UICKHOM 3a fnocjose UHdopmalmone
0e30eaHoCTH npeaiore CeKTOPCKUX KpuTepHjyma paaun oapehusama oneparopa MKT cucrema oa
nocedHOr 3Havaja.

Obasese onepatopa MKT cucrema o nocebHor 3nauaja
Ynau 7.

Onepatop UKT cucrema o nocedHOr 3Ha4aja, CXoAHO OBOM 3aKOHY. v o0aBesu je aa:

1) nonxece npujasy 3a ynuc y esuaenunjy MKT cuerema o noceGHor 3Havaja:

2) npeaysme ojarosapajyhe TexHuuke, oriepaTuBHE, OpraHuzalMoHe W (U3HUKE mepe
sawrrnte MKT cucrema 01 noceGHOr 3Hauaja, yNpaB/bakse PH3HLMMA U NIPEBEHLU]Y U CMAEHE
IUTETHUX OCIEIUIA UHIIWeHaTa:

3) W3BPLLIH NPOLIECHY PH3MKA W JIOHECE aKT O NPOLIEHH PHU3HKA;

4) nouece akr o 6e30eanocTn MKT cucrema o nocedHor 3Havaja;

5) Bpin nposepy yckaahenoctu mepa samrtute MKT cuctema Koje ce npumetbyjy ca
aktoMm 0 0e30eanocT UKT cucrema M TO HajMame je/IHOM roJInLIbe;

6) ypeanm oanoc ca tpehum auuuma Ha HauuH Koju o0e30ehyje npeaysumarbe mepa
sawrute Tor MKT cucrema y ckaany ca 3aK0HOM, YKOJIMKO 1oBepasa akTuBHocTH Y Besn ca MKT
CHCTEMOM 0J1 nocedHor 3Hauaja rpehum anumma:

7) noctasma obasellTewna, 6e3 o/1/1arama, 0 CBaKOM MHIMAEHTY KOJH 3Ha4ajHO Hapylliapa
Oesbeanoct UKT cuetem oa nocedHor 3navaja:

8) nocrapsba obaselnTena o 030umLHUM npeTwama 3a UKT cucrem oa noceGHor 3navaja;

9) s0cTaB/ba CTATUCTHYKE MOAATKE 0 MHUMASHTHMA U H30ernyTuM uuumnaentuma y MKT
CHCTEMHMA,



OfaBese caMocTalHUX oneparopa
Unan 8.

CamocTtaniu onepartop AykaH je ja:

1) noaxece npujasy 3a ynuc y esuaenunjy MKT cuerema oa nocedbuor 3navaja:

2) npeaysme ojarosapajyhe TexHuuke, oneparMBHe. OpraHusalnoHe W (pusnuke mepe
saitute UKT cuctema oa noceGHOr 3Havaja, ynpas/batbe PU3MLIMMA W NIPEBEHLIH]Y H CMaIbEhe
WTETHUX M0C/IEAHIA HHIIHACHATA:

3) noHece akT o 6e3deanocty MKT cucrema:

4) Bpuin nposepy vekaahenoctu mepa sawtute MKT cuctema koje ce npumemyjy ca
aktom o Oesz0eanocth MKT cuerema y ckaaay ca COMNCTBEHWM [PaBWIMMa 3a [1POBEPY
yekaaheHOCTH Mepa 3aliTHTE, @ HAJMAbe je/THOM FONILIHLE:

5) ypean oamoc ca tpehum auumma Ha HaumH koju obesdehyje npeaysumarme mepa
samture Tor MKT cuctema y cknasy ca 3akoHOM, YKOJIMKO 110BepaBa akTUBHOCTH Y BesH ca MKT
CHCTEMOM 01 noceOHOr 3Havaja ca Tpehum nuumma;

6) hpopmupa concreenn LIEPT paan ynpas/barba MHUMACHTUMA Y CBOJUM CHCTEMMUMA.

CamocTaniu onepatopi Mory ja mehycodHo pasmersyjy HHGopMaliKje 0 MHIMAEHTHMA ca
Kanuenapujom 3a uudopmanmony 6esbeaHoct, a 1o notpedu U ca Apyrum opraiuiaiujama.

Ha camoctanne onepatope He NpUMEibYjy €€ 0peade OBOI 3aKOHA O [pHjaB/bUBAHY
HHIIMACHATA KOJH 3HAuYajHO yrposkasajy MHpopmaunoHy Oe3beaHocT. oapeade 0 A0CTaBbaby
CTATUCTHUKHX [0/1aTaka O MHUMJCHTAMA M ojpeide O NPOaKTHBHOM CKEHUPaHy Mpexe
onepatopa MKT cucrema 01 noceduor 3nayaja.

Camocranun  onepatopH. v Koopaunauuju ca Kanuenapujom 3a  vHGOPMaLHOHY
Oe30e/HOCT, paan OTKPHBaa pParbMBOCTH BpUIE MPOAKTHUBHO ckeHMparbe conctBenux HMKT
cHCTeMa [10Be3aHUX Ha JeJMHCTBEHY MH(OPMALMOHO-KOMYHHUKALMOHY MPEKY CICKTPOHCKE
yrnpase.

Camocranuu oneparopu MKT cucrema oapenhe nocebHa auna, 01HOCHO OpraH13alHoHe
jeauHuue 3a nutepHy kouTpoay concrsennx UKT cucrema.

Jluua 3a wHTEpHY KOHTpoay camoctanuux onepatopa MKT cucrema wuspewraj o
M3BPILIEHO] HHTEPHO] KOHTPOJIH 110/1HOCE pyKOBOAKOLLY camocTanHor onepatopa MKT cucrema.

Esuaenunja onepatopa UKT cuctema o1 nocebHor 3Hauaja
Ynan 9.

MHHKUCTAPCTBO HAUIEKHO 3a nocioBe nHdopmaumone 6e30eHOCTH (Y 1abeM TEKCTY:
MHUHHCTAPCTBO) YCNOCTAB/LA U BOAM eBHACHUM]Y rpuopurerHux v Baxnuux MKT cucrema (y
Ja’beM TeKeTy: EBHCHIM]A) KOja caipiku:

1) HasuB. matuatm Opoj n ceanwrte oneparopa UKT cuerema o1 noceGHOr 3Havaja;

2) ume 1 npesnume, cayxkbeHa ajpeca 3a npujeM eNeKTPOHCKE NoLTe U ¢y KOEHH KOHTAKT
TeeOH aAIMMHUCTPATOPA 381y KCHOT 3a 0/ipkaBarbe U ynipasbaibe MKT cuctemom oa nocebHor
JHauaja:

3) ume 1 npesume, ciykbeHa ajipeca 3a npHjeM eneKTPOHCKE NoluTe U CayKOeHH KOHTAaKT
renedon oarosopror auua UKT cucrema o1 nocedHor 3Hauvaja;




4) noaarak o spetn MKT cucrema oa noceduor 3Havaja, oanocHo aa am UKT cuerem on
noceGHOT 3HaUaja NoOTNaaAa noja NPUOPHTETAH MIIN BAXKAH:

5) nopatak o aenarnoctu oneparopa UKT cucrema oa nocebror 3Havaja;

6) azpechu oncer uHTepHer nporokosa (enri. 1P address range™) koju npunaaajy UKT
CUCTEMY 0J1 TIoceOHOT 3Havaja, a Koju odyxsara nojarke o jasuum cratuukum MIT anpecama;

7) Beb crpannue oneparopa MKT cucrema oa nocebHor 3Hauaja:

8) 6poj nokauuja Ha kojuma ce MKT cuctem 021 noceGHOr 3Hauaja nanasu.

[lopen noaartaka u3 crapa |. OBOI YiaHa, €BUACHIIM]A MOJKE /1a Ca/IPIKU W JIpyre A0NyHCKe
nojatke 0 UKT cucremy oa noceGHor sHauaja.

Camoctannmn onepatopu MKT cucrema uzyseru cy oa obaBese 10CTaB/batba 110/1aTaka 13
crasa |, tau. 4), 5). 6) u 8) oBor unaua.

[ToazakoHcKkr akT Kojum ce Oanke ypehyje caapikaj u cTpyKTypa eBHACHIM|E, KA0 W HAYHH
MOAHOLIEH:A 3aXTEBA 3a YHOC M NPOMEHY nojaraka y EBuaenumjn nonocu Munnctaperso.

Oneparop UKT cuerema on nocebHOr 3nauvaja jaykad je ja MuHHCTapeTBY J10CTaBH
nojarke u3 ct. 1. v 2. oBor uiana Hajkacuuje 90 1aHa 01 laHa yeBajarba nponuca u3 crasa 4. opor
ynaHa. oaHocHo 90 nana o nana yenoctasmbamwa UKT cucrema oa nocebHor 3nauaja.

Oneparop MKT cucrema oa noceGHOr 3Hauaja AykaH je aa y ciyyajy npoMeHe nojaraka
u3 ctasa |. oBor unana o rome obaBecth MUHMUCTAPCTBO Y poKy 01 |5 aana o1 aaHa HacTaHka
NPOMEHE.

[MToaaum m3 craea |, Tau. 2) u 3) oBor uiaxa o0Opahyjy ce v CBpXY H3BplleHa 01pea0H 0OBOT
3aKOHA y MOrjieay A0CTaB/bama obaBeliTerha W ynosopewa 3Hauajuux 3a Oesdennoct MKT
cMcTeMa 0J1 nocedHOI 3Hauaja, Kao M pajil YCIOCTAB/baa KOMYHHUKALM]E M OCTBAPUBAtLA
capaiibe y LM/bY OTKIaibatba IWTETHUX NOC/IeAHIA HHILIWAEHATA W IIPEBEHTHBHOT 1€10BaHa.

IMopaum u3 crasa 1. ta4. 2) u 3) oor 4iaana obpalyjy ce y cknaay ca 3aKOHOM KOjHUM ce
ypehyje 3aiTHTa nogaraka o AHYHOCTH M 4yBajy ce 0 TPEHYTKa NpecTaHka cBpxe obpaie Hiau
/10 M3BPLICHE NPOMEHE [10/1aTaKa y CKJIaly ca cTaBoM 0. 0BOr YnaHa.

MuHHUCTapCTBO CTaB/ba Ha pacrnonaramwe axypHy Esuaenumjy Kaunuenapujn 3a
nudopmannony Ge3deaHoOCT pajn U3BpLICHA 0/1pe10H OBOI 3aKOHA Y NOI/ICAY NPHUKYI/baiba H
pasmeHe MHDOpPMALMja O MPETHAMA, PabMBOCTHMA W HHIMACHTMMA M NpyXKaka MoJpIIKe,
YI030paBamba U capeToBatba uua koja ynpasisajy MKT cuetemuma,

EBuaeHunja npeacrasmba TajHH NMOJATAK Y CMUCIY 3akoHa kojum ce ypehyje Tajnocr
noJjiataxa.

Mepe sawrure HKT cucrema o nocebHor 3Havaja
Ynan 10.

Oneparop MKT cucrema on noceduor 3nauaja oarosapa 3a 6eszbeanoct UKT cucrema u
npeaysumatbe mepa sawture MKT cucrema.

Mepama sawrrure MKT cuerema ce o0esbehyje npeBeHuMja 01 HacTaHKa MHUMIEHATA,
O/IHOCHO NPEBEHIIM]a U CMAEHE LITETE 01 HHUKACHATA KOJH YIPOKaBajy BpIIEHe Ha11eKHOCTH
1 00aB/barbe J1CJaTHOCTH. @ NOCEOHO Y OKBUPY NPYIKaHa YCiyra JApyrum JIMinuma.

Mepe 3airrure npumerbyjy ce y ceum UKT cucremuma oneparopa us crasa 1. oBor unasa.

Mepe samrure MKT cucrema ce oavoce Ha:

) ycrocrapbatbe OPraHW3aUMOHE CTPYKTYpe, ca yTBpHeHMM nocioBuma. 3HambuMma,

KOMIIETCHIMjaMa, HCKYCTBOM M O/IFOBOPHOCTHMA 3aMOCJIEHHX, KOJOM ce ocTBapyje
yrpaesbaie HHpopmaunonom desdeanowhy y okeupy oneparopa MKT cucrema;




2)
3)
4)

Ln
—

15)
16)
17)
18)

19)
20)

2
LFS]
—

24)
23)

NPUKYIUBabe nojaraka o npetwama no undopmaunony 6esdeanoct UKT cucrema;
nocrusame 6e30e1HOCTH paja Ha AasbuHy M ynoTpede mobuanux ypehaja:
odesdehusamwe na anua koja kopucte MKT cuerem oanocHo ynpassbajy MKT
cuctemom Oyiy 0cnocob/beHa 3a 1nocao Koju paje W pasymejy CBOjy OJAroBOPHOCT,
0AHOCHO ja o0e30ead OApKaBakbe OCHOBHMX M N0 noTpedu  HanpeaHux
urpopmarnukux o0yKa 3a CBe 3anocieHe W aHraKoBaHa JHLA KOja MMajy 1pUCTYI
HUKT cucremnma, oOyka 3a pyKOBOAMOLE OJHOCHO OpraHe ynpap/batba oneparopa
UKT cucrema o4 nocebHOr 3Havaja, Kao M CrielMjaan3oBane cTpyyHe o0yke 3a
3AM0C/IEHE  OANOBOPHE 3a  yhpasbawe uHpopmaimonom Oesdeanowhy, paau
o0e30ehuBaba KOHTHHYHpAHE eayKalluje;

ofesdehuBare J10BO/LHO pecypca 3a aJeKBATHO YIPaBbakbe HH(OPMALLMOHOM
Oe3beanowhy:

3ALITHTY 0J1 PU3MKA KOJH HACTAJy 1PW NPOMEHAMA NOCA0BA MW MIPECTAHKa pajiHor
aHrakoBara auia sanocaennx koa oneparopa MKT cuerema;

uaeHTHhHKOBame nHpopmaunonnx jgobdapa u ojapehusarbe 0Ir0BOPHOCTH 34 HHXOBY
JALUTHTY:

K1acM(PMKOBaE M0/aTaka TAKo J1a HUBO HHUXOBE 3alUTHTE OAroBapa 3Havajy
NoJaraKa y CKJaly ca Haue/0M YIIPaB/bathba PHIMKOM M3 uaHa 3. OBOT 3aKOHA;
3aIITHTY HOCA4a nojiaraka:

OrpaHHyYerhe MPUCTYNA M0/alMMa U CpeIcTBMMA 3a 00paay nojaTaka:

ojobpasarse osnawhenor npucryna u cnpevasaie Heopaamhenor npuctyna UKT
cuctemy u veayrama koje MKT cuerem npyxka:

yTBphHBaLe  OJIFOBOPHOCTH  KOPHCHHKA 32 3alITHTY COMNCTBEHUX CpejicTaBa  3a
AyTEHTHKALM]Y;

npeasubaibe ynorpede kKpUnTorpackUX KOHTPOIA M APYIUX TEXHUKA 3a CAKPUBALE
nojataka pajiv 3alTHTe NOBEP/bHBOCTH, AYTEHTHHHOCTH H HHTEIPUTETA N0/1aTaKa;
MPUMEHA MEpa 3allTHTE Pajiki CIpevaBatba OTHIAKA N0/1aTaKa;

dM3MUKY 3aITUTY 0DjeKaTa, poCcTopa. NPOCTOPH)a OTHOCHO 30Ha Y KOjHMa ce Hanase
cpeacrsa u pokyment MKT cucrema u obpahyjy nojaum y UKT cucremy:

jalTHTy oA rybutka, owrehemwa, kpahe wau apyror o0nuKa  yrpoxasara
6e3beaHocTr cpeactasa koja unHe UKT cucrem:

obesbehusame ucnpasuor v Gesdeanor QyHkuMoHMcamwa cpeacTasa 3a obpany
rnojaraxa;

NpUMEHY 01roBapajVRux rnpoueaypa v Mepa 3aluture npuinkom kopuihemwa yeayre
pauyHapcTBa y Kiayy:

npahewe MKT cucrema y un/by oTKpuBatha pambHBOCTH H NPETHH.

OrpaHuyerhe NMPUCTYNa MHTEPHET CTPAHULIAMA KOje MOTY MOTEHLM]aIHO J1a Hapylie
oe3deanoct MK'T cucrema:

} 3AWTHTY NojaTaka 1 cpe/icTaBa 3a 06[)3:.[}' nojiaraka o1 3JloHaMepHor COCl)TBCpEI:
) 3ALUTHTY 011 I'_\’GH']'KH nojaraka pcioBHOM H3pajloM pPE3CpBHHUX K(’J]'I}i_i'a nojaraka.

codreepa u cucTeMa nmyTtem oarosapajyhux cpejicrasa 3a pasmeHy rnojaraka:

yyBame nojaraka o gorahajuma koju Mory Ourtn oa 3Havaja 3a 6e3beanoct MKT
cHucTeMa;

obe3behuBarbe unTerpuTeTa coTeepa v ONepaTHBHUX CHCTEMA!

3aWTUTY 01 310ynoTpede Texuuuknx desdennocHux cnabocru MKT cucrema:
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26) obdesbehupabe 3amrure MKT cucrema npuiankom cnposohewa peBusopekor
TECTHpama:

27) 3alWTHTY NojJaTaka y KOMyHHKaLMOHUM Mpexkama, ykubyuyjyhu ypehaje u Bosose:

28) 6GesbennocT nojataka koju ce npenoce yuyrap oneparopa MKT cucrema. kao u
usmehy oneparopa MKT cucrema u nimua Ban oneparopa UKT cucrema:

29) ucnymwerme 3axtena 3a MHpopmauuoHy Oe30eaHOCT y OKBHpPY YNpaBbaiba CBUM
(pazama xuBoTHOr unkinyvea UKT cucrema 01HOCHO 1€10Ba CHCTEMA,

30) sawTHTY nojaraka Koju ce kopucte 3a norpede rectupawa MKT cuctema oanocho
J1€/10Ba CHCTEMA,

31) npoueaype 3a uyBame u Opucarbe nHpopmaumja y UKT cucremuma, y cknany ca
MpoOnUcHMa;

32) sawrury cpeactasa oneparopa MKT cuctema Koja ¢y 10CTyIHa npyKaoMMa ycayra:

33) oapaBarbe YroBOpEeHOI HMBOA HH(POpMALMOHE De30e/IHOCTH W NPYKEHUX yCayra y
CKIa/ly ca YCI0BUMA KOJH CY YTOBOPEHH €a NpyKaoliem yciyra:

34) npeBeHinjy 1 pearosame Ha Oe30e1HOCHE MHLMIEHTE, IUTO NOAPAa3yMeBa ajeKkBaTHy
pasmeny nadopmaiuja o 6e3deanocunm caadoctuma MKT cuerema, unumaeHruma u
NPeTHAMA, KA0 U MPHUMCHY MEpa caHalMje nocae/nia HHIMAEHTa,

35) mepe koje obe3behyjy KOHTHHYMTET 00aB/barba NOCHa Y BAHPEAHHM OKOTHOCTUMA
koje ce aeunniny InaHom koHTHHYHTETa 00aBbatba 10C1a;

36) ycBajaibe JOKyMeHaTa KojuMa ce jaeduuuily npoueaype 3a npoBepy aJekBaTHOCTH
Mepa 3allTHTe;

37) ynotpely myirudaktopcke ayTeHTHKalM]e WK pellerhba KOHTHHYMpaHe nposepe
AYTEHTHYHOCTH. 3alTHheHe rI1acoBHE, BWUACO W TEKCTyallHe KOMYHUKallnje, Te
0e30eIHMX KOMYHHKAIMOHUX CUCTEMA Y XWUTHUM CllydajeBuma yHyTap oreparopa
UKT cucrema

[Moasakoncku akt Kojum ce Omke ypehyjy mepe samrure UKT cucrema ypakasajyhu

Havela U3 uiaHa 3. OBOr 3aKOHa, HaloHanHe U mehynapoaue cTanaapie U ctaHaapie Koju ce

npuMersyjy y oarosapajyhum obnactuma paaa joHock Bnaaa, na npeastor Munucrapersa.

Akt 0 npotienn pusznka MKT cuerema o1 noceGror 3navaja
Ynan 11.

Oneparop UKT cucrema o1 noceGHOr 3Hauaja 1ykKaH je 1a JIOHECe akT O NPOLIECHH PU3UKA
3a MKT cucreme (y 1a/beM TEKCTY: aKT O NPOLIEHH PHU3IHKA) KOJHUMa YIpaBJba.

AKTOM O NPOLECHK pU3HKa BpLIK ce npotieHa pusuka 3a UKT cuetem o noceduor sHavaja
€ 003HPOM HA CTENEH H3JI0KEHOCTH PH3HKY, BEJIHUHHY ONEPATOpa U M3BECHOCT M10jaBe HHIIMAEHTa
W HEroBe 030M/BHOCTH, KA0 M HErOB MOTEHIMjATHH APYLITBEHN H EKOHOMCKH YTHLA].

AKT O NPOUECHH PH3HKA PEBHAHPA CE HAJMAILE J€IHOM OJIHLIHE.

AKT 0 npotieHd pusnka uipahyje ce y CKialy ca onuTomM METoA0J10MHjoM 3a MIPOLEHY
pusmnka y UKT cucremuma o1 noceGHOr 3Hauaja Kojy 10HOCH OpraH. 0JHOCHO OpraHusaumja y
K0joj ce obaBsbajy nocaosn Haunonaanor LIEPT-a.

Oneparop UKT cucrema oa noceGHor 3Hauaja Huje y obaBe3u aa jonece akT w3 crasa .
OBOI' WIAHA Y CAyuajy Kaja uma JAeuHucany npoieHy puinka y apyrum nocrojehum untepHum
aKTHMa, Koja 00yxXBaTa 3axTeBe M3 OMLITe METO0/10THje U3 cTaBa 4. OBOI YaHa.
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Akt 0 6e36eanoctn MKT cuctema oa noceGHor 3Havaja
Ynan 12.

Oneparop UKT cuctema o nocebHOr 3Hauaja ayxKaH je Ja jJoHece aktT 0 OesdeaHocTr
MKT cucrema (y pabem TekeTy: akT o 0e30e/1HoCTH).

AkTom 0 Oe3beanocTd oapelyjy ce Mepe 3alTHTE, @ HApPOUMTO TMPHHLMIH, HAYUH W
NPOLELYPE NOCTH3AMA U 0/IPKABAILA A/ICKBATHOT HHBOA Oe30e/1HOCTH cHeTeMa, Kao 1 oBawherba
H O/IFOBOPHOCTH y Be3u ca Ge3bennowhy n pecypenma UKT cucrema oa nocedror 3Hauaja.

Axt 0 6esdeanoctu MKT cucrema on noceGHOr 3Hayaja 3acHUBA c€ HA AKTY O NPOLECHH
pH3MKa u3 unana | 1. osor 3akona. [Tpumena mepa satute MKT cuctema mopa 6utn y ckaany ca
NPOUEHEHUM PH3HLIMMA, Kako OM ce 00e30eauaa ajeKBaTHa 3alTHTa CHCTeMa H MHHUMH3MPAOo
VTHLA] NOTEHLM]AIHUX HHLIW/IeHATA.

AxT 0 6e36eanocT Mopa ja Ovie vekaahen ¢ npomenaMa y okpyikemwy vy camom MKT
CHCTEMY.

Onepartop MKT cucrema o nocebHor 3Hauaja aykad je ja, CamOCTaJlHO HMIM Y3
AHT@KOBAILE CMNO/LHUX EKCIIEpATd. BPLIK [POBEPY M3 [PETXOJAHOI CTABA HAjMarbe jeHOM
FOAMLILE W /1 O TOME CAUUHH W3BEILTA].

[MoaszakoHckn akt kKojum ce Gammke ypehyje caapikaj akra o 6e36e1HOCTH, HaYKH NpoBepe
MKT cucrema oa noceGHOr 3Hauaja ¥ caapikaj M3BELITaja O MNPOBEPH. KA0 W JIOCTAB/haHe
W3BELITaja HaINeKHOM opraHy. joHocH Baana na npeasor Munucrapersa.

O6agesa obaBelTaBakba 0 HHLMAECHTHMA KOJH 3HAYA]HO HAapyLIaBajy HHpOpMaLHOHY
besbennoct
Ynan 13.

Oneparopn UKT cucrema o1 noceGHOr 3Hauaja AyKHM €Y Ja jgocrase o0aBewiemhe o
MHLMJICHTY KOJM MOJKE Jla MMa 3Ha4ajaH yTuuaj Ha vapyiiasatbe vHgopmainone 6e30e1H0CTH,
0e3 o/ularama, a HajkacHuje y poky 0/1 24 cara 0/1 Ka/1a Cy Ca3Halu 3a MHIIWJICHT.

MuuuaenTi Koju MOry Ja Mmajy 3HauajaH yTuuaj Ha Hapyluasaibe WHpopmaumone
6e30e/1HOCTH cy:

1) MHUMACHTH KOJU JI0BO/IC 10 1PEKHIa KOHTHHYMTETa BpLUEH:A M0CI0Ba W MpyKaia
yC1yra, OAHOCHO 3HaTHHX Telikoha y Bpuietby NOCI0Ba U Npykakby yeayra:

2) MHIMAEHTH KOJH YTHYY Ha BEJIMKH GPOj KOPHCHHKA YCIIyra, MK TPajy AYKH BPEMEHCKH
NepUoOL;

3) MHUMAEHTH KOJH JIOBOJC 0 MPEKHIa KOHTUHYHTETA, 0JIHOCHO Teiukoha y Bpluey
MOCJIOBA M NPYkKaka yCAyra, KOJH YTHHY Ha 00aB/bame M0CI0BA W BPLICHE YCIyra Jpyrux
onepatopa MKT cucrema o nocebHOr 3Hauaja MM yTHUY Ha jaBHy Oe30e/1HOCT;

4) MHUMACHTH KOJW [0BOJIE 0 NPEKHIA KOHTUHYHTETA, OJIHOCHO Teiikoha y Bplueky
MOC/I0BA M NPy kKay yciyra v umajy yruuaj va sehu aeo reputopuje PenyGanke Cpbuje;

5) MHIMJIEHTH KOJH 10BOJIE 10 HeoBaaheHor npueTyna noauumMa Yuje OTKpUBambe Moxke
VIPO3UTH 11PaBa W MHTEPECE OHUX HA KOje ce 10/1alli 0HO0CE;

6) HHUMICHTH KOJH CY HAacTaun kao nocaeamua uuumaenta y MKT cucremy oneparopa
npuopureTHnx UKT cuctema koju 06aribajy 1e1aTHOCTH y 001aCTH IMTrHTaNHE HH(pAcTPYKTYpe,
w3 uiana 5. cras 3. Tauka 1) noaradka (7) oBor 3akona, kajga MKT cuerem o1 noceduor 3navaja y
CBOM MOCI0BabY KOPUCTH HHPOPMALIMOHE Yeiyre y 001acTH AUruTaiie HHppacTpyKType:
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7) MHUMJIEHTH KOjM W3a3MBajy MW MOTY J1a H3a30BY 3HATHY MaTepHjalHy MM
nematepujaauy wrery oneparopy MKT cuctema oa noceGHor 3Hauaja u apyrum QU3MuKkuM u
(IPABHUM JIHLIAMA.

Oneparopu UKT cucrema on noceGHor 3Hauaja JyKHM €y Aa npujaBe M n3deruyre
MHIMICHTE KOJM MPEACTaBbajy 030M/bHY NpeTiby M KOju OM MOIJIM JIOBECTH 10 OKOJHOCTH
C/IMYHUX OHHMA ONKCAHKUM Y cTaBy 2. oBor wiaHa. Y cayuajy niumaenara y MKT cucremmuma 3a
paa ca tajuum nojaumma oneparopu tHx MKT cucrema nocrynajy y ckiaaay ca nponucuma
Kojuma ce ypehyje obaacT 3amTuTe TajHUX nojaaTaka.

JlocTaembame odapeliTerka 0 HHIIMIEHTHMA
Unau 14.

Oneparopn MKT cucrema oa nocedbuor 3Hauaja ayxkHW ¢y ja obasewtera o
MHLIMIEHTHMA JI0CTABE Y JeAMHCTBEHH CHCTEM 3a NpHjeM 00aBeIlTeha O UHIMACHTHMA nyTeM BeD
crpanuiie Munuctapersa nan Kanuenapuje 3a uudopmaumnony 6e30eaHocT.

Oneparopu npuopuretinx MKT cucrema oa nocedHor 3Hauaja Koju obasbajy
NeNaTHOCTH Yy obnacTh GankapeTBa M (PMHAHCH]CKUX TPKMINTA W3 uinana 5. cras 3. Tayka 1)
nojarayka (3) OBOr 3aKoHa JIyKHH cy jAa obaBeliTeme 0 UHIMAeHTy aoctase Hapoanoj Ganum
CpOwuje. a ako cy oneparopu npuopuretunx UKT cucrema y obnactu guuancHjckux TpikuiiTa
Koju cy noa Haasopom Komucuje 3a xapTuje 01 BpeaHoCTH, o0aBewTere 1octasbajy v Komucnju
33 XapTHj€ 01 BPEJAHOCTH,

Oneparopu npuopureriux MKT cucrema koju obassbajy JCNATHOCTH €NEKTPOHCKHX
KOMYHHMKallMja M3 uiana 5. ctas 3. tauka |) noarauka (9) aiuHeja ueTBpra OBOI 3aKOHA M
onepatopu Bakuux UKT cucrema o nocebHor 3Hauaja Koju 00apbajy AeNaTHOCT NOWTAHCKHX
yeayra M3 wiada 6. cras 2. tayka |) asuuHeja npBa 0OBOr 3aKOHa, JIYXKHH cYy ja odaBeTermhe 0
MHIIMEHTY JocTaBe PeryaatopHom Telly 3a eJIeKTPOHCKE KOMYHHKALME H NOLITAHCKE YCayre.

Hapoana 6anka CpOuje. PerynatopHo Teno 3a e1eKTPOHCKe KOMYHHUKALIMjE U NOWTaHCKe
veayre n Komucnja 3a xapruje 01 BpeAHOCTH 1Y AHHU €Y Ja 100ujeHa obaseluTeha U3 ¢T. 2. 1 3.
OBOT Y/IaHa Npoc/e/ie Y JeIMHCTBEHH CHCTEM 3a NpUjeM 00aBeIUTEHa O HHLIMICHTUMA.

Oneparopu UKT cucrema on nocedor 3Havaja. ocum oneparopa MKT cucrema u3 . 2.
M 3. OBOI 4laHa, AYKHM cy jaa rnytem oarosapajyhux KaHana komyHukauuje obasecte o
MHUMICHTY KOPUCHUKE KOjHMa Npyxkajy yeiyre, 6e3 oanaraisa, y ciay4ajy MHIWIACHTA KOJH MOkKe
/1a M3a30B€ WIIM W3a3MBA LITETAH YTHLIA] HA NPYKatbe U Kopuihere yeayra, Kao M 0 Mepama Koje
KOPUCHUILM MOTY J1a MPeay3My M ynotpede y UWbY YMamea MW eJWMHHALM]E LITETHUX
nocae/AMua HHIMACHTA.

Oneparopu UKT cucrema oa noceGHor 3Hauaja u3 1. 2. 1 3. oBor uiana obaselutasajy
KOPUCHHUKE O MHIIMAGHTHMA Y CKIaly ¢a noceOHHUM MponucHma.

Opran KoMe je y cKkiaaay ca OBMM 3akoHOM yryheHo ofaBetiterme 0 MHIMACHTY, YKOIHKO
je peu o UKT cucremy oa noceGHor 3Hauaja koju je oapehen kao kpuTHuHa wHdpacTpykTypa y
CKJaly ca 3aKOHOM KOjum ce vypehyje kputwuna uudpacTpykTypa. uHdopmauujy o Tome
npociehyje MUHHCTAPCTBUMA HAICKHHM 3 CEKTOPE KPUTHYHE HHpACcTpyKType.

Oprann u3 ¢1. 1-3. 0BOr 3aKoHa. Kojuma je ynyheno o0aBelTee 0 HHLUMAEHTY, 1YKHH
cy Jna, v cayudajy wuHumaenta koju je Hacrao 'y HMKT cucremy oneparopa KpHTHuHe
HHPPACTPYKTYpe YTBPheHOr Y CKIaly ca 3aKOHOM Kojum ce ypehyje KpuTHuHa HH(pPacTPyKTypa.
AoOujeHy uHdopmaumjy 0e3 oanarara npociesie HaUIeKHMM MHHWUCTAPCTBUMA 33 CEKTope
KPHTHUYHE HHPACTPYKTYPE. V CKIALY ¢a NPONUCHMa O 3alITHTH TajHUX nojiaTaka.
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Caapkaj obaBeniterha 0 HHIHACHTY
Ynan 15.

O0aselTebe 0 MHUMACHTY MOpa Ja cajpau cieiehe noaarke:

1) nojarke o Mo/ IHOCHOLLY NMpHjaBe;

2) BPCTY M ONKAC MHLMJACHTA K NPOLICHY /1 /1M € MHLMAEHT N0Ce/Mia KPUBHYHOT f1eJ1a:

3) AaTyM M BpeMe [0YeTKa MHLMIEHTA, OJAHOCHO Ca3HAba O WHUMIEHTY M Tpajarhe
MHUKEHTA;

4) nocneauiie Koje je MHLMACHT M3a3Bao;

5) npejy3eTe akKTHBHOCTH pajiv yoaxkapama noc/1euua HHUH/ACHTa;

6) MHMLMjaAHY NPOLECHY HMBOA onacHocTH W yTuuaja unumaenta na UKT cucrem on
noceGHOr 3Ha4aja. Kao U HHAWKATOpe KOMIIPOMHTALM]E;

7) uHdOpMaLH]y O €BEHTYATHOM NPEKOrpaHHYHOM JIE|CTBY HHIIWJIEHTA!

8) noaarke O NPETXOAHO NPHJAB/LEHUM CIUYHUM MHLMICHTHMA, aKO €y MNOCTOojalu,
YK/bYuyjyhH Bpeme u npupojy THX HHIMJEHATA, KA0 W MEPE KOj€ CY TOM TPHIMKOM [1pely3eTe;

9) apyre peneBaHTHE HHPOPMalKje, Mo NOTPEOH.

3Haua) MHIMASHATA NPeMa HUBOY ONACHOCTH
Ynan 16,

Muumaentn y MKT cuctemuma o1 noceGHOI 3Hauaja KOju MOT'Y J1a MMajy 3HavajaH yTuuaj
Ha Hapylasawe HHpopmMaunoHe 6e30¢HOCTH CBPCTABA]Y CC NpemMa HHBOY ONacHOCTH, uMajyhu
y BHY MOCe/MIEe HHUMAEHTA, Y ciejlehe HHBOE ONacHOCTH:

1) Hu3ak:

2) cpeilbH:

3) BHCOK:

4) peomMa BHCOK.

[Toj3akoHckn akT Kojum ce ypehyje nocrynak obaseluTaBarba 0 HHLUMAEHTHMA, 00pacLiy
3a o0aBeluTaBame. JIMCTa MHIM/ICHATA NpeMa BpCTaMa W KiacuduKalMja WHIKAEHATA npema
HUBOY ONAcHOCTH JoHocH Baana, na npeior Munncrapersa.

()IICPEITPIBHH THM 3a pcarnuau,e Ha4 HHIIKHJIEHTE
Ynan 17.

VY udby KOOpAMHUCAHE peakidje Ha WHIMAEHTE BUCOKOI M BEOMa BHUCOKOI HMBOA
Kanuenapuja 3a nudopmaumony de3deHocT odpasyje CTalHH ONepaTHBHH THM.

Kanuenapuja 3a undopmaunony Ge3deaHoct yTephyje KpuTepHjyme 3a UMEHOBaHE
4JaHOBA OIEPATHBHOT TUMA.

Kanuenapwuja 3a nudopmaunony 6e3de/1HOCT MOKe 1a. 3aBUCHO 01 IPHPOJIE U Noc/ien1a
MHLIMJICHTA, 3aTPAKH YK/bYUHBAILE JAPYIUX OpPraHa y pajl OnepaTHBHOI THMa Y OKBHPY HHXOBHX
Ha/I/IeIKHOCTH.

[To norpeGu. cacTaHUMMa ONEPATHBHOI THMA MOTY [PHCYCTBOBATH M TNPE/ICTABHHILIN
nocedbnux [EPT-oBa. kao u sipyra amua.

JlMua Koja yuecTByjy y pajy CTaaHor onepaTHBHOI TUMA J1yAHA CY ja ce cepTHOUKY]Y 3a
paji ca TajHUM 1101aluma.
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[Tnau 3a pearoBarbe y Ciiyuajy HHUM/IEHTA BACOKOT HHBOA M Kpu3a HHpopMaunoHe
0e30eAHOCTH
Unan 18.

Baasa aonocu Ilnaw 3a pearoBame y ciayyaly HMHUMIEHTA BHCOKOr HHBOA M KpH3e
uudopmaiimone 6eszdeanoct, Ha npeator Kanuenapuje sa unpopmaunony 6e30e/1H0CT.

[1nan n3 craea |. oBor ynaHa oOyxsara:

|) uM/beBe Mepa M aKTHBHOCTH 3a pearoBakbe v Cayuajy MHIMeHaTa BUCOKOr HMUBOA M
Kpu3a MHpopmalmoHe 0e30¢/HOCTH,

2) 1enoBambe HaIeKHUX OpraHa y umiby cinposohera niana:

3) onuc npoueaypa y clyuajy MHUMAEHATa BUCOKOI HWUBOA W Kpu3a uHpopmaunone
Oe30eanocTu:

4) aKTHBHOCTH 3a yHanpehemwe cnocoOHOCTH pearosarba Ha MHUMACHTE, a Ipe ceera
n;aanose ojarosapajyhux sexou u oOyka:

5) MO/ie/1e capaithe ca MPUBATHUM, HEBIAJMHUM U aKa/IEMCKHM CEKTOPOM;

6) mehycoOny capaby HaLlIeKHUX OpraHa.

[lpnankom u3paje riaHa w3 craBa |. OBOT 4jlaHa yCrnocTasba ce capajiiba ¢a Opranuma u
NPaBHUM JMUMMA uYHje Cy HAUIGKHOCTH, OJHOCHO [OCIOBH M JICJIATHOCTH [OBE3aHW ca
NJIaHUPaAHUM aKTHBHOCTHMA.

[11aH 13 craga 1. 0BOr 4naHa ce MepHoMHHO Meba W JI0NYibYje v ckaany ca norpebama u
HOBMM OKOJHOCTHMA, @ Y LEIHHU ce noHoBo u3pahyje n qoHocH ceake Tpehe rojiMue, a yKoJimko
CY €€ OKOJIHOCTH Y 3HAYajHO] MEPH NPOMEHKIIE H paHuje.

[TocTynawe no npujemy odaBeIITEeHA O HHIMICHTY
Unan 19,

[To npujemy obGasewrewa o wHumaeHty y HKT cucremy on nocebuor 3navaja.
Kanuenapuja 3a undopmaunony 6e30€AHOCT MoCTyna y CKiauy ca HaaaekHocTuma yrephenum
3aKOHOM. OJIHOCHO NPUKYI/ba, aHAIM3HPA U pa3Metbyje HHpopMalKje 0 pH3HIMMa 3a 6e30e/1HoCT
MKT cucrema, Kao M HHUMJICHTY, M Y BE3M ca TUM oOaBellTaga, npyxa nojapiiky, yrnosopasa u
capetyje onepatopa MKT cuctema oa noceGHOI 3Hauaja ¥ BpLIKW JApPYre NOCAOBE M3 CBOjE
Ha/IEKHOCTH.

Kanuenapuja 3a nndopmannony 6e36e1HOCT, HAKOH M3BplIeHe aHanuse, yTephyje HHBO
ONMAcHOCTH HHLIM/EHTA.

Kana je HEONXoaHO 1a jaBHOCT Oyje Yro3HaTa ¢a WHUMAEHTOM WM KaJla je MHUMICHT
TAKaB /1a je 0/ uHTepeca 3a jasHoct, Kanuenapuja 3a umudopmauuony 6esbennoct objasibyje
uHdopMalMjy O MHUMAEHTY, HakoH caBeToBawa ca oneparopom HMKT cuerema oa nocedHor
3HAYA]A Y KOME €€ UHLIMIACHT JI0r0JIHO.

M3yserno oa crasa 3. oor unana, Kanuenapuja 3a uudopmannony 0e3deaHoct moxe
00jaBuTH HH(OPMALIM]Y O HHLMAEHTY KOjH ce 10roano y onepatopy npuopuretnor MKT cucrema
01 noceOHOT 3Hauaja Koju obarsba jenatHoct y 06aacTn GankapeTBa U (PMHAHCHJCKHUX TPIKHUILLTA
M3 ujlaHa 5. cras 3. Tauka 1) noaravka (3) OBOT 3aKOHA, Y3 MPETXO/HO NPHUOARIBEHY CarlacHOCT
Hapoane 6anke Cpouje oanocHo Komucije 3a XapTHje 01 BpEHOCTH.

Kanuenapuja 3a mndopmaunony 6Gesdeanoct, Hapoana danka Cpbuje, Komucuja 3a
XapTHje 0J1 BpeAHOCTH U PeryatopHo Te1o 3a e/1eKTPOHCKE KOMYHUKALMIE M NOLITAHCKE yeayre
JIY’AHH cy aa o0aBeluTeha 0 MHIMAEHTHMA Npociese:




18

1) HAJUICKHOM JABHOM TYKHAQILITBY. OJHOCHO MHHHCTAPCTBY HAICKHOM 3 YHYTPaLllthe
MOCA0BE, Yy CAYuajy [a j€ WHUMICHT BE3aH 3a M3BPIICHE KPHBHUHUX Je/la Koja ce roHe no
c1yKOeHO] 1YHKHOCTH,

2) oprany HaaiekHoMm 3a GesbeaHocHe M KOHTpaoOaBelTajHe NOCI0BE OJ1 3Hauaja 3a
onbpany PenyGiaunke CpOuje wian oprany HaaJICKHOM 3a 110CI0BE HallMOHanHe 0e30eHOCTH, Y
cyuajy ja je MHLMACHT NOBE3aH ca 3Ha4ajHUM HapyllaBarmeM HHpopmaLone 6e30eH0CTH Koje
MMa MM MOZKE MMATH 3a MOCIeAnLy yrpoxkasarwe o10pade Penybianke CpOuje MK HauMoHaIHe
0e3beHoCTH.

[lpunukom ynpasbawa uHuMaeHtoM Kawnuenapuja 3a undopmatmony Oesdeaoct.
Hapoana 6anka Cpouje, Komucuja 3a xapTuje 01 BpeAHOCTH M PeryatopHo Tesio 3a eIeKTpOHCKe
KOMYHHKaLM]e W TMOWTAHCKE YCIyre o3HavaBajy o0aBelTee 0 HHUMIEHTY, OAHOCHO
uHdopmalije 0 MHUMAEHTY y ckaany ca nponucuma u TLP (ewr..traffic light protocol™)
NPOTOKOJIOM.

[MocTyname y ciyuajy HHUMACHTA HHBOA ONACHOCTH HH3AK ™
Ynan 20.

Y cayuajy HHUMAEHATA KOjHMA je y cKaaay ca Kiacudukauujom yrepheH HUBO 0nacHOCTH
-Hu3ak” Kanuenapuja 3a uudopmaiinony 6e3beHocT no noTpedH aaje npenopyke 3a nocryname
onepatopy MKT cucrema oa nocebHor 3navaja.

[Toctynarme y ciyyajy MHUM/IEHTa HUBOA ONACHOCTH CPE/IbH
Ynau 21.

V cayuajy MHIMACHATA KOjUMa je Y CKAajly ca Kaacupukauujom yTepheH HHBO ONacHoCTH
~cpeabn” Kanuenapuja 3a unopmaumrony 6e30e 1HOCT Aaje Npernopyke 3a nocTynamme oneparopy
HUKT cucrema o nocebnor 3navaja.

[TocTynamwe y ciiyuajy MHUMACHTa HUBOA ONACHOCTH .BHCOK™
Yanan 22.

Y ciiydajy MHUMACHATa KOjuMa je y CKiay ca Knacnpukauujom yTepheH HUBO OnacHoCTH
-Bucok” Kauuenapuja 3a wundopmaumony 0OesdenHocT  je dyxkHa jaa o Tome obasectu
MuHHCcTapCTRBO.

Kanuenapuja 3a ungpopmaumony 0e30€/gHOCT, Yy capaiibh ca ONepaTHBHUM TUMOM,
NpUIIPeMa NpernopyKke W Mepe 3a pellaBatbe HHLUNICHTA.

MuUHHMCTAPCTBO HAKOH MpHjema obaseluTeba u3 crasa . oBor wiaHa casupa ceanuuy Tena
3a KOOPJIMHALK]Y 11oci1oBa MHdopmatimone 6e30eHOCTH.

Haxkow 3aspiietka uaumaenta Kanuenapuja 3a undopmanmony 6e30e1HOCT, y capajitby ca
OnepaTHBHUM THMOM. CAYHIHABA 3aBPIIHK M3BELITA] KOJH J10CTaB/ba MUHHCTAPCTBY Y pOKY 01 30
JIaHAa HAKOH 3aBPLUCHOI HHLM/CHTA.
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[locTynare y ciiyuajy HHIMAEHTA HHBOA ONACHOCTH .BEOMA BUCOK™
Ynan 23,

Y caydajy MHUM/ICHTA KojeM je y ckiaay ca Kiacuukauujom yrepheH HUBO ONacHOCTH
.BEOMa BMCOK™ W KOjM npeacraBba kpusy uHpopmaumone GesdbeaHocTH, pykoBoherbe H
KoopuHalMjy cnposoheiba Mepa 1 3aj1aTaka npeay3uma Biaja.

Kanuenapuja 3a wHdopmauuony Oe3beHOCT, y capaiwmH ca ONEPaTHBHUM THMOM,
u3palyje npe/ior 3a npornatiasatse Kpuse upopmanmnone Ge3deanocTy, y ckiany ca llianom 3a
pearoBare v Cyuajy MHIW/ICHTA BUCOKOT HUBOA M Kpu3e uHpopmaunone 6e30eaHOCTH, KOjH
CaIPIKH:

1) noaaTke 0 HHUMACHTY,

2) undopmaumje 0 NpeLy3eTUM Mepama;

3) pa3nore 3a nporiatietse Kpuie nupopmaunone 6Ge30eHOCTH:

4) 3aj1yKeHe OPraHa 3a nocTyname y CKasy ¢a CBOJHM HaUIEKHOCTHMA;

5) Mepe 3a peluaBarbe KpHse.

[Tpeanor 3a npornaiietse kpuse uudopmainone 6e3beanoctu ynyhyje ce Munnerapersy,
Koje 1o npujemy npeaiora 0e3 ojiarama caziba ceHuily Tena 3a KOOpAHHALM]Y NOCI0BA
uupopmaunone 6e30e1HOCTH.

Bnana na npeuior MUHHCTApCTBA JJIOHOCH OJUIYKY O NpOrialiey Kpuse nHpopmatone
Oe30e1HOCTH 1 3a1y7Kyje OpraHe Ja nocTynajy npema npe/uiokeHuM MepaMa y cKiaajy ca CBOjuM
HA/JICKHOCTUMA.

Kanuenapuja 3a wHpopmaumony 06e30e1HOCT, Y capaiibi ca ONEepaTuBHUM THMOM,
KOOP/AHHMpa peluaBambem kpuse uudopmaiimone 6¢30€IHOCTH W HAJMabe JETHOM HeJebHO
uisetrasa Munucraperso w Baajly o cBUM akTHBHOCTHMA.

[Mpeastor 3a npornaiiee 3aBpiierka kpuse uHpopmaimone 6e3dennoct ynyhyje ce
Munucrapersy.

OyKy 0 nporiatehy 3appluerka Kpuse uidopmatmone 6e3deiHocTn joHocH Baaja na
npeasor MuuucTapeTsa.

Hakon saspiierka kpuse nHdopmanmone 6e36eanoctn Kanuenapuja 3a undopmannony
Oe30e/IHOCT cauHibaBa 3aBpLUHK H3IBELITA] KOjH JocTaBba Munuctapetsy v Brnaau y poky oa 30
JlaHa HAaKOH 3aBpLIETKA KPH3e.

H'iBELI.ITaBaIbC TOKOM H HAKOH HHIIHJEHTA
Ynan 24.

Oneparopu UKT cucrema o nocebHor 3Havaja 1yKHH cy ja:
|) nocTaB/bajy U3BEWTA] O MHLIMACHTY. TOKOM Tpajarba HHILMCHTA, ca ONTHCOM Mepa Koje
Cy mpejy3ere 3a pellaBare WHUMIACHTA, Y JeJHHCTBEHM CHCTEM 3a npujem obaseluretba o
MHUMICHTHMA W TO:
(1) Ha cBaKa TPW AaHa y Cayvajy HHUMACHTA CPEIbEr HUBOA:
(2) Ha cBaka 24 carta y c/iy4ajy MHIIMEHATa BHCOKOI H BEOMA BHCOKOI HUBOA,
2) pocrasibajy OGaBelITEeHa W Jl0JaTHE W3BelnTaje o GutHum orahajuma y Besn ca
MHLIMJICHTOM M aKTHBHOCTHMA KOje npejy3uMajy, na saxres Kauuenapuje;
3) aocTaBsbajy 3aBplIHK W3BELITA] O MHUMACHTY Y poky o1 |5 nana oa nana npecranka
MHUMAEHTA, KOjM calpku caenehe nojarTke:
(1) BpCTY M AeTa/baH OMMC MHUM/ICHTA:
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(2) BpCTY NpeTibe H Y3POK KOJH je J0BEO 10 HHIM/CHTA;

(3) Bpeme M Tpajarbe WHLWICHTA:

(4) 030M/BHOCT M YTHLIA] MHLIMACHTA, OJIHOCHO MOC/IE/HIE KOje j& HHIIMIEHT H3a3Bao;

(5) uHdOPMALH]Y O eBEHTYATHOM MPEKOIPAHUYHOM JICJCTBY MHIMICHTA;

(6) npeaysere aKTHBHOCTH Pajid OTKIAHatha MOC/Ie/NLA HHUMIEHTA U, 110 NOTpeDdH,
Apyre uudopmalinje 0 3Hauaja 3a BHACHTHPALE MHIMICHTA W CTATUCTHYKY 00pajy.

Hakon saspuiedor unimaenta Kanuenapuja 3a uudopmaumony Oe3deanoct npunpema

Npernopyke M CaBeTe 3a 3aluTHUTY O/ NOTEHUMJATHUX PH3MKA, HA OCHOBY aHaauie M3BPLICHOT
HHIHJIEHTA.

ﬂﬂC'l'i]beaIbC CTATHCTHYKHX Nnojaraka O HHIMJACHTUMA
Yan 25,

Oneparop MKT cuerema oa noceGHOr 3nauaja ayxkau je ja, nopej odaseutaBamba o
MHIIMEHTUMA M3 YfiaHa | 3. OBOI 3aKOHA. 0CTABH OPraHy. 0HOCHO OPraHH3alijH HAUICKHO] 3a
nocaose Haumonannor LIEPT-a craructnuke noaarke o ceum uuumaentuma y UKT cucremy,
VKbYuyjyhu u u3bertyre MHLIMCHTE, Y NPETXOAHO] roanty HajkacHuje a0 28. debpyapa Tekyhe
rOJIMHE.

Opran. OJHOCHO OpraHusalMja M3 crasa |. OBOr 4jlaHa W3BEWITAje O CTATUCTHYKHM
nojaunma JoctaBba MuuucTapeTy M 00jaBbyje Ha CBOjOj HHTEPHET CTPAHHILIM.

Bpery, (hopMy M HaumH JIOCTaB/batha CTATUCTHYKHMX M10]aTaka W3 ctasa l. oBOI Yjana
yrephyje opras, 0AHOCHO OpraHM3almja u3 craga |. oBor unana.

[1I. OPI'’AHWU HAJUIEZKHHA 3A TIPEBEHLIUIY U 3ALLITUTY OJ1 BE3BE/IHOCHHUX
PU3HUKA Y UKT CUCTEMHUMA V¥ PEITYBJIULIU CPBHIA

Hajnexkun oprau
Ynau 26.

Opran apxaBHe ynpase HaplexkaH 3a HHpopMaumony 06e30eHOCT je MHHMCTApCTBO
HAJUICIKHO 3a 1ociose HHopmatHone 6e36e1HOCTH.

Y OKBHpY CBOJHUX HAANEKHOCTH MHUHHCTAPCTBO:

I) npunpema M npejaxke NPONUCe M NIAHCKA JOKYMEHTa M3 001acTh MHPOPMALMOHE
6e30e/1IHOCTH Yy CKa/ly €a OBUM 3aKOHOM:

2) Boan eBujieHum]y oneparopa UKT cucrema o nocedHor sHavaja:

3) Bpun Haa30p Haa paaom Kanuenapuje 3a undopmaunony 6e306eHOCT ¥ BpIICHY
MOCI0BA 3a KOJe je HA/IMIeKHA Y CKaly ca OBUM 3aKOHOM

4) BpIIM MHCNEKUMJCKH HAA30P Ha/l MPUMEHOM OBOTr 3akoHa W pajom onepatopa UKT
cuerema o4 noceGror 3Hadaja, ocum camoctanuux oneparopa MKT cuerema u MKT cucrema 3a
paj ca TajHUM Nnojauuma;

5) ocTBapyje MehyHapoaHy capaimy Y OKBHPY CBOJUX HA/JIEKHOCTH.




Teno 3a KoopauHauMjy nociosa nidopmaumone Ge3deHOCTH
Unan 27.

Y uwby ocrTBapuBama capaame W yckaaheHor obapbarba nocinosa y  (QyHKUMIM
yuanpehemwa undopmaunoHe 0e30eHOCTH, Ka0 W WHHUMPaba U npahemba NpeBeHTHBHUX M
APYFHX aKTHBHOCTH Yy obOnacti  uHpopmaunone Oesbeanoctn, Biaga ochusa Teno 3a
KOOpAMHALM]Y 10c10Ba HHpopmalHoHe 6e30eHoCTH (Y JabeM TekeTy: Teno 3a KoopaAHHALHK]Y).
Kao KOOpAHHALMOHO Te10 Baaze, y umnju cactas yaase npeicTaBHUILM MHHHCTApCTaBa HaLEKHUX
3a nocnose MHpopmaurone 6e30eaHOCTH, 010paHe, YHYTPAWLHX 110CA0BA, CTI0BHUX 110CI0BA,
nociose npasocyha. npeacrasHuum caykom Gesdbeanoctu, Kanuenapuje 3a mH(popmaimony
Hesbeanoct, Kanuenapuje 3a ungopMalinoHe TeXHoJI0rmje 1 eaekTponeky yrpasy, Kanuenapuje
Casera 3a HaumoHanHy 6Ge30e/IHOCT M 3aITHTY TajHHUX noaaraka, ['enepanHor cekperapujara
Baane, Hapoane Ganke CpGuje u PerynatopHor Tena 3a e/EKTPOHCKE KOMYHHKallMje H
NOMITAHCKE ycayre.

YV (yukunju ynanpehemwa nojeannnx obaactu undopmatmone dezdeaHoct hopmupajy
ce cTpydte paate rpyne Tena 3a KOOpAMHALM]Y Y KOJ€ €€ YKIbYUY]Y M NPEICTABHHMILA APYIHX
opraHa. npHBpe/ie. aKaJeMCKe 3aje/IHHIE W HEBIAJIHHOT CEKTOpA.

Onnykom kojom ocuusa Teno 3a koopanHauujy Bnasa oapehyje u mberos cacras, 3aj1artke,
POK y KOMe OHO NMOJAHOCH W3BelTaje Baaau v apyra nuTama Koja Cy BE3aHa 3a Heros pa.

Kanuenapuja 3a nudopmanmony desdeaHoct
Ynan 28.

Paau obas/barba 10C/108a NPEBEHLM|E U 3alTHTE 0/1 6e30€/IHOCHHUX PHU3HKA W HHLIMEHATA
y UKT cuctemuma y Penybnuum Cpouju ociua ce Kanuenapuja sa undopmarony 6e3beaHoct
(y aabem Tekery: Kanuenapuja), kao nocebna opraHusaiija y CMHCIy 3aKkoHa Kojum ce ypehyje
10JI0%aj APKABHE YIIpaBe.

Kanuenapuja uma ¢BOjCTBO 11PaBHOI M LA,

Pajom Kanuenapuje pykoBOAM AMPEKTOp Koju mopa aa Oyae nuue oarosapajyhe
CTPYYHOCTH €a HAjMare NeT roJIMHAa pajHor MeKycTBa y o0sacTi nHdopmainone 6€30e1HOCTH U
Kora uMeHnyje Biana, y cknany ca 3akoHoM Kojum ce ypehyje nosioxaj ApkaBHHX caykOeHuka.

Kanuenapuja nma 3aMeHMKa AMPEKTopa, Koju Mopa OuTH aule orosapajyhe cTpyuHocTH
ca HajMare NeT rojuMHa pajHor Uckyctsa y obsnacti undopmaumoHe 6e30e1HOCTH, KOjH ce
MNOCTAB/bA Y CKJIAAY Ca NPONUCHMa KOjuM ce ypehyje nojoxkaj ApxaBHHX clykOeHHKa U UMma
opaamherba y CKaAy ca NpornucuMa o IpsKaBHoj yiipasu.

Hanzop naa pazom Kauuenapuje
Unan 29.

Haszop naa pajom Kanuenapuje y Bpiiety nociosa ¢cnpoBoin MUnnueraperso, y cknany
ca 3aKOHOM KOjuM ce ypelyje JpkaBHa ynpasa.




7

Haunexnoctu Kanuenapuje
Unan 30.

Kaniienapuja y okBHpY cBoje Hauie’kHOCTH 00aBsba cieiehe nociose U T0:

l) BPLIM MPEBEHLM]Y H 3aIITHTY 0/1 0e30€1HOCHHX PU3HKA HA HALLMOHATHOM HHBOY ¥
CKaaay ca oBum 3akoHom (nocsioen Haunonanuor LIEPT-a);
2) npeay3dMa MpeBeHTUBHE W PEAKTHBHE MEpE Y LMbY 3aluTuTe JenHcTBEeHE

HHPOPMALIHOHO-KOMYHHUKALLMOHE MPEKE ENEKTPOHCKE YIpasBe y CKJIaldy ¢a OBMM 3aKOHOM
(nochosu LIEPT-a oprana Bnactu);

3) obaB/ba capaiiby Ha HAUMOHANHOM HHUBOY Y o0aacTn uHdopmanroHe 6e30eHOCTH:

4) BpiuM NOCNOBE J€AMHCTBEHE TAUKE KOHTAKTA:

5) spuwn nocnose ceprudmuraunje UKT cucrema, UKT npoussoaa, MKT npoueca u UKT
yeiyra, M3y3eB cHCTeMa. [poM3Bo/a, npoueca v yeiayra sa notpede o/10paHe u 0e30e/1HOCTH H
UKT cucrema 3a paj ca TajHAM nojannma;

6) nponucyje muHumande mepe samrtute MKT cuerema oprana, ysaxkasajyhu navena us
yjaaHa 3. OBOI 3aKOHA. Mepe 3awTHTe M3 unana 10. oBor 3akoHa, HalMoHanHe u mehyHapo/ne
CTaHJap/ie M CTaH/apae Koju ce npuMetbyjy y oarosapajyhum obaactuma paaa:

7) y capajmbH ca HAJUIEAKHHM OpPraHuMa M JIpyrum cyOjeKTHMa M3 JaBHOT, aKaJleMCKor,
NPUBPEAHOI M HEBJAAMHOI CEKTOPA Y4ecTBYje y passojy u cnposohemwy nporpama obyka u
CTPYUHOI ycaBpliiaBarba JHiAa Koja pajae Ha nocjiosuma nidopmaunoHe 6e3de1HoCTH:

8) obabba capaiawmy M pasmeHy uHdopmaumja Ha MehyHapoAHOM HUBOY Yy 00JacTH
nudopmaunone de3deHocTH y by npahetsa u ycarnamasarba ca MehyHapoaHum npornuvcuma
H CTaHJapauma;

9) BpiM cTpyuHH Hamsop Haa pajom oneparopa MKT cucrema oa nocebHor sHavaja;

10) Boan Gazy pawsusoctn MKT npounssona u MK'T yeayra:

I'1) usBewrraa MUHUCTAPCTBO HA KBAPTAIHOM HUBOY O NMPEay3eTHM aKTHBHOCTHMA,

12) obapsba Apyre NocioBe y CKIALy ¢a OBUM 3aKOHOM.

[ToazakoHcKM akT KOjuM ce Gamnzke ypehyje naunn spuietba cepruduxaunje MUKT cnerema,
UKT npoussona, MKT npoueca u UKT yenyra u3 crapa |. tauka 5) oBor uaana aovocu Baana,
Ha npe/uior Munucrapersa.

[TocoBM npeBeHlMje U 3aTHTe 01 6e30€e/IHOCHUX PU3MKA HA HALLMOHAITHOM HHBOY
(Hauwmonanuu LIEPT)
Ynau 31.

Y OKBMpY MOCIOBA MpeBeHLHje M 3alTHTe 01 0e30€IHOCHUX PU3MKA M WHLMICHATA
Kanuenapuja spun nocnose Haunonanuor LEPT-a v To:

|) npukynsba v pazmeryje nHpopmalmje 0 NpeTibamMa, parbUBOCTUMA U HHLIMACHTHMA H
npy’ka nojpiiKy. ynosopaga u caseryje anua koja ynpasssajy MKT cucremumva y PenyGunum
CpOuju, Kao 1 jaBHOCT;

2) npaty crambe 0 nHunaeHTama y Penybaunum Cpouju:

3) npysKa paHa ynosopeba, y30yHe u Hajase M MHHPOPMULIEC PEIEBAHTHA 1WA O NPETHaMa,
patbUBOCTHMA W HHIIMIEHTHMA;

4) pearyje Oe3 oanarawa M0 MNPUJAB/LEHAM HIM HA JAPYrH HAYHUH OTKPHUBEHHM
ununaeHTuma y MKT cuctemuma o4 nocedHOr 3Hauaja, Kao W no npujasama (pU3HUKHX H PaBHHUX
AMLA, TAKO WITO MpYy’ka CcaBeTe M [pernopyke Ha OCHOBY PacrojokuBuX HHpOpMauMja o




HHLMAEHTHMA M Npeay3uma apyre norpebHe Mepe M3 CBoje Ha/IIRAKHOCTH Ha OCHOBY J100H]eHHX
cazHama:

5) na saxtes oneparopa MKT cucrema oa nocednor 3nauaja, npyxka nomoh y npahewy
cramba de3beanoctn MKT cuctema y peaiHoM BpeMeHY WK IPHOIHAKHO PCaHOM BPEMEHY !

6) na 3axtes onepatopa MKT cucrema o noceGHOr 3Hauaja, BpIIH MPOAKTHBHO
ckenuparbe UKT cucrema y unby yrephusama patbHBOCTH KOje MOTY A MOTEHIIMJAIHO 3HATHO
napyue oe36eaHoct MKT cucrema, npu yemy TakBO CKEHUPAHE HE CME MMATH IITETAH YTHUA] Ha
NOCJ0BE W ANIATHOCTH ONepaTopa:

7) nocTyna Kao KOOpJAMHATOP 3a norpede KOOPAMHUPAHOI OTKPUBAHKA PakUBOCTH, Y
CKJ1aJ1y ca OBMM 3aKOHOM:

8) yuectByje v pa3sojy u kopuuheiy TeXHOJIOIWKHUX anarta 3a pa3sMeHy MHpopmalmja ca
oneparopuma MKT cucrema o noceGHoOr 3Havaja v Apyrux cydjekara ca kojuma capahyje:

9) KOHTHHYWpaHo W3pahyje aHaause pU3MKa W HHILMIECHATA, HA OCHOBY MPHKYNILEHUX
undopmaiimja:

10) noamxe ceect koa rpahana, npuBpeaHMX cyOjekata W opraHa o 3Hauajy
undopmaimore 0e30eIHOCTH, O pH3HLMMA M Mepama 3alTure, YKbydyjyhu cnposoheme
KaMmiama y LHibY 110/1H3akba TE CBECTH:

11) Boau Esuaenumjy noceduunx LIEPT-oBa:

12) npunpema W3BewITaje Ha KBAPTATHOM HHUBOY O NPE1Y3€THM aKTHBHOCTHMA:

3) npy’ka NojAplKy y NpUKYN/bakby W aHaau3uparby GOPEH3HYKHX 1101aTaka H npyxka
JAMHAMHUYKE aHAJIW3e PM3MKA M MHLIM/ICHATA Y CKJ1a/Ly ca Mnpornucuma

Kanuenapuja noactuue npumeny M Kopuinherme NpONHCAHUX W CTAHAAp/M30BAHKMX
npoueaypa sa:

|) ynpaesbare MHUMACHTUMA!

2) knacuukainjy HHGopMalIHja O HHILMAEHTHMA, 0JIHOCHO K1ACH(UKALIK]Y PEMA HUBOY
ONAacHOCTH MHUM/ICHATA:

3) ynpassbaibe KpU3HUM CHTYalHjama;

4) KOOPAHHUPAHO OTKPHBALE PALHBOCTH.

Kauuenapuja je osnamhena jga spiin o0pany nojaraka o JHLy Koje NpHjaBH HWHUMACHT,
npu yemy odpajga nojaraka o suuy obyxsara ume, npesume u 6poj Tenedona W/uaM ajapecy
€NEKTPOHCKE MOIITE W BPIUIM Ce Y CBPXY €BHACHTHPAa NOAHETUX MpHjaBa, MHPOPMHCabA
MO/IHOCHOLIA NPUjaBe O CTaTyCy rnpeaMera u, y ciyuajy norpebe, viyhusatba rpmjase HaaneKHUM
OpraHMMa pau Aaber MoCTyNatba, Y CKIAaLy ¢a 3aKOHOM.

Kanuenapuja obe30ehyje HenpekuaHny AOCTYMHOCT CBOJMX YCIyra nyTeM pasiuuMTHX
cpe/ICTaBa KOMYHHKalluje.

Y okBupy obasmawa nocnosa Hawmonanuor LIEPT-a notpeduo je obesdeautn cieaehe
JaxTene:

) BHCOK HHBO JOCTYMHOCTH KOMYHMKalMOHWX KaHasia u3deraBatbeM jeAMHCTBEHHX

Tavaka npekuaa v kopuiiherwe BHIIE CPe/ICTaBa 3a ABOCMEPHO KOHTAKTHPAHhE:
2) npocropuje Haumonaanor LIEPT-a v undopMaumonn cucteMu 3a noapuiky rpeda jaa
Oy/ly CMCIITEHH HA CHIYPHHUM JlOKalMjama;

3) ynorpeGy oaropapajyher cucteMa 3a yrpap/bakbe 3aXTEBHMA H HHXOBO YCMEpaBabe,

noceOHO Kako OH ce onakiana epukacna u eekTusHa pasmena undopmalija;

4) o006e30echuBare MOBEP/LUBOCTH M NOY3/AHOCTH CBOJUX aKTHBHOCTH:

5) nocrojame aaeKBaTHUX KAJPOBCKUX Kalauurera:
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6) ONpeM/LEHOCT PeAYHIAHTHUM CHCTEMHMA M PE3EPBHUM Pa/IHHM MPOCTOPOM Kako OH

ce OCUrypao KOHTHHYMTET yeayra.

[Toasakonckn akT Kojum ce Oawke ypehyje noctynak npoaktuHor ckenupawa MKT
cuerema M3 crasa |. Tauka 6) OBOT u/aHa, 3alTHTHH, TEXHHYKH W 0e30€/1HOCHH YCII0BH U Mepe
Koje MOpa Ja ucryHn cyGjeKar Koju HemocpeHO BPLIM CKEHHUPae, Kao W MpoLelypa KojoM ce
YTBPHYjY YCI0BH y LHIbY 3awiTiTe 0e30eIHOCTH CHETEMA, MPEkKa W 0/1aTaka Kojuma ce npucTyna
W HAYMH M3BELITABAILA HAIEKHOT opraHa, AoHocH Baaja va npeanor Munucrapersa.

[IpeBeHTHBHE M peaKTHBHE Mepe Y LIW/bY 3aIUTHTE JeIMHCTBEHE MHPOPMALMOHO-
KOMYHHKalnoHe mpexe eaekrporcke ynpase (LIEPT oprana snacrn)
Ynan 32.

V' OKBMpY npejay3uMara MpeBeHTHBHMX W PEAKTHMBHMX Mepa y IH/BY 3dLITHTE
JesuncTBeHe MHPOPMALIMOHO-KOMYHHUKALMOHE MPEKE C/IEKTPOHCKE Yrpase (Y labeM TEKCTY:
mpexa eYnpase) Kanuenapuja obas:ba caeiehe nocnose:

1) Bpwu 3aluTHTy Mpeske eYnpase:

2) obaBsba KOOpAHHAUK]Y M capaiisy ca onepatopuma UKT cucrema Koje nosesyje mpexa
eYnpase y npeBeHIMjH HHILWAEHATa:

3) aKkTMBHO YueCTBYje Yy OTKPHBaWy WHUWACHATA, MPUKYNbalby WHpopmaumja o
HHLM/ICHTHMA H OTKJ1akhatby NOC/IE/MIIa HHIIEHATA:

4) BplM NPOAKTHBHO cKkeHupaibe mpeske onepatopa MKT cucrema o1 nocebror 3navaja
KOJH CY KOPHCHHLIM MPEIKE, MPH HEMY TAKBO CKEHHPAHE HE CME MMATH IITETAH YTHLA] HA NOCI0BE
H JIeNIaTHOCTH OnepaTopa:

5) y cayyajy OTKpUBEHE pParbHBOCTH:

(1) obasewrasa oneparope MKT cuerema Koju ¢y KOPUCHHUIIM MpeiKe e Y paBe 0 ToME:

(2) nanaxe onepatopuma MKT cuctema 01 noceOHOr 3Ha4aja KOJU CY KOPUCHUILM Mpexke
J1a 1Ipely3my aIeKBaTHe Mepe 3alliTHTE Y Wby CIIpeuaBaiba, CMateba M OTKIIakhatba 10c/1e/111ia
MHLM/IEHTA;

6) u3aaje crpyune npenopyke 3a sawuty MKT cucrema oprana, ocum MKT cucrema 3a
pajl ca TajHUM nojlaluma;

7) noHocH akT Kojum ce ypehyje noctyname oneparopa MKT cucrema oa nocedhor
3HAYA)A KOJH KOPHCTE MPEKE Y Cyyajy MHLM/ICHTA:

8) y capaami ca HaUICKHUM OpPraHuMma BpIIK NpoueHy notpede 3a CTPYYHHM
ycappiiasaiem 3anociaenux v oneparopuma MKT cucrema o nocebHor 3Hauaja Koju Kopuere
MpEKY:

9) njaHMpa 1 opratusyje npoueaypaiHe u npaKruube sexkte y obnactu undopmalmnone
BesdennocTH 3a 3anocaene vy onepatopuma MKT cuctema o nocebGHor 3Havaja KOJM KopucTe
MpEeKY:

10) uspahyje npeanore 3a yHanpehewe 6e30eIHOCHUX KapakTepHCTHKA Mpexe eY npase:

| 1) u3pabyje aHanmnse pu3HKa M MHUKMACHATA Yy OKBUPY Mpeike eY npase:

12) obarba Apyre nociaoBe y CKiajay ca 3aKoOHOM Y UMby yHanpehewa nudopmanmnone
0e30eaHoCTH Mpeske eY npase.

IMoa3akoncku akt kojum ce Oauxe ypehyje nocrynak npoakTuBHOr ckenupawa MKT
cucTema M3 crtasa |. Tauka 4) OBOr 4jiaHa, 3allITHTHH, TEXHUUYKH U (e30e/1HOCHHM YCIIOBH H Mepe
Koje Mopa j1a HCIyHH cyGjeKaT KOjH HEMOCPeHO BPLINM CKEHUPaeE, Kao W npoleiypa Kojom ce
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yTBphyjy YCI0BH y by 3atuTuTe Ge30eIHOCTH CHCTEMA, MPEeka H N0/1aTaKa KOjHMa Ce NPHCTYIa
W HAUYMH M3IBELITABAILA HAMICKHOI Oprana, JoHock Braja va npeuior Munncrapersa.

Capajitha Ha HallMOHATHOM HUBOY
Ynan 33.

Kanuenapuja nenocpenno capahyje ca Munncrapersom, Peryratopuum Teiom 3a
eNeKTPOHCKe KomyHuKalmje u nowrancke yenyre, [loceGuum LIEPT-oBuma y PenyGanum
CpOuju, ca jaaum u npuspeannm cybjekruma u [IEPT-oBuma camoctanuux onepatopa MKT
cHcTema.

Kaunuenapuja u LIEPT-08n camoctanuux oneparopa MKT cucrema onpxkasajy mehycobue
cactanke y opranusauuju Kanuenapuje HajMare Tpi nyTa rojniimbe, Kao U no notpedu y cayuajy
MHIIM/IEHATa KOJH 3HAuajHo yrpoxkasajy uHdopmaunony deszdentoct y Penybanum Cpouju.

CacraHuuma u3 ctasa 2. OBOI YiaHa MpUCYCTBY]Y H npeicTaBHuun MuHucTapeTsa, a no
[03MBY MOIY /Ia NPUCYCTBY]Y W npeactasuuim nocedbuux LIEPT-oBa, kao u apyra nuua.

[TpuiukoM capajibe ca cyOjekrima u3 ctaBa 1. osor unava Kanuenapuja je ayxHa na
obes3dean edexturHy, edukacny u 6e306eany pasmeHy HH(OpMalMja y3 NPUMEHY aJeKBATHHX
npoueaypa, ykwyuyjyhu traffic light protocol™ (TLP). u nowryjyhu nponuce o 3ammuT
MojlaTaKa o JHYHOCTH.

MehyrapoaHa capajiiba ¥ NoCI0BH J€/IHHCTBEHE TaYKe KOHTaKTa
Uaan 34.

Kanuenapuja octeapyje mehyHapoany capaamwy y obdnactu 6e3deanocrn MKT cucrema, a
HAPOUMTO NPYKA YNO30PeHha 0 PUIHLIMMA W MHLIMASHTHMA KOJH MCTYILaBajy HajMalbe jean o/
cneaehunx yenosa:

1) 6p30 pacTy Mau UMajy TEHACHLM]Y 1A MOCTaAHY BUCOKOPH3MUHM

2) npesazuiasze MM Mory jla npesasuhy HaUHOHA/IHE KanauuTeTe:

3) Mory jia UMajy HeraTHBaH YTHLA] Ha BUILIE O]1 je/IHE JIpiKaBe.

[TpuankoM pa3mene nojaraka u3 ctasa |. oor unana, Kanuenapuja je aysHa jaa nocryna
TAKO /1a C€ He YIpo3M MOBEP/bHMBOCT M0aTaKa, KA0 W /1a TAKBA pa3sMEHa 1o/araka He yTHue Ha
noreHumnjanHo Hapylasaie oezdeanocrn MKT cucrema.

Paimena nosaraka w3 crasa |. 0BOr ujaHa noapasymesa npenoc win obpaty nojaraka
KOjJH CY HEOTXO/IHH 3@ NPOLIEHY W pearoBatbe Ha 0e30e/IHOCHE PH3KKE M MHLIMAEHTE Y CKilaly ca
OBHM 3aKoHOM. Y Cllyuajy aa ce pa3sMeHa 0JIHOCH Ha nojaTke o anunoctH, Kanuenapuja je ayxHa
ja obesbeaun na takas npeHoc wam obpasa Oyay ycknahenu ca nponucuma kojuma ce ypehyje
JAIITHTA 110/1aTaKka O TUYHOCTH, YK/bYUYjYRH W NpaBKHIa KOja ce 0JIHOCE HA NPEHOC nojaraka y
Apyre apxase uian mehyHnapojne opratusaumje.

YKOJHKO je MHLMJICHT Y BE3H €A U3BPLICHEM KPUBHYHOI JIC)Ia KOJEe ¢e FOHM 1o cayKOeHo)
ayxnoctn, Kanuenapuja he o Tome 00aBecTUTH HAUICKHO jaBHO TyKuaawTso, Koje he
CaMOCTAIHO WIIM TIPEKO MUHHCTAPCTBA HANEKHOT 3a YHYTPALHe [0CI0BE Y 3BAHHYHO)
MpOLEAYPH TIPOCICAHTH NPHjaBy Yy ckaaay ca notepherum mehynapoiHum yrosopuma.

Kanuenapuja obaBba 10cioBe jCAMHCTBEHE Tauke KOHTAKTa 3a MHGPOPMaLMOHY
Ge30eHOCT y cayuajy npekorpaHMuHuX Oe30e/IHOCHUX MpeTH U MHuUKeHaTa v capahyje ca

jl;.‘,’ll‘l HCTBCHHM TadKaMa KOHTAKTa APYIrHuX JIpiKaBa.
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[ToceGuu uentpy 3a npeserunjy 6esdeanochnx pusnka y MKT cucremuma
Ynan 35.

[Toceban uentap 3a npeseninjy GesbeanocHux pusuka y MKT cucremuma (y namem
tekcry: Ioceban LIEPT) ofagsba nociose npepeHumnje U 3amrure o 0e30€/IHOCHUX pH3HKA Y
HUKT cucremuma y okBupy oapeheHor npasHOr JWLA, IPYNE NpaBHUX jnMua, 00J1acTi nocaoBama
H CHYHO.

[Toce6an LIEPT je npaBHo Mlle MK OPraHW3allMOHa JEIMHHULA Y OKBUPY NPABHOT JIKIA ca
ceaniuTem Ha teputopujn Penybnuke Cpduje, koje je ynucano y esuaeHumjy nocednnx LIEPT-
0Ba KOjy BOJM Oprad, OJHOCHO Opranusauuja HaainexkHa sa nocnose Haunowanwor LEPT-a u
objaBibyje je JaBHO.

Viouc y eBuaenunjy nocedbuux LIEPT-oBa, kojy Boau Kanuenapuja, BpuiM ce Ha OCHOBY
npujase NpaBHOr JKLIA Y OKBUPY Kora ce Hanasu nocedan LIEPT.

Epuaenumnja nocedunx [lEPT-oBa oa noparaka O JIHYHOCTH Ca/ipikd N0OJIATKE O
0IFOBOPHUM JIMLIMMA, H TO: UMe, fpe3nme, PYHKIN]Y W KOHTAKT N0JaTKe Kao ro ¢y aapeca, opoj
tenedoHa M ajipeca eNeKTPOHCKeE NolTe, a y cBpXy aHraxosatba nocebunx LIEPT-osa y cayuajy
Oe30eaHocHUX pusuka u unumaeHata y MKT cucremuma.

Opran, 0IHOCHO OpraHu3alMja U3 crasa 2. OBOI YjlaHa Npomnucyje caapikaj, HauuH ynuca
1 Bohera eBH/ICHIIMjE U3 cTaBa 3. OBOI YjlaHa.

basa pamwmnsocTH
Ynan 36.

Oprat, 0JIHOCHO Opranu3alidja HaaaekHa 3a nocjose Haunonannor LIEPT-a ycnocras ba
n oapxasa Oasy pamwusoctn MKT nponssoaa u MKT yeayra y Penybaunuu CpOujn u omoryhasa
(GU3HMUKMM M NIPaBHUM JAWUMMA, Kao 1 nponssohauuma, 1o06asbaunMa u npyxaouuma ycayre y
HUKT cuctemy. na va aodpososbHoj 6azn npujase pambusoct y MKT nponssoanma wan UKT
yeayrama, a Koje ce Mory npujaBuTH aHoHHMHO.

basa pawusoctu MKT npouseona m UKT ycnyra cajpiu:

1) noaarke o patbHBOCTH:

2) nonatke o pawbnsoctuma MKT npoussosa wnu UKT yeayra.

Opras. 0IHOCHO OpraHu3ailMja U3 cTaBa |. OBOr 4jaHa Nponucyje caapikaj, npoueaype
BepUUKalIKje paUBOCTH, NPOLLE/LYPE 3a YIIpaB/barbe TEXHHYKUM patbuBocTma UKT npousso/ia
1 UKT yeayra, Hauun ynuca v Bohetba perucrpa.

53’3?.1 nojaraka o pe['HCTpallHjH JOMECHA
Ynan 37.

OpraHH‘sauujc KOjf: cy opiauthere 3a YOpasbakhe PErucTpoM JomMeHa HajBHIJ]Cl' HHBOA H
npykarbe yciyra JIHC-a obaBesHe ¢y aa NpUKYNbajy. 4yBajy W OAp/Kapajy TauHe W MoTnyHe
NojaTke 0 perucTpalmnju aomMeHa y nocedHoj daiu nojaraka, y3 ayKkHy DKy H Yy CKiaay ca
MNpoONUCHMa O 3alUTHTH NNoJaaTaka o JIHHHOCTH.

basa nojaraka u3 ctasa | OBOr ujaHa Mopa aa cajpiku Hajmame cneaehe nojarke:

1) Ha3zuB JOMEHA:
2) aTym perucTpaimje 10MeHa;
3) MMe. KOHTaKT ajapecy eleKTpoHcKe nowte u O6poj TenedoHa perucrpanra:
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4) KOHTAKT ajpecy eleKTpoHcke mnowrre u Opoj Tenedona nuua 3anykeHor 3a
AIMHHUCTPALLK]Y AOMEHA, YKOJIMKO C€ Pa3/IMKY]y OJ1 110/1aTaka perucTpanTa.

Opranunszaumje 13 craga |. OBOr 4laHa JyKHeE CY /1a YCBOJE W IPUMEHE aKTe U Npoue/ype
3a BepHUKALM]Y TAYHOCTH M NOTIYHOCTH nojartaka y Ga3u nojaraka. Ose npoueaype Mopajy
OUTH JaBHO JIOCTYIHE.

Opranunszaunje u3 craa |. oBor yaana jaysue cy aa ode3dejie jaBHy J10CTYIHOCT Nojaraxka
KOJH HHCY JIMYHH OJAMax MO PerucTpauMjH JAOMeHa, a y CKiaay ca npaBHIHMMa W yClOBMMA
PEruCTpalMje Ha3MBaA HALLMOHATHUX UHTEPHET JIOMEHA.

Opranusaumje u3 crasa 1. osor unana obasesne cy na omoryhe npuctyn cneunduunum
No/alMMa 0 PerucTpaiuji JOMEHa Ha OCHOBY 3aKOHMTUX W 00pa3oAKCHHX 3axTeBa oBaltheHux
JMLA MK OpraHa, y ckiaay ca osnathemnma J10/1e/beHUM NPONUCHMa Koju ypehyjy aesokpyr
HHXOBOI paja.

OaroBop Ha 3axTeB M3 CTaBa 5. OBOI 4jaHa mopa OuTH nocrasibeH Oe3 ojuiararsa, a
HajKacHuje y poky o4 72 cara 0/1 npujema 3axresa.

AKTH U NpoLie/lype 3a OTKPUBAIbE 1101aTaka Ha OCHOBY OBHX 3axXTeBa Mopajy OMTH jaBHO
JOCTYITHH.

V ckaaay ca 0OBHM YIaHOM. [PHKYI/bae MO/IaTaka O PerucTpaluji J0MeHa He cMme
JIOBECTH /10 JyINHpama nojaraka. Opranusaumje W3 ctaBa 1. 0Bor unaHa jyxHe cy aa capahyjy
pajin n3beraBarba Ay TiMpama H OCHIrypama yckaaheHoCTH ca 3aKoHOM.

Munucrap Haaiexan 3a uwHpopmaunony Oesdesnoct nponucyje Oamke ycnose 3a
NPUKYIbatbe. YyBabe, BepuduKaunjy H o0jaBbuBarbe M0JaTaka W3 0BOI YiaHa, a y cKiuauy ca
Haj0O/BOM MPAKCOM peruMcTapa HallHOHATHMX WHTEpHEeT jomeHa u3 Esponcke YHuje, Kao
Mutephet Kopnopauuje 3a goae/bene Hasuse u opojese (ICANN).

Jawtura aeue npu Kopuiherwny HHGOPMaIHOHO-KOMYHHKALIHOHUX TEXHOJIOTHja
Ynan 38.

MUHUCTAPCTBO Npejy3uma npeseHtusHe mepe 3a 0e30e1HOCT M 3alTuTy JIcue Ha
WHTEPHETY, Ka0 aKTMBHOCTH OJI JABHOT WHTepeca, NyTeMm ejykauuje M uudopmucama aeue,
POAMTE/LA M HACTABHMKA O MPEAHOCTMMA, PU3MIIMMa M HauuHuma Oesbeanor Kopuiuhersa
MHTEPHETA, KA0 W MYTeM jeIMHCTBEHOI MECTa 3a NpyXkarbe caBera U NpujeM rpujasa y Bes3u
Oe30eIHOCTH ielle Ha MHTepHeTy M ynyhyje npHjaBe HAMICHKHHM OpraHuMMa pajad jaber
MoCTyNarba.

Oneparop eJeKTPOHCKMX KOMYHUKaLIHja KOjU TIPYKa JaBHO J10CTYNHE TenedoHcke yeayre
Jy’kaH je 1a oMoryhu cBum nperniaTHuuuma yeayry GecniaTHor no3Msa npema jeIMHCTBEHOM
MECTY 3a MpYKarbe caBera H npujem npujasa y pe3n 6e30€HOCTH jaele Ha HHTEPHETY.

V cayuajy aa HaBoau W3 npujase ynyhyjy Ha noctojare KPMBHYHOT Jiena, Ha MoBpeay
1npasa. 3/ipaBCTBEHOTr CTaTyCa, 100pOOHTH W/HIAM ONIUTET MHTETPUTETA ICTETA, HA PH3UK CTBAPAHA
3aBMCHOCTH 0/1 Kopuinhewa MHTepHeTa, npujasa ce npociehyje HaLICKHOM Oprany pajw
MoCTyNamwa y ckiaay ca yrepheHnum HaiekHOCTUMA.

Muuucraperso je osaawheHo aa spwn ofpaay nojaraka o JiMiy Koje ce obpartu
MuHHCTAPCTBY Y CKJIaly ca 3aKOHOM Koju ypehyje 3aiTuty nojaraka o JMYHOCTH M APYrUm
MPOIHCHMA.

Obpana nonataka o JMiLly U3 cTasa 4. 0Bor uiaHa o0yxsara ume, npesume u Opoj reneona
W/MIKW ajapecy €IEKTPOHCKE MOWITE M BPILM €€ Y CBPXY €BMJIEHTHpaka MOJHETHX [pHjaBa,
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uHGOpPMHCaba NMOJHOCHOLA MIPUjaBe O CTaTycy NpeaMera M. y cayudajy norpebe. ynyhusama
npHjase HaJIKHHUM OPraHuMa pajiu 1aber nocTynama, y CKiajy ca 3aKoHOM.

[Tojaun 0 AMYHOCTHM M3 CTaBa 5. OBOr ujaHa 4yBajy ce Yy pokoBuma npeasuherum
nponucuMa Koju ypehyjy KaHueaapHjcko nocjioBame.

[loazakoHCKkM akT Kojum ce Oamke ypehyje Hauun cnposohemwa mepa 3a 0e30e/1HOCT M
3AUTHTY JACUC HA HHTEPHETY M3 CT. |. 1 3. oor ujaHa JOHOCH Bnana Ha npeaior MHHHCTapCTBa.

IV. KPUITTOBE3BEJIHOCT U 3ALLUTHUTA OJ1 KOMITPOMUTYIVREI
EJIEKTPOMATHETHOI 3PAYEA

Hannexuoct
Unan 39.

MUHHCTAPCTBO HA/UIEAKHO 3a 110¢10Be 010paHe je Ha/IeiKHO 3a nocaoBe nHdopmalHone
He30e/IHOCTH KOjH ce 0/1HOce Ha 0100paBaibe KpUnTorpaCckux Mpor3Bo/ia Koju ce KopucTe 3a
JAITHTY MpeHoca M uyBama Mojaraka Koju cy ojapeheHn Kao Tajuu. AMCTPHOYLMjY
KpHITTOMATEpHjaia U 3aWTHTY 01 KOMIPOMHTYjyher eleKTpoMarHeTHOr 3paveba W 1ocjioBe H
3a/1aTKE YV CKJIajly €a 3aKOHOM M 1PONMCHUMA JIOHETHM Ha OCHOBY 3aKOHA.

[TocaoBu ¥ 3a1auH
Ynau 40,

V ckJajly ca OBUM 3aKOHOM, MUHHCTAPCTBO HA/UTEKHO 3a nocsiose oadpane:

|) opranusyje M peaausyje HayYHOMCTPAXKMBA4YKKW pan y obnhactu kpunrorpadeke
Oe30e/1tHocTH 1 3amTure 01 KEM3;

2) passuja. umriemenTHpa, Bepudukyje u knacudukyje kpuntorpadeke aaropurme;

3) uctpaxyje. pazsuja, BepuduKyje M K1acnpuKyje ConeTeeHe Kpunrorpaeke npousso/ie
u petietsa 3amrure 04 KEM3:

4) sepudukyje n knacudukyje romahe u crpave kpuntorpadcke nNpoU3BOIAE H pellieHha
samture oa KEM3;

5) aeuHmLIe NpoLEAYPe H KPHTEPU]YME 3a eBasiyallnjy Kpuntorpadcekux 6e30e/HocHUX
pelieHha;

6) BpuwK (YHKLM]Y HALMOHAIHOI OpraHa 3a 0100peta KpunTorpadCckux npoussoaa
obesdehyje aa v npoussoan Oyay 000peHH y cKaaldy ca oarosapajyhum nponucuma;

7) Bpium YHKLM]Y HAllHOHAIHOT opraHa 3a 3amTuTy 01 KEM3;

8) spun nposepy UKT cucrema ca acniekra kpunrtobesdeaHocty v 3aiture o1 KEM3:

9) Bpuin (GYHKUMJY HAUMOHANHOr OpraHa 3a JMcTpuOYUM]Y KpHIITOMatepujaia M
ne(pMHMILE YNpaB/batbe, PYKOBathe, UyBatbe, AUCTPHOYLM]Y H €BHACHLIM]Y KpUIITTOMaTepHjana y
CKJIa1y ca NponucHMma;

10) naaHupa U KOOPAWHHMpA M3pajy KpHnTonapamerapa (napamerapa Kpuntorpapekor
anropuTMa),  AMCTpUOYUMjy — KpHOTomarepujana M 3alTuTe 04 KoMnpomutyjyher
€J1eKTPOMArHETHOI 3padetba y capa/iibn ca camoctannum onepatopuma UK'T cucrema:

11) dopmupa W BOAM UEHTPAIHW perucTap BepUPHKOBAHOI W AWMCTPUOYHpaHOr
Kpunromarepujana;

12) popmupa u BoaM peructap u3aatux 0400pera 3a Kpunrorpadeke npoussose;
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13) wuspahyje enexrponcke ceprudukarte 3a Kpunrorpadceke cucTeme 3acHOBaHe Ha
nHdpacTpykTypH jaBuux kbydena (Public Key Infrastructure — PKI);

|4) npeanaxke J0HOMIEHE Nponuca W3 obracTh kpunrodesdeanoctu u awrure oq KEM3
HA OCHOBY OBOI 3aKOHA:

15) BpLIM MOCAOBE CTPYHHOT HA/30pa Y Be3H KpunTode3deaHocTH 1 3awrure oa KEM3;

16) npyxka crpyuny rnomoh HOCHOLY HMHCMEKIMjCKOT Hajalopa  HHbopMauuone
tesdeHocTH y obnacth kpuntobesdeaHocT  3awtute o1 KEM3;

17) npyxa ycayre y3 HakHajy npaBHHM M QH3HUKHM JHIMMA, M3BAH CHCTEMA jaBHE
BaacTH, y obaactu kpuntodesdeanocty u 3awrute o KEM3 npema nponucy Bnaae Ha npeasor
MUHUCTPA 0a0paHe;

18) capahyje ca nomahum M MehyHapojHMM OpraHuMa M Opramusalujama y OKBHMpY
HAJUICKHOCTH ypeheHHX OBUM 3aKOHOM.

CpeacTBa OCTBapeHa 0/1 HAKHA/Ie 3a NpYysKarbe ycayra u3 ctasa |. tauka 17) oBor unaHa cy
npuxoj oyuera Penybanke Cpouje.

Komrnpomuryjyhe enekrpoMarHeTHo 3paieihe
Ynan 41.

Mepe sawmture oa KEM3 y HMKT cucteMuma 3a pykoame ca TajHUM [ojauuMMa
NPUMEILY]Y €€ Y CKIay ca NpornuckumMa Kojuma ce ypehyje salmura tajHux nojaraka.

Mepe saintute 01 KEM3 Mory npMmerHBaTH Ha CONCTBEHY HHMULIMJATUBY M ONEPaTopH
MKT cucrema Kojuma 1O HMje 3aKOHCKa oOage3a.

3a ¢Be TeXHHUKE KOMITOHEeHTE cucTema (ypehaje. KoMmyHHKalMOHE KaHasle U MPOCTope) Kol
kojux noctoju pusuk oa KEM3., a wto 61 MOrio 10BecTH 10 HapyliaBawba MHPOPMaUHOHE
GesbeanocTn w3 crasa |. oBor unava, spum ce nposepa zamruhenocrn og KEM3 u npouena
pu3MKa o4 HeosnawheHor npuctyna Tajuum noaauuma nyrem KEM3,

[Tposepy 3awrruhenoctn 01 KEM3 Bpiun MHHHCTAPCTBO HALIEAHO 3a nociose oa0paue.

Camocrtanun onepatopu UKT cucrema mory spuintu nposepy KEM3 3a concrsene
norpeode.

[MoasakoHckH akT KojuM ce Oimske ypehyjy yeaoesu 3a nposepy KEM3 n Hauun npouene
pH3MKa o oTuiama nojataka nyrem KEM3 nonocu Bnaja. na npeaior MuHMCTapeTBa
Ha/IIe7KHOT 3a 1oc/10Be 0/10pate.

Mepe kpunrosawrure
Unan 42.

Mepe kpuiTosawTHTe 3a pykopame ca tajuum nojaumnma y UKT cuctemuma npumeyjy
ce y CKNajy ca npornucuMa Kojuma ce ypehyje sawrura TajHux nojaaraka.

Mepe KpHIITO3aiTuTe ¢e MOry NPUMEHHTH U NPUIIMKOM NPEHOCa U YyBakba 1oJjlaTaka Koju
HUCY 03HAYEHH KAo TAajHH Y CKIALY €a 3aKOHOM Koju ypehyje TajHoCT nojlataka, Kaja je Ha OCHOBY
3aKOHA UM JIpYTor npaBHor akra nn'rpeﬁno NMPHMEHHWTH TEXHHYKE MEpe OI'paHHHuCHA TNPHCTYIIA
NoJdauMMa M pajid 3allTHTE HHTCTPHTETA, AYTCHTHYHOCTH H HENOPCLIMBOCTH NoJaTaka.

[Toa3akOHCKH aKT KOjUM ce ypehyjy TEXHHUKH YCA0BHM 3a Kpunrtorpafcke aiaropurme,
napamerpe, npotokose u uidopmairmona 106pa y 061aacTH KpuntosaTure Koju ce y Penydanum
CpOujn KopucTe y KpHNTOrpacKum NpOM3BOAMMA pajin 3alTHTE TAJHOCTH, WHTErpUTETA.
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AYTEHTHYHOCTH, OJIHOCHO HEMOPEUHBOCTH noaataka JOHOCH Bnana, na npeaior MUHHHCTApCTBa
Ha/LICHHOT 34 NOCc/I0BE O,JGPEIHC.

Onobperse 3a KpUNTOrpackn NPOU3BoA
Ynau 43.

Kpunrorpadcku nponsBojM Koju €& KOPUCTE 3a 3aIUTHTY NPeHOca U UyBaiba r1ojaraka
KOju Cy ojpehenu Kao TajHH, y CKJajly ca 3aKOHOM, Mopajy OnTH Bepu(uKoBaHH K 0100peHH 3a
KopHiiheme.

[TopsakoHckn akT Kojum ce Oamke ypehyjy ycioBM koje Mopajy aa ucnymasajy
kpurrorpacku npou3Boan w3 ctasa |. oor yiasa AoHocH Baaja, Ha npeasior MHHHCTApCTBa
HAJUIXKHOT 3 1M0CJI0BE 0/10paHe.

HU3nasame 0100petba 3a Kpunrorpad)cku npons3Bo
Ynau 44.

Onobperse 3a KpunTorpadcku NMpoU3BOA H3/1aje MUHUCTAPCTBO HAMLICKHO 3a MOCIOBE
onbpane, na saxtes oneparopa MKT cuerema, nponseohaua kpunrorpackor npoussoia M
JIPYror 3aMHTEPECOBaHOr JIHLIA.

O00perse 3a Kpuntorpadcku MPOM3BO/L Ce MOKE OJHOCHTH HA MOjeJIMHAYHN NIPUMEPAK
kpuntorpadckor npon3soaa uauM Ha oapehenn mojen Kpuntorpackor npousBoaa Koju ce
CEPHCKH MPOU3IBOIH.

O00perse 3a Kpunrorpad)cKu NMPOU3BOA MOKE HMATH POK BAKEILA.

MUHHCTAPCTBO HAMIKHO 33 10CI0Be 070paHe pelasa o 3axTeBy 3a M3jlaBarbe
oa00petba 3a Kpunrorpacku NPoM3BOAY pOKy 0445 1aHa 01 AaHa No/IHOLICHA YPE/IHOT 3aXTeBa,
KOjM ce MOKe NMPOLYKHTH y ciyuajy nocebHe cl0kKeHOCTH nposepe Hajsuuie 3a jow 60 naua.

[TpoTuB pewierba n3 crasa 4. OBOI ujiaHa xanda HUje J0NyIITEHA, alu MOKeE /1a Ce NoKpeHe
VIpaBHH COp.

MUHHCTAPCTBO HAMIEKHO 32 nocnoBe oabpane BOAM peruerap miaatux ojaobpema 3a
KpUNTorpacku Npou3Bo/L.

Perucrap u3 ctaBa 6. 0BOT WiaHa 01 N0JAATAKa O JIMYHOCTH CAJIPKH M0ATKE 0 0AFOBOPHUM
JMUMMA, W TO: MMeE. npe3uMe, GPyHKIHJA H KOHTAKT 10/1aTKe Kao wto ¢y ajapeca, 6poj tenedona u
ajpeca eleKTPOHCKe noire. MUHHCTAPCTBO HALIEKHO 3a nociose oa0paHe o0jaBibyje jaBHy
aueTy  0n00peHHX  Mojeia Kpuntorpadckux Mpou3BOja 3a CBE Mojesie  KpHnTorpadekux
MPOM3BO/IA 3a KOje je y 3axXTeBy 3a M3jlaBarbe 0100petba HArNameHo aa MoJIe Kpuntorpapekor
npoussoja Tpeba jia Oyjie Ha jaBHO) JTMUCTH M aKO je 3axTeB 101HeO npoussohau umimu snue
osnamheno oa crpane npoussohaya npejMETHOr KpHNTOrpadcKor NponsBojia.

MHUHHCTAPCTBO  HAMNCAKHO 3a 110CA0BE 040paHe NpeTXoiHO U31aTo 0j100peme 3a
KpunTorpadCcKu NPoM3BoO/ MoXke MOBYRU WK NPOMEHUTH yCiloBe U3 CT. 2. W 3. 0BOI YaaHa M3
pa3iora HOBMX Ca3Hatba BE3AHMX 32 TEXHMUKA PELICH:A IPHMEHHEHA Y NPOH3BOJLY. A KOja YTHYY Ha
OLIEHY CTEMNEHA 3aTHTE KOJH NpYyKa MpOU3BOIL.

[loszakoHckK akT Kojum ce OGauke ypelhyje caapika) 3axTeBa 3a u3jaBambe 0j00pesa 3a
KpUNTOrpadG)cku NPOM3BOJL, YCI0BE 3a W3/aBatbe 000pema 3a KpUnTorpadcku Npou3Bo/1, HauHH
u3jaarba 0/100pera W Bohera perucTpa M3aatHx 0a00pema 3a KpHITOrpa)cku npous3Boi
aoHocH Biana. Ha npeuior MUHHCTApCTBa HALIGKHOT 3a 110C10Be 0a0paHe.
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Omure oj00peme 3a kopuihewe KpUnTorpaPCckux Npons3eo/ia
Ynau 45.

Camocranuu onepatopu MKT cuctema wumajy onwre oaoOpewe 3a kopuinheme
KpHIITOrpa)cKUX 1por3BoJA.

Oneparop UKT cuctema u3 cTaBa 1. OBOI 4llaHa caMOCTaIHO OlieHYje CTENeH 3allTHTe
KOJM T1py’ka CBAKM MOjeIMHaAYHN KpUNTorpadcku Npou3BoA KOJU KOPHCTH, a y CKjiaay ca
MPOTTUCAHUM YCJI0BHMA.

Peructpn y KpHnTo3amTHTH
Ynan 46,

Camoctannu oneparopi MKT cucrema koju umajy onwre ojao0perse 3a kopuuiherse
KpunTorpadickMX NpoM3BOJAA YCTPOjaBajy M BOJAE PErHCTPE KPHITOrpadckux 1pou3Boja,
KPHITTOMATEPHjald, NPaBKHIa K MPOINKUCA W JINLA Koja 00aB/bajy Moca0Be KPHITTO3ATHTE.

Perucrap snnua koja 00as/bajy 1oc10Be KpUNTO3aITHTE 01 110/1aTaka 0 IMYHOCTH CaZIpiKH
caeaehe nojatke o auuMMa Koja 0baBsbajy NOCAOBE KPHIITO3AIITHTE: NIPE3UME, HME OLA M MME,
1aTym M mecto poherba, matuuHu 6poj, TenedoH, aapecy eneKTPOHCKE MOLITE, IIKOCKY Cripemy.
MojaTke O 3aBPUICHOM CTPYYHOM OCTOCo0/baBatby 3a M0CJA0BE KPHIITO3ATHTE, HAIHB PajIHOT
MECTa, JAaTyM MOYeTKa M 3aBpILETKA paja Ha rnoc10BHMA KPUITTO3AITHTE.

Perucrap Kpumromatepujaia 3a pYKOBalE €a CTPAHHUM TajHUM [0jallumMa  BO/H
Kanuenapuja Casera 3a HauuoHainy Oe30e/HOCT M 3alUTHTY TajHUX nojaraka, y cKiaay ca
patnHKOBAHUM MehYHAPOIHHUM CrIopa3yMHUMa.

[Moasakoncku akT Kojum ce Oanke ypehyje Bohere perucrapa u3 crasa |. oBOr uiaHa
JoHocH Biiaja, Ha npeuior MHHHCTApCTBa HAUICHKHOT 3@ nociiose oadpane.

V. HAJUIEXHOCTH U OZINTOBOPHOCTH CYBJEKATA 3A HAJI3OP HAJL
CITPOBOBEILEM OBOI" 3AKOHA

Mucnekiuumja 3a undopmanmnony desdeaHocT
Unau 47.

Mucnekumja 3a uadopmaunony 6e30eHOCT BPIIK MHCNEKIM]CKH HAZ30P Ha/l NPUMEHOM
osor 3akona v paaom onepatopa MKT cucrema oa nocebHor 3Hauaja, OCMM CaMOCTAIHHUX
oneparopa MKT cucrema u UKT cuctema 3a paj ca TajHAM 10aUMMa, @ y CKIaly €a 3aKOHOM
KOjUM ce ypehyje HHCNEKLM]CKN Ha30P.

[Mocnose wuucnekumje 3a wudopmaunony Oesdeanoct obaBba MHUHHCTAPCTBO Npeko
MHCTIEKTOpa 3a HHhopMaLHOHY Ge30e/1HOCT.

YV okeupy wuHcnexkumjckor Haasopa paaa oneparopa MKT cucrema, vHcnekTtop 3a
uupopmaunony 6e30¢aHocT yTphyje Aa 1M cy UCIYHEHH YCIO0BH NNPONUCAHH OBUM 3aKOHOM H
(IPONHCHUMA JOHETUM Ha OCHOBY OBOT 3aKOHA.

Osaawheisa nHenekTopa 3a undopmatony 6e3deaHocT
Ynan 48.
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HMucnextop 3a uHpopmanmony Oes3deanoct je osnawhen aa y noctynky cnposoherba
HaJ30pa, Mopel Hajlaraka Mepa 3a Koje je osnamihen HMHCMEKTOP Y TNOCTYNKY BpLi€H:a
MHCTIEKLIMJCKOr Haa30pa YTBpheHUX 3aKOHOM:

| ) HanoXKM OTKNaamwke YTBPhEHHUX HenpaBHIHOCTH U 3a TO YTBPIH pasyMaH pok:

2) 3abpanun kopuiihere NoCTynaka M TeXHUUKMX CPEACTaBa KOjMMa ce yrpoxkasa WiH
HapyliaBa HHopMalioHa 6e30eHOCT U 3a TO OCTABH POK;

3) saxtesa o4 oneparopa MKT cucrema oa noceGHOr 3Havaja 1a M3BPILIH CKEHHUPaKbE,
koHpurypauujy u nererpaunoro tectuparse MKT cuerema y unby yrephusara esentyaniux
0e30€/IHOCHUX PabHBOCTH, @ Y CKIIa/ly ca NpOLEHOM PH3HKa:

4) HANOXKH 1 HAJA3UPAHH CYDJEKT YMHHU JIOCTYIHUM JaBHOCTH HH(OpMaLMje Koje ce THUY
HETOLITOBAA 0/1pe/10H OBOT 3aKOHA, @ 3a KOje MOCTOJH ONPaB/laH HHTEPEC JaBHOCTH HA YTBpheHH
HAYMH:

5) Hanoxku na Ha3Mpann cybjeKT oapeau sue ca tauno yrephennm osnaihewnma Koje
he y yrBpheHOM BPEMEHCKOM NEpPHO/LY HAA3WPATH W NMPATHTH YCarialeHocT ca o/peadama oBor
3AKOHA M HAJIOKEHUM Mepama.

[Toa3akoHCcKH akT Kojum ce Omke ypehyje nocTynak ckeHupaiba, KoHpurypauuja w
nenerpaunono tectuparbe MKT cucrema y umuiby yrephusama eBeHTyaaHHuX 0e30e1HOCHHX
parbMBOCTH M3 cTasa |. Tauka 3) 0BOI 4/aHa, 3alTHTHH, TEXHUUKHK K De30€/IHOCHH YCIIOBU U Mepe
KOje Mopa /1@ UCIyHH cyDjekaT KOjH Hernocpe/AHO BPLUM aKTHBHOCTH M3 cTaBa |. Tauka 3) oBor
YilaHa, Kao M rnpoueaypa kojom ce yTephyjy YCA0BH Y 1M/BY 3aliTuTe 6e30€HOCTH CHCTeMA.
MpeXKa M 10aTaka KOjuMa e NPUCTYIA U HAYHH W3BELITABAba HA/LNIEKHOT oprana, joHocH Braja
Ha npejuior MUHKCTapCTRa.

CTpyuHu Haa30p
Ynan 49.

CTpy4Hu HaA30p Hajl NPUMEHOM OBOr 3akoHa W pajtom onepatopa UKT cucrema on
noceGHor 3Havaja. ocum camoctantux oneparopa MKT cucrema n UKT cucrema 3a paa ca tajuum
noaauuma, spini Kanuenapuja, a y ckiaay ca 3akoHOM KOjuM ce ypehyje MHCTIIEKLIMCKH Haa30p.

[Mocnose crpyuHor Hajzopa obasma onamheno auue 3anociaeno y Kauuenapuju (y
JabeM Tekety: oaawheHo nuie).

V 1ocTynky ¢crpydHor Haaszopa opiawheHo auie uMa npaso 1 0daBesy Ja KOHTpOoJHILE:

1) Q/1CKBATHOCT NPOLEHLEHHX PH3MKa € 003MPOM HA CTENEH M3/10KEHOCTH PU3HKY,
BC/IMYMHY OrepaTopa U M3BECHOCT MOjaBe HWHLMICHTA M ILEroBe 030M/LHOCTH, KA0 M HEroB
MOTEHLMJATHH JAPYLWITBEHN U EKOHOMCKH YTHLAJ:

2) HUBO 0e30eHOCTH TEeXHOIOWKHX NOCTYNaka M TEeXHWYKHX Cpe/cTaBa Koje
onepatop MKT cucrema oa nocebHor 3Hayaja ynotped./basa paau NpuMEHa Mepa 3alTHTE:

3) oarosapajyhe cnposoherse npoueca nposepe yckaaheHocTu npuMerbeHnx mepa
MKT cucrema ca aktom o 06e30e1HOCTH:

4) NPUMEHY NPENnopyKa H Mepa y ciy4dajy MHUIMACHATA KOJH 3HAYajHO yrpoxasajy
uHgopmaimony 6e3deHocT.

AKO y Bpluewy cTpy4Hor Haazopa KaHuenapuja yTBpan HENpaBUIHOCTH, HEAOCTATKE HIIH
MponycTe y MPUMEHH OBOI 3aKOHA W MPOMUCa JOHETHX Ha OCHOBY Hhera, 0 Tome obaseluTasa
Ha/3MpaHor cybjekTa u opehyje My poK y Kome je 1yKaH 1a HX OTKAOHH.

Pok w3 craa 4. osor unana He moxe OuTH Kpahu 0/ ocam JaHa O] jaHa npujema
obaBelTeba, OCHM Y CIy4ajeBUMa KOJU 3aXTeBajy XUTHO MOCTyname.




Ako Kanuenapuja yrBpau 1a Haasupanu cyGjekart Huje, y 0CTaB/beHOM POKY. OTKIOHHO
yrepheHe HenpaBHIAHOCTH, HEJAOCTATKE WM MPOIYCTE Yy NPUMEHH OBOI 3aKOHA M Nporuca
JIOHETHX HA OCHOBY HEra, MOAHOCH NPHjaBY HHCIICKLIM]H.

Kannenapuja je aysHa aa no 3axteBy mucnekropa 3a undopmaunony 6e3beaHoct odasm
CTPYYHH HAA30p M J0CTaBH MHPOPMALIK]Y O YTBPHEHOM HYHILEHHYHOM CTalby.

O6Gpasall JerHTHMalMje M HaYMH W3aBama Jerutumaunje osnamhenor nuua yrephyje
Kanuenapwuja.

Jlerutumaunja osaawhenor auua obasezHo caapxu: rpd PenyGimke CpOuje n Hasup
Kanuenapuje. ume n npesume opaaihenor auua, dotorpadujy osaawhenor aunua, cayxOeHu
Opoj neruTUMauMje, JaTtyM M3jaBama jerutumaumje, neyar Kanuenapuje, nornuc ampekropa
Kanuenapuje, kao 1 ojramnann ekt cnenehe caapikune: JMmanau ose nerurumainje uma
opramwhewa y cknaay ca oapeadama unada 49. cr. 3. u 4. 3akoHa o0 HHPOPMaLMOHOJ
oe3deaHocTH.”

VI. KASHEHE OJ1IPEJIBE
Ynan 50.

Hosuanom kasnom y uznocy oa 50.000,00 no 2.000.000.00 aunapa kasuuhe ce 3a
MpeKpLIaj npaBHo auue Koje je oneparop npuopurerHor KT cuctema ako:

1) He nocTynu y ckaany ca oapeadama o ynucy y €BHIACHUH]Y U3 unaHa 9. oBor 3aKoHa;

2) He jloHece AKT O NPOLeHH pu3nKa u3 wiana 1. ctas 1. oBor 3aKkona;

3) ve noHece Akt o Oe36eanoctn MKT cuerema us unana 12, cras 1. oBor 3akoHa;

4) ne npumenn Mepe sawrtute oapehene Aktom o Gesdeanoctn UKT cucrema us unana
12. craB 2. 0BOI 3aKOHA;

5) He M3BpWM NPOBepy YCKAAhEHOCTH NPHMEHEHUX Mepa U3 wiada 12. cras 5. osor
3aKoHa;

6) HEe JIOCTABH CTATUCTHYKE NojaTKe M3 Yynada 25. cras |, oBOr 3akoHa:

7) He MOCTYNH MO HAJIOTY MHCTIEKTOPA 3a HH(opMaLMOHY 6e30€/IHOCT ¥ OCTABLEHOM POKY
n3 unana 48. ctas |. Tauka |) oBor 3akona.

3a npekpuwiaj u3 crasa |. ogor unana kazHuhe ce GU3IHYKO JHLE Y CBOJCTBY PErHCTPOBAHOT
cybjexra Koje je oneparop ripuopurernor MKT cucrema HoByanom KazHom y u3nocy o1 10.000,00
20 500.000,00 auuapa.

3a npekpiuaj u3 crasa |. 0BOr unana KazHuhe ce U 0JArOBOPHO JIHLE Y NPABHOM JIHILY HIH
oprany koju je oneparop rnpuopurerHor MKT cuctema Hopuanom kaswom y uznocy oa 5.000.00
710 50.000.,00 aunapa.

Yoaan 51.

Hosuanom kassom y wusnocy oa 50.000,00 ao 1.000.000,00 auuapa kaznuhe ce 3a
npexpiiaj npasHo auie koje je oneparop BaxkHor MKT cucrema ako:
1) He nocTynu v ckiaay ca oapeadama o yiucy y eBHICHIU]Y M3 unana 9. oBor 3akoHa;
2) He JoHece AKT O NMpoLeHn pyu3dka u3 unasa | 1. cras |. oor 3akoua;
3) He noxece Akt o 6e3beanocTu MKT cucrema u3 unana 12, cras |. oBor 3akona;
4) e npumenn mepe zawrture oapehere Akrom o 6esbeanoctu MKT cucrema u3 unana

12. cTaB 2. OBOI 3aKOHA;
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5) He wu3BplIM npoBepy YckiaheHOCTH npUMereHUX Mepa M3 unava 12. cras 5. oBor
3aKoHa;

6) He JI0CTaBK CTATHCTHYKE NnojaTke W3 unaHa 25. cras |. oBOr 3akoHa:

7) He MOCTYIH 10 HAJOTY MHCNEKTopa 3a uHpopManony 6e30e/1H0CT Y OCTAB/LEHOM POKY
u3 ynaxa 48. cras |. Tauka 1) oBor 3akoHa.

3a npekpiuaj u3 crasa |. oor wiana kasuuhe ce GU3INUKO THLIE Y CBOJCTBY PErHCTPOBAHOT
cybjexra koje je onepartop Baknor MKT cucrema HoBuanom kastom y usnocy o 10.000.00 ao
250.000.00 aunapa.

3a npexpmaj M3 crasa |. opor unana KH’&HHhE CC W OArOBOPHO JIHLE Y NPABHOM JIHILY HITH
oprany koju je onepartop saxuor MKT cucrema HOBuaHOM kasHom y u3Hocy oa 5.000.00 no
50.000.00 anuapa.

Unan 52.

Hoguanom kaznom y ussocy 01 50.000,00 a0 500.000,00 aunapa kasuuhe ce 3a npekpiuaj
npasHo Jmue koje je onepatop npuoputernor MK'T eucrema ako:

1) o nnumnaentuma y UKT cucremy 13 unana 13. cras 2. oBor 3akona He obasectn oprane
w3 unana 14. cr. 1. 1o 3. oBor 3akoHa;

2) He o0aBecTH KOPHCHHKE KOJMMA MpYKajy YCJAyre y cyuajy HHLMICHTA KOJU MOXKeE 1a

M3a30B€ WK W3a3UBa LITETAH YTHIA] Ha npykKatbe 0 Kopuinhere yeayra y ckaauy ca diadom 14.
CTaB 5. OBOI 3aKOHa:

3) He aocTaBiba 00aBellTehba U M3BEIITAje TOKOM W HAKOH 3aBPIIETKA HHIM/ICHTA U3 YlaHa
24. osor 3akona.

3a npekpuiaj w3 crasa l. ogor unana kastuhe ce pu3nUKo NHLE Y CBOJCTBY PErHCTPOBAHOr
cvbjexra Koje je oneparop npuoputernor HKT cucrema HoByanom kazHom y uinocy oa 10.000,00
J10 500.000.00 nunapa.

3a npekpiuaje u3 crasa 1. 0Bor yiaana kaznuhe ce M 0AroBOPHO JIHLE Y ITPABHOM JIMLLY HIIH
oprany Koju je oneparop npuoputersor MKT cucrema Hosuanom kazHom y winocy oa 5.000,00
710 50.000,00 aunapa.

HM3y3etHo o ¢T. 1-3. oBor yiana, ako puHancujcka MHCTHTYLM]A He obasecTH Hapoany
danky Cpouje o unumaentuma y MKT cucremy, Haposna 6anka Cpouje uspuue 10j pUHAHCH|CKO]
HHCTHTYLIM]H MEPE M Ka3He y CKIIajly ca 3aKOHOM KOojum ce ypehyje iheHo nociosaie.

Ynan 53.

Hosuanowm kaszuom y usnocy oa 50.000,00 ao 500.000,00 aunapa kasuuhe ce 3a npekpuuaj
NpagHo Jiniie Koje je onepartop Baxuor MKT cucrema axo:

1) o unumaeHruma y UKT cucremy m3 unana 13. cras 2. oBor 3akoHa He obaBecTH opraHe
u3 ynana 14. c1. . 10 3. 0BOT 3aKOHa:

2) He 06aBECTH KOPHCHUKE KOJUMA MPYIKAjy YCIyre y cayuajy HHLUMAEHTA KOJU MOKe aa
M3a30BE M/IM H3a3WBa LITETAH YTHIA] HA NpyKambe n Kopuiihewe yeayra y ckaaay ca yaanom 14,
CTaB 5. OBOI 3aKOHa:

3) He 1I0CTaBbha 00aBEITEA U N3IBEIITAje TOKOM M HAKOH 3aBPLIETKA MHLIWAEHTA U3 YlaHa
24 oBor 3akoHa.
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3a npekpuiaj u3 crasa |. oBor ynana kazuuhe ce pU3MUKO nHIE Y CBOJCTBY PETHCTPOBAHOT
cyGjexra koje je oneparop npuoputetnor UKT cuctema nHoByanom kasznom y usnocy oa 10.000,00
a0 250.000,00 aunapa.

3a npekpuiaje 3 ctapa |. oBor uiaHa kazsHuhe ce u 0rOBOPHO JIMIE Y IIPABHOM JIHILY HIH
oprany koje je oneparop Baknor MKT cucrema HoBuYaHoM KasHoMm Yy usHocy oa 5.000.00 no
50.000.00 aunapa.

VIL. TPEJIA3HE WU 3ABPIIHE OJIPEJIBE

POKOBM 34 JIOHOLIEHE NOA3AKOHCKUX akaTa
Ynan 54.

Moasakoncka akta npeasuheHa oBum 3akonom Jlonehe ce y poky oa 12 meceun o nana
CTYIama Ha CHary OBOI 3aKOHA.

[Tnan 3a pearoBame y Ciydajy MHUMACHTA BHCOKOr HHBOA W KpH3e WHPOPMALMOHE
Oes3bennocTH w3 unana 8. oBor 3akoHa JIOHOCH ce y poky o/l 18 mecenn o)1 a1aHa crynara Ha
CHary OBOI 3aKOHA.

Ynau 55.

Oneparopu MKT cucrema oa noceGHor 3Hauaja koju ¢y ojpehenn 3akoHoMm o
uuopmaimonoj 6e3deanoctu (Cayxbenn raacunk PC”, 6p. 6/16, 94/17 n 77/19) nacrasbajy
Aa nocrynajy v ckiaay ca obasesama yrephenum ui. 6a-116 tor 3akona g0 31. aeuembpa 2025.
rOAMHE.

Ha onepatope MKT cucrema oa nocebnor 3uauaja koju cy oapehenn 3akonom o
unopmaiinoHoj Gesdeanoctn (..Cayxdenn rnacunk PC™, 6p. 6/16, 94/17 n 77/19) a0 naryma us3
crasa 1. OBOI ujlaHa NpUMerLYjy ce KasHene opende u3 wi. 30. u 3 1. Tor 3akona.

Oneparopu HKT cuctema o4 nocedHOr 3naudaja ayxHH Cy /Ja JI0OHeCY akT W3 ynada |1,
cras |. 0BOr 3aKkoHa y poky 011 18 Meceuu o1 1ana cTynara Ha cHary 0BOI" 3aKOHa.

Oprax, OAHOCHO Opranusaiija y kojoj ce obassmajy nocaosu Haumonanuwor LIEPT-a
AYKHA je J1a, Y POKY OJ1 JICBET MECeUH 0,1 JIaHa CTYNawa Ha CHary OBOI 3aKOHa, J0Hece OMilTy
MeTo0s10rH)y 3a npoueny pu3uka y MKT cucremuma oa noceGHor 3Havaja us unana 1. cras 4.
OBOI" 3aKOHA.

Oneparop UKT cucrema 0/ noceGHor 3Ha4aja Ay’kKaH je 1a JoHece akT W3 unana |12, osor
3aKOHA Yy POKY 01 |8 Meceln 0/1 1ana CTynama Ha CHary OBOI 3aKOHa.

Ynau 56.

Kanuesnapuja 3a undopmaunony 0e30e1HOCT YCNOCTaB/ba C€ M MOCA0BE W3 CBOje
HA/UIEKHOCTH NPOIMCAHE OBHM  3aKOHOM noumie Jja obasma 1. janyapa 2027. roauue.

[locaose Kanuenapuje 3a undopmaunony 6€30€1HOCT NPONUCAHE OBUM 3aKOHOM. H3Y3CB
nocirosa Haumonannor 1IEPT-a, obasmahe Kanuenapuja 3a uupopmauroHe TexHONIOrMje M
€1EKTPOHCKY YNpaBy Y MepHo/1y KOjH MOUULE JAHOM HacTynama 12 Meceln 01 1ana cTynara Ha
CHAry OBOI 3aKOHAa W KOju Tpaje a0 |. janyapa 2027. roamue.
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PerysatopHo Te10 3a eleKTPOHCKe KOMYHHKALIHjE U NOITAHCKe yeayre o0as.ba 1nociose
Hauuonannor LIEPT-a yrephene oBuM 3akoHOM 710 ycnocraBbata Kanuenapuje 3a
undopmanmony 6e36eaHocT oaHocHo 10 1. janyapa 2027. roauue.

Kanuenapuja 3a uwndopmaimony 0Oe3deaHoct npeysuma npasa, obasese, 3anoclieHe.
npeaMere. onpemy. cpeactsa 3a paj W apxusy o PeryiatopHor Tena 3a eNeKTPOHCKe
KOMYHHKalLlMje M TOlITaHCKe ycayre Hactany y obasibatby nocinosa Haumonaawor LIEPT-a
noTpe0He 3a BPIICHE CTPYHHUX N0CA0Ba YTBPHEHHUX OBUM 3aKOHOM.

Kanuenapuja 3a undopmaumnony 0e30e1HOCT noyes 0j1 jaryma W3 ¢rasa |. OBOI 4jaHa
npeysuMa npasa, odasese, 3anocieHe, Npeamere, onpemy, CpeicTBa 3a paj W apXHBy O/1
Kanuenapuje 3a uudopMaLmoHe TeXHOJIOTH]je W CICKTPOHCKY ynpaBy Hactany y o0aBibarby
noc/ioBa NPONHCAHMX OBHM 3aKOHOM M3 Hamiexnoctd Kanuenapuje 3a undopmaumoHy
Ge30eaHocT.

Ilpectanak Baxetba 3akona o uHpopmauroHoj de30eHocTH
Ynan 57.

Jlanom crynama Ha cHary OBOT 3aKOHA NpecTaje Ja Baku 3aKoH O MH(POPMALMOHO)
Gesbeanoctu (..Cayxbenn ranacuuk PC”, 6p. 6/16. 94/17 u 77/19), uzyszes oapeabm un. 6a-116 u
a1, 30. n 31, koje Baxke 10 31. aeuemdpa 2025, roamue.

[Ton3akoHCKKM aKTH JIoHeTH Ha OcHOBY 3akoHa o HHpopMaunoHo] Oe30egHOCTH
(.CayxGenn raacuuk PC”, 6p. 6/16. 94/17 n 77/19) npumemupahe ce 10 cTynawma Ha cHary
M0/I3aKOHCKHUX aKaTa KOJM €€ JI0HOCE Y CKJIA/ly €A OBHM 3aKOHOM.

Ctynawe Ha cHary
Ynan 58.

OBaj 3aKOH CTyNa Ha CHary 0CMOr jiana 0/1 1ana o0jasbuBatba y ..CayKOeHOM IIaCHUKY
PenyGauke CpOuje”, u3yser uaana 29. 0BOr 3aKOHA KOJH MOUMILE J1a c€ NnpuMerbyje 1. janyapa
2027. roaune.




OBPA3JIOKEWE

I. YCTABHH OCHOB

YeraBHH OCHOB 3a jloHOLIEHe 3akoHa o uHpopmainono] 6e30enHocTH
cazpsan je y unany 97. tauka 12. Ycrasa Penybunmke CpOuje. kojum je npeasuheno
aa Penybauka CpGuja ypehyje u odesdehyje pa3soj PenyGinke CpOuje. noanTuky u
Mepe 3a MOJICTHIAmhEe PaBHOMEPHOT pa3Boja nojeannux aenosa Penybinke Cpbuje,
YK/byuyjyhH W pa3Boj HeJI0BOJLHO pasBhjeHHX TIOAPYYja: opranu3anujy 1 kopuihere
MPOCTOPA; HAYHHO-TEXHOIOLIKH Pa3Boj.

I1. PA3J103U 3A JIOHOLIEILE 3AKOHA

Kako 6u ce Penybmka Cpbuja ycrelmto yK/byuuia y JeJIMHCTBEHO €BPOIICKO
JIITHTATHO TPHKHIITE HEONXOAHO je 00e30eMTH PeryiaTopHe U HHCTHTYIIHOHATHE
veiose 3a yOpsan passoj aumrutainor tpkumrta y Penybmanum Cpbuju. xao u
o0e30eanTH J1a C¢ Taj pa3Boj OJIBHja Y CHIYPHUM YCIOBHMA Kako 3a CBaKor
MOje/TMHIA. TAKO H 3a JIPYIITBO Y 1ETHHH.

YV IurdranHoM OKpyKelwy Koje ce Mema, umrepartus je jga Brnana, nocnosuu
cy0jekTH W OpraHu3amuje paje 3ajejHo Ha pa3Bojy peryjatopHor OKBHpa KOjH
yuanpehvie UKT cucreme u mpexe Ha HauuH ja je omoryheno Oesdenno w
HEOMETAHO YYBaihe 110/1aTaka M MPYKae YCIyra, Kao W OJIBHjare JIPYTHX Ipoleca.
Ca kouncrantaum nopacrom ynorpede MKT y cBakojAHeBHOM KHBOTY, Ka0 H ca
nopacToMm Opoja yesyra Koje ce HyJie rpahanuMa eJIeKTPOHCKHM MyTeM. HEONXO/IHO je
OGraroBpeMeHO 0IFOBOPHTH Ha OpOjHE H3a30Be M NPATHTH JIMHAMHYAH pa3Boj ceKTopa
v3 obase3y craiasor yckiaahusamwa u npahemsa nponuca EBporicke yHuje u3 oBe
o0nacTH.

Ob6nact unpopmannone Ge3deanoctn ypehena je 3akonom o HHPOPMALHOHO]
6e30enoctu (..Cnyxbenun raacuuk PC™, Op. 6/16. 94/17 n 77/19, y nabeMm TeKcTy:
3Ub) 1 1013aKOHCKHM aKTHMA JIOHETHM HA OCHOBY TOI' 3aKOHA.

3Ub ce ocnama na JlupektuBy EY 2016/1148 Epponckor napiaMeHTa H
Casera oa 6. jyna 2016. rojute Koja ce THYE MEpa 3a BHCOKH 3dj€/IHHUKH HHBO
Oe30eHocTH Mpeka M uHpOpMalMOHMX cucTema (y aamem tekery: HHCT). V
MpolleCy MCTYHhaBatha YCI0Ba 3a MyHONPABHO 4IaHCTBO Yy EBponckoj yHMjH.
Penybimka CpOuja je aykHa Ja CBOje 3aKOHOJABCTBO YCKJIAJAM €a [PaBHHUM
TekoBuHama EBporicke  yuuje vy obnactn  unbopmannone Oesbennoctn. YV
mehyepemeny. EV je ¢BOJ peryiatopHi OKBHP YIIOTTIYHHIA H PEBHIMPAIA YCBAjarbeM
nose Jlupexrtuse (EY) 2022/2055 Esponckor napmamenta u Casera on jana 14.
netemGpa 2022, roaMHe 0 MepaMa 3a BUCOK 3aj¢/IHHUKH HUBO cajOep Oesdennoctu (y
nameM tekety HUC2). V tom emuciy. 1pBH passior J0HOWCHA HOBOT 3aKOHA JICKH Y
noTpedH /1a ce peryIaTtopHi OKBHP YCArilacu ca OKBHPOM KOjH je Ha cHasu y EY kako
01 ce GaaroBpeMeHo UCIPATHIIH PA3BOjHH TPEHI0BH Y 0BOj 001acTH M omoryhuiio aa
ce vnorpeba MKT y PenyGmuum CpOuju oaBuja y cKiaay ca HajcaBpeMEHH]HUM
peryJaTopHUM TeH/ICHIMjama.

Jlnpexktusa HUC2 ca cobom jsonocH peedHHHCcaH NpHCTYN HHPOpMaIHOHO]
6e30e/1HOCTH. NpeBacxoHo y emuciay wiaecHTHdukamje oneparopa MKT cucrema oa
noceOHOT 3Ha4Yaja M pa3zjiMKOBaba MCTHUX HA NPHOPUTETHE M BAXKHE, y3 MPONPATHE
obaBe3e M M0jaqaHd MHCTICKIIM]CKH HA/I30P M PEBH3H]Y. KA0 M CTPOKY Ka3HEHY
nonauTuky. Jlupektuea jada yinory Hammonamnor IIEPT-a y emucny Ha/u1eRHOCTH M
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pearoBarba Ha HHIIWJIEHT HJIH NIPeTiby Ja Moxe aohu 10 nnunacnta, omoryhasa 6osby
KOOpAMHALIM]Y HAUISKHMX oprana W jertabHuje ypehyje nurame mehynapojne
capajiibe H pa3Mere Hudopmalmja.

Takohe. umajyhu y By oncer oBMX MponMca H j1o0jatHe o0aBe3e Ha CTPaHH
npxasuux oprana jga omoryhe 6e30eany ynorpedy UKT, crBopuia ce m norpeda 3a
PEBH3HJOM J10CANAIIBET HMHCTHTYUHOHAIHOI OKBHPA €a LHM/BEM J1d €€ HAJUICKHM
OpraHy MPHIIPEME 3a HEOIXOJ1aH Pa3Boj KanalMTeTa 3a 0JAroBop Ha PU3HKE W NPETHHE
npuinkoMm ynorpede UKT cucrema u Mpexa.

Mmajyhu y BHIY HaBeJIeHO, HAj3HAYAJHH]H LHJLEBH KOJH €€ JIOHOLIEHEM HOBOI
3akona y obsiacti nHdopmannone de3deHocTH umajy nocruhu jecy yeknahupaie ca
HUC2 JlupeKTHBOM ca CBPXOM /a Ce YTBP/M PEryJaTtopHH OKBHP KOJH OJrosapa
CaBPEMEHHM pa3BOJHMM TeHJeHuMjama Ha Tay Espone u ucnynu obasesa u3
Cnopazyma 0 cTabWJIH3aln| | IIPUIPY/KHBAMY H NOCTYIIKA NpUcTynarmba Penybnnke
EBpOIICKO] YHH]H, KA0 H Ja CC YHANpeAH WHCTHTYIIHOHATHN OKBHD Ca IIM/bEM Jia ce
OH OCTOCOOM /1a MPABHIHO MPHMERYje HOBOYCNOCTaB/beHEe 00aBe3e U HAJUIEKHOCTH.
[Mopea Tora, 0BOM H3MEHOM 3aKOHCKOI OKBHpa NOTPeOHO je n yHarpeauTH nocrojeha
peuiciba Ha OCHOBY HCKYCTBA H3 Joca/lallkbe NMPpUMCHC, Kao H Op['ﬁHH'%ﬂIlHOHO H
CTPYKTYPATHO YHANPEJMTH 3aKOHCKH TEKCT.

Ipeutorom 3akona ypehyjy ce cieaehe obnactu:

1) ocnosue ozapende., kojuma ce ypehyje npeaMer 3aKoHa Kao M 3HAYCH:E

IOJCJAIMHUX [10]MOBA KOJH €€ KOPUCTE Y 3aKOHY!

) Oe3beanoct UKT cucrema o1 noceGHOr 3Havaja;

3) npaBHH NOJOKA] M HAUICKHOCTH OpraHa HaleKHHX 3a MNPEBEHLMU]Y M
saTuTy 01 Oe30eanocuux pusuka y MKT cucremuma y PenyOumim Cpouju;

4) kpunTode3de/HOCT W 3alTHTa O/l KOMIPOMHTYjvher —ejekrpomMarHeTHor
3paycHHa;

5) HAUICKHOCTH W OAroBOPHOCTH cyDOjeKara 3a HaA30p Hal crnpoBohemem
3aKoHa;

6) kasHeHe ojpeade;

7) npenasue u 3aBpiiHe ojpede.

OCHOBHH pa31030 300T KOJUX €€ MPEUIAKE JOHOUICHCE 3aKOHA CY:

vHanpelerbe 3aKOHCKUX Peliiethba  OTKIIabatbe HejocTaraka saxeher 3akona Koju ¢y
VOUCHU KPO3 HEIOBY J0CA/lalllby TPHMEHY:

cripoBoherbe aKTHBHOCTH KOje Cy YCMEpeHe Ha J1ajbe jauarbe KanaluTeTa i pa3sBOJHUX
mMoryhHOCTH oprana HajUIeKHHX 3a o0nacT uHdopmatHone 6e30€/HOCTH:
vaanpeherse 6e36eane ynorpede UKT cuctema u Mpeka y Penybmmim Cpouju;
MPOMOBHCAILE JIOJIATHOT jadarba KOHKYPeHIIMje Ha TPKULITY 1a/bHM Pa3BojeM HauHHa
pYIKarba YCIIyra elIeKTPOHCKUM MYTEM:

yHanpeheme 3alTuTe HeOMETAHOr [1PYKaha YC/Iyra €JICKTPOHCKHM NYTEM, Kao H
Ge30e/IHOCTH YyBakha Mo/1aTaKa;

CTHMYJTHCAbE J0MahHX H CTPAHHX HHBECTHIIH]A:

YCIIOCTaB/Lahe MPaBHOT OCHOBA W HAQUICKHOCTH 3a pa3sBoj OKBHpa W 1eMa
cepruduraunje MKT npoussoaa. npoueca u ycnyra:

CTBaparbe ONTHMAIHUX Yeiosa 3a 6e36e110 kopuiherwe MKT oa erpane nojennnana.
Opramusaifja, NpUBPEAHUX cybjekaTa u IpKaBHUX OpraHa u opranu3aiiija.




OBOM  peryJaTopHOM H3MEHOM II0CTHXKY €€ LH/LEBH KOJH C¢e THYY
vekaahenoern ca Bamehum perynaropuum oksupom EY. ocrsapyje ce Kkpewpame
peryJlaTopHOr OKBHpa KOJH je Y cTamwy aa omoryhu ynanpeheHn u xoopauHucanu
3aje/IHHYKKA  OJIroBOp Ha HH(pOpManMoHo - Oe30eqHOCHEe pPH3MKE W TPeTHE H
yHaripehyjy ce HHCTHTYIHOHAJIHK KalaluTeTH Ha HaunH Koju he omoryhutu muxos
JlaJbl Pa3BO] M CTBapame CHOCOOHOCTH Jjla NPEy3My MNPOLIMPEHE HAUICKHOCTH H
3a/1aTKe.

WUmajvhu v BHIY 1@ je vV MOCTYIKY NpUAPYAHBamka EBpPONCcko) yHHH
Penybimka Cpbuja npeysena obaBely /Ja YCKIaaH CBOje 3aKOHOTABCTBO ca
nponucuma Esponcke ynuje, norpebHo je u3BpuIMTH yckiahusambe 3aKoHO/1aBCTBA
JIOHOILCHEM OBOI' 3aKOHA M THME MCHOYHMTH rpeysere obasese. Kako je npucryn
uudopMannonoj 6e30e/IHOCTH HOBUM OKBHPOM (DYHJIAMEHTAITHO H3MCILEH M VBOJIC CC
10jeJIMHE HOBE TeMaTcKe 00JaCTH Y BE3H Ca KOJUMA MOCTOJH NPaBHa NPa3HUHA, Kao U
Ja 3HayajHuje yHanpehembe MHCTUTYUHOHAIHOT OKBHpPA MOMKE CamMO 3aKOHOM Jia ce
VCIIOCTABH, HHU je/IHa Apyra MOTYRHOCT 0CHM 3aKOHO/IaBHA H3MEHA HHUjE aaeKBaTHA 3a
OCTBapeHe OBHX IMJbEBA. 3aKOHM, a MoceOHO CHCTEMCKH. NPEICTaB/bajy OCHOB 3a
pa3Boj obsnacTH.

CBu HaBeleHH eeKTH HOBOI 3akoHa Tpeba aa omoryhe ajekBatan 0AroBop
HAa pu3nKe U mperse Y Be3zn ca ynorpedbom HKT y oxsujamy cBakoaHeBHHX
AKTUBHOCTH, NPYIKAILY VCIYTra U HUPKYIHCAIbY MOaTaKa.

Taxohe, w3paena je norpeda aa u 3akoHcka pemerba Oyay (exkcuOnima u
OTBOPEHA 3a HOBa TEXHOJOLIKA JocTuruyha, na ce 3acHMBa)V Ha pelietuma
ca/ipAaHuM y MelhyHapoIHHM JIOKYMEHTHMA, NponucumMa U ctanjapanma EBporicke
yHH]je, a 110ce0HO Ha pellebUMa TEXHOIOUWKH Pa3BHJCHHX 3eMalba.

JloHowiewe oBOr 3akoHa Huje camo Hajbosbu, Beh je. vy noctojehem
HOPMATHBHOM OKBHPY M JeJMHH HAYMH 3@ pemaBame npobdieMa M JI0CTH3AbE
LHJLEBA, &1 M 3a NOTIYHO TPAHCIIOHOBALE eBPOIICKOI PeryJ1aTOPHOT OKBHpA.

HajBaskHm)a 3aKOHCKa peietba 0/IHOCE ¢e Ha:

- Jlepuuucamwe npuoputetnux u Baxkuux MKT cucrema on nocebuor
3Hauaja;

- OcuuBatbe Kanuenapuje 3a uHpopmaumony de3deHocT;

- Opnpehupame aktuBHoctH koje MKT cuctemu oa noceGHor 3Havaja
Tpeba aa npeaysmy paau sawture Oesdeanoctu UKT cuerema (mepe 3awrrure,
NpolieHa pu3MKa. akT o 6e30e/IHOCTH):

- [lpoueaype vy ciaydaly HMHUMIACHTA KOJM 3HAyajHO yrpoxasajy
nHpopmatmony oesbdeanoct oneparopa UKT cucrema;

- Axtuny yaory Hamwonannor I[EPT-a w IIEPT-a oprama y
oTk1amarby nHuuaeHara y MKT cucremuma;

- [Ipomnpena nuenekimjcka opaamhema.

Cxomno ozapendama HUC2  aupexTHBe, OBHM  3aKOHOM c€  JepHHMIIY
oneparopu MKT cuerema o1 nocedHor 3Havaja Koju ce Jele Ha NPHOPHTETHE H
BaxkHe. ITpuopurernn UKT cucremu ox nocebHOr 3Hayaja o KJbY4HOI 3Hayaja 3a
0/IpKaBalbe KPUTHYHUX JIPYUITBEHHX W €KOHOMCKHX aKTHBHOCTH YHjH OM IpEeKH/I
win nopemehaj y npyskaby yc/yra MMao 3Hadajad yrilaj Ha jasay 0e30e/HoCT, jaBHO
3/paB/be, QYHKUHOHHCAKE JPYIHX CEKTOpa MM OM CTBOPHO 3HAYajaH CHCTEMCKH
pusnk. Peu je o UKT cucremuma y obnactiMa Koje ¢y BUTAIHE 3a QYHKIHOHHCAE
JpYLITBA (€HEpreTHKa, 3/IpaBcTBO, OAHKAPCTBO M Apyre 00JacTH) H KOjH 300r cBOr
3Hauaja Mopajy ja Oyay Oe30eanu kako OH ce J1e1aTHOCTH 00aB/bale HEOMETAHO.

[Topea oBux cuctema, 3akon nponucyje ¥ BaxkHe MKT cucreme oa nocedbuor
3Ha4aja, H TO W3 objacth uuje OM yrpokaparbe MOTCHUM]ATHO MO0 Ja HMa




HenoBosbad edekar Ha jasHM MHTEpec. (YHKIMOHHCAHE JIPYTHX CeKTopa MW Ou
CTBOPHO 3HAUYA]aH CHCTEMCKHU PHIHK.

Venen HeonxoaHoeT! jia (PYHKIMOHHIIY HECMETAHO M CcavyBajy MHTCIpHTET
nojaraka u yeiayra koje npyxkajy, UKT cucremu o nocebnor 3uavaja tpeba na dyuny
3aTHREHH NPHMCHOM pasIMYMTHX Mepa (MpUMEHa Mepa 3amTuTe y CKaay ca
3aKOHOM, HalMoHaTHUM M MmehynapoanuMm crangapanma, oxarosapajyha mnpouena
pH3HKa, JIOHOWICHe akta o Oe30eanoctH, penosHe nepuoauune nposepe MKT
cHcTeMa).

[Tocebna HOBMHa v oanocy Ha noctojehn 3akoHcKn pexum je odaBe3Ho
obassbame npouene puznka MKT cucrema v joHomeme AKTa 0 NpoUEHH pH3HKa
UKT cucrema, umajyhu y BHaYy jla opraiusanudje Mopajy ja Oyjay cBecHe OIacHOCTH
Koje Mory Jjia yrpose uupopmaunony 6e30¢HOCT H Ha OCHOBY TOra Ipeay3My mepe
3amTHTe oarosapajyher HUBoa y 0/{HOCY Ha MOTEHIHJATHH PH3HK.

3akon mpe/aBuha  npoueaype Y Caydajy HMHIMJAEHATa KOJH  3HAYajHO
vrpoxkasajy uHpopmaunony Oesbeanoct y PenyOonuum CpOujn. [lpeuioxena je
KiacH(UKaldja MHIMICHATA NPEeMa HHBOY ONACHOCTH, KA0 M OCTYHAKE HA/UICHKHHX
oprata 3aBMCHO 0J1 HHBOA onacHocTH. JlehuHHUCaHO je W mocTyname y cayydajy Kpuse
unpopmaimone 6e3deHOCTH. Koja je aoraha) HiH CTame Koje yrpokasa, oMeTa paj
i oHemoryhyje paax UKT cucrema o nocebHor 3uavaja 1 npu ToM M3a3HBa pPU3HKeE,
MpeTe MM TOCJIC/HIE 110 CTAHOBHHMINTBO, MatepHjaina jo0pa MM IKHBOTHY
CPE/IMHY M3Y3€THO BEIHKOI 00MMa M MHTEH3HTETa Koje Huje moryhe cnpeuntu wim
OTKJIOHHTH PEIOBHUM JICJIOBAHEM HAICHKHHX OpraHa u ciiykOH, a 0Ir0BOP Ha Takas
jgoraha] uaM crawbe 3axteBa ydewthe BHIIE HAJ/UICKHHX OpraHa. Kao W NPUMEHY
oarosapajyhux mepa.

Y ckuajy ca ee yelhoM npakcoM ApYIrHX pa3BHjCHUX 3eMasba, KOj¢ OCHHBA)Y
oprase rocedbHO 3ajyxeHe 3a uH(popmanHony O0e30epHOCT. Tako W Halla 3eMiba
NJIaHUpa J1a OBUM 3aKoHOM ocHyje Kanuenapujy 3a undopmannony 6e36eaHocT.

Kanuenapuja 3a nndopmannony 6e30eHoct, koja Ou umasa craryc nocedue
OpraHu3alMje y CMHCIY 3aKoHa KOjuM ce ypehyje ap:xkasna ynpasa v Koja Ou novena
ca cBojum pagom 1. janyapa 2027. roaunne, tpeda jaa yapyxu nocrojehe pecypee y
obaactu nudopmannone 6e30eHOCTH H TUHME 11000JbLIa oaroBop Penybiunke Cpbuje
Ha u3a3oe y obnactu uHpopmanone OesdeanocTn. [Tnanupano je na Kannenapuja
3a  uHdopmannony 0e30eHOCT BpLIM  TI0CIOBE  KOOPAMHALMIC W  YIPaB/barba
oaroopom Ha uuumaeHte y MKT cucremuma o1 noceOHOr 3Hauaja KOJU 3HAUAjHO
yrpoxasajy uHdopmaumony OesdenHocT, Kako OM ce OsaroBpeMeHo M ajeKBaTHO
pearoBajio Ha HHUMJEHTE y oBUM cuctemuma. Kanuenapuja 3a uHdopmainnony
Oe30eanocT Guhe ayxHa na pearyje XuTHO U 6€3 0/UIaramka U J1a aKTHBHO YYeCTBY]e Yy
OTKJIathalby HMHIM/AEHTa Koju Mory jaa nHapyue Oesdeanoct HKT cucrema on
noceGHOI 3Hauaja, Kao u jaa yrpose PyHKUMOHHCALE JipiKaBe, npuspeac W rpahana.
Taxohe, Kauuenapuja 3a napopmannony 6e30e/1HoctT obasba nociose Haruonansor
[IEPT-a, [{IEPT-a JeauncTBene HHGOPMAMOHO-KOMYHHKAIIHOHE MPEKE eNeKTPOHCKE
yiipaBe, BPLIM [OC/OBE JeJAMHCTBECHE Tauyke KOHTakrta y mehyHapoaHo) capaimbH,
nponuecyje MuHuMasine Mepe sawrure MKT cucerema oprana, y capaimb ca
HA/UISKHUM OpPraHuMa W JIPYTUM CyOjeKTHMa H3 JaBHOT, aKaJIeMCKOT. MPUBPEJHOT H
HEBJIAJMHOT W NPUBATHOI CEKTOPA YUECTBYje Y Pa3Bojy W cnpoBohersy nporpaMa
o0yKa M CTPYYHOI YCaBpLIABAWka M@ KOja pajie Ha MocjoBMMa HHGOpMalMoHe
Oe30eaHOCTH y OpraHuMa M JIpyre I[0CJI0BE Y CKJIAdy ca 3aKOHOM. 3aKOHOM je
npeasuheno na g0 odpazopamba Kanuenapuje 3a undopmanuony 6GeszdejgHoct, a y
MEePHOJLY KOJH MOYHILE JAHOM HACTyNarba 12 Meceln 01 laHa CTyrnama Ha CHary oBor




3akoHa, oBe nociose BpwM  Kanuenapuja 3a MH(GOPMALHOHE TEXHOJIOTH)Y H
CJICKTPOHCKY YNpaBy.

3akoHoM c¢e ypehyjy H NOC/IOBM KpUNTOOE30€IHOCTH H  3aIITHTE O]
komnpomutyjvher enekrpomarsersor 3pauerba (KEM3). Mununcraperso oa0pane,
Kao W Yy JIOCQIANIHLEM 3aKOHCKOM PeXKHMY. nociose nHpopmainuone 6e30e1HoCTH
KOjH Ce O/JHOCE Ha 0j100paBarbe KpUNTOrpaCcKUX MPOU3BOAA KOJH €€ KOPHCTE 3a
3AIITHTY MIPEHOCA M UYyBaka Nojaraka Koju cy ojapehenn kao TajHH. AMCTPHOYIH]Y
KpUITOMaTepHjaia U 3allTHTY 01 KOMIIPOMHUTYjYher €1eKTpOMarHeTHOr 3pauciba H
MOC0BE W 3a/1aTKE Y CKIIA/LY €A 3aKOHOM M NPOITHCHMA JJOHETHM Ha OCHOBY 3aKOHa.

[Topex oBora, npemiokeHe ¢y u ojpeade Koje ce 0HOCE Ha HaJ30p Haj
IIPHMEHOM OBOT 3aKOHA M CAHKIIM]e y CITy4ajy HEMOUITOBaIba 0J1pe/IoH.

I11. OBJAILBEBE TOJEJIMHUX PEIEMA

Unan 1. Tlpewiora 3akona — OBum 3akoHoMm ce ypehyjy Mepe sammute oa
Oe30eAHOCHUX  pH3HKA Y  HH(POPMAIMOHO-KOMYHHKAIIMOHUM  CHCTEMHMA,
OJIrOBOPHOCTH cyOjeKkata NPHIMKOM YNpaB/batba M Kopuuiherma HHOOPMalHOHO-
KOMYHHKAIIHOHMX CHCTEMa, MMOCTYIIM U MEPEe 3a MOCTH3athe BHCOKOI OIMILITEr HHBOA
uHpopmanrone 0e30eHOCTH K opehy]y ce Ha/UICKHM oprain 3a cnposohere mMepa
3alITHTE, KOOpAHHALM]Y u3Mmehy umHHiana 3awmtute. npaheibe NpaBuiIHE NPHMEHE
MPONMCAHUX Mepa 3alITHTe, Kao M HALIeKHOCTH cybjekata 3a Haasop Haja
CIPOBOhEHEM OBOI' 3aKOHA.

Ynan 2. Tlpeanora 3akoHa — OBUM WIAHOM YTBphyje ce 3HAYCHE 10]e/IMHUX
TEPMHHA Y CMHCJIY OBOI 3aKOHA.

YUnan 3. Ilpeutora 3akoHa — OBHM wiaHoMm yTtBphyjy ce Hauena
nrdopmaurone Ge30eHOCTH NPUIHKOM TUIAaHHParba u npuvene mepa samrute UKT
cucrema.

Unan 4. [pe/uiora 3akoHa — MPOMKCYje e OIIITE NPAaBHIIO Y BE3H ca 00pajiom
N04aTaKa O JIHYHOCTH.

UYnan 5. Ilpeasora 3akoHa — OBHM WIAHOM YTBphyjy C€ NPHOPHTETHH
onepatopu MKT cucrema oa noceduor sHauaja, oaHocHo oHu onepatopu MKT
CHCTEMA 0J1 KJbYYHOI 3Ha4aja 3a 0/1pikaBarbe KPHTHYHHX JPYIITBEHUX H €KOHOMCKHX
AKTHBHOCTH 4YMjH OM npekuj uiaM nopemchaj y npykamy yciayra Mmao 3HadajaH
VTHIIA] Ha jaBHy 0e30e/{HOCT. jaBHO 3/1paBibe, (PYHKIIMOHHCAE JIPYTHX CEKTOpA HIIH
OM CTBOPHO 3HA4ajaH CHCTEMCKH pu3uK. Onepatopu ¢y MIACHTH(PHKOBAHM npema
jejgarHoctuMa vy caejgehum  obnactuma: eneprernka, caobpahaj. GankapcTBO M
(MHAHCHjCKA TPIKMINTA, 3/paBcTBO, Boja 3a nuhe, ornaine Boje, JMIHTAIHA
undpacrpykrypa, npykatwe yciayra UKT oneparopuma UKT cuctema o nocednor
3HAYaja, YIPaBbambe HYKJICapHUM 00jeKTHMA, TTPYKatbe KBATH(OHKOBAHUX yciyra ol
noBepeiba, NMPyKame YCIyra Mpeske 3a HCHOpYKY canpxkaja, npyxare yeayra JIHC,
JICJIATHOCT €JICKTPOHCKHX KOMYHHKAllMja, Tayka 3a pasmeHy uHTepHeT caobpahaja,
ninapamwe CayxkOenor rnacuuka Penybnmke Cpouje u Bohewe Ilpasno-
uapopmanmonor cucrema Penybanke CpOuje M OHa J€AaTHOCT IJI€ MOCTOJH Camo
jenan npyxanan yeayre. Topen oBux cybjekara., npuoputerium oneparopuma UKT
CHCTEMA CMATpajy ¢e OpraHu jaBHe BJIACTH. CBHM CYOJEKTH KOJH CY NMpeno3HaTH Kao
onepaTopH KpUTHYHE HHPPACTPYKTYPE U ONEpaTopu Koju ¢y 1o nocrtojehem sakoHy
npenostary kao oneparopu MK'T cucrema y HaBeIeHHM JICJIaTHOCTHMA.

Unan 6. [lpeaiora sakona — oBuM wianom ypelyjy ce saxkuu onepatopu MKT
cucteMa o1 nocedHor 3Havaja unju On npexkua uiau nopemehaj y npyxkamwy yciayra




MOrao ja MMa 3HavajaH yTHuaj Ha jaBHH UHTEpec, QYHKIHOHHUCAE JIPYTHX CeKTOpa
uian O ce CTBOPHO 3HauajaH CHCTeMCKH pH3HK. OHM CY NIPENno3HaTH Kao ONepaTopH y
cienehuM j1eJlaTHOCTHMA: MOIITAHCKE YCIYIe, YIPaBbabe OTHAJ0M, YIIPaBbarke
amOanakHuM OTNAJA0M. [POH3BO/IkbAa M cHaD/CBAILE XEMHKAIM]aMa, TPOH3BO/IHHA.
npepaaa u aMeTpudyiinja XpaHe. pauyyHapa U e1eKTPOHCKHX M ONITHYKHX MPOH3BO/IA,
MPON3BO/IbA CICKTPHYHE OlTpeMe, MaluHa W ypehaja, MOTOPHHX BO3HIIA, TPHKOJIHLIA
M NOJYNPHKOJIHIA, MeAMUMHCKUX ypehaja. yenyre nHOOpPManMoOHOr ApYUITBA.
HAOpYXkKae H BOJHA Onpema, HayYyHOMCTPaXKHBAUYKH paj, Kao H ONeparopH y
JCAaTHOCTHMA M3 4YiaHa S. Koju He npohy CEKTOpPCKH Mpar 3a NPHOPHTETHE
onepatope MKT cucrema. Tlpeasuheno je v I0HOIIEHE NO/3aKOHCKOI aKTa KOJUM ce
GJioke ypehyjy yesioBH, ONLITH H CEKTOPCKH KPUTEPH]YMH 3a o/ipehuBarme oneparopa
npuoputerHux 1 Baknnx MKT cuerema o1 noceGHor 3nayvaja koje gonocu Braja. na
Mpe/UIor MHUHHCTAPCTBA HA/UIEIKHOT 32 N0CI0Be HHpopMalHoHe 0e30eHOCTH.

Ynan 7. Ilpeanora zakona — oBuM wianom ypehyjy ce obasese oneparopa
HKT cucrema y cMHCIy 0BOI 3aKOHA.

Unan 8. [Ipeasiora 3akona — oBuM wiaHoM ypehyjy ce obaBese caMOCTaIHHX
onepatopa UKT cuctema y cMHcy OBOI 3aKOHA.

Ynan 9. Ilpeutora 3akona — oBUM unaHom ypehyjy ce nutama Bohema
esuieHuuje oneparopa UKT cucrema oy nocebHor 3nauvaja, u3ysenu oj odasese
YITHCA Y eBHICHIIH]Y. CA/APKHHA K [0/1a1[H KOJH €€ YHOCE Y CBH/ICHIIM]H, cBpXa obpaje
110/1aTaKa O JIHYHOCTH.,

Unan 10. Ilpeutora 3akoHa — 0OBUM 4iIaHoM niponucyjy ce mepe samrure UKT
cucrema koje je caku oneparop MKT cuerema oi noceGHor 3nauaja jiyxaH aa
npejy3uma.

Ynan 11. [lpemora 3akoHa — OBUM WIAHOM NpoNucyje odasesa JOHOLIEHA
Akta o npouenu puszuka MKT cucrema o1 noceGHoOr 3Havaja.

Usan 12, Ilpeutora 3aKkoHa — OBHM 4JIaHOM MPOINHcyje ce obaBe3a JIOHOIIEHHA
AkTa o 6e36enoct MKT cucrema o1 nocebHOI 3HA4aja.

Unan 13. Ilpeiora 3akoHa — oBuM 4iaHom  ypehyje ce obasesa
obasemtarara oneparopa UKT cuctema o noceGHOr 3Hayaja 0 HHIMACHTHMA KOJH
jHavyajHo Hapyuwasajy nHpopmaunony 6e30eHOCT.

Unan 14. Ilpeasora sakona — oBHM uiaHoM ypehyje ce J0cTaBbarbe
obaBelTemha 0 HHIMACHTHMA. JIOK ce n3y3eun ojanoce Ha Hapoany 6anky CpOuje.
Komucujy 3a xapruje 01 BpeaHocTH, PerynatopHo Teno 3a  €IeKTpPOHCKe
KOMVHHKALIMjE€ M MOIITAHCKE YCIyTre, Kao M HA4MH HOCTYNama [0 [pHjaBH O
HHUMAEHTY, YKoIHKO je ped 0 MKT cucremy o noceGuor 3nauaja koju je osnpehen
Ka0 KpUTHYHA MHPACTPYKTYpa. V CKJIajay ca 3aKOHOM Kojum ce ypehyje kpuTHuHa
HH(ppacTpyKTYypa.

UYsian 15. [lpeasiora 3akoHa — oBuM wiaHom ypehyje ce caapuxaj obapelnrersa
0 MHIMJICHTY. KOje CajIpiKH MoaTKe KOjH ce 0/IHOCE Ha NOJHOCHOLA IIPHjaBe. BPCTY H
ONUC UHIIWIEHTA, JATYM M BPEME MM04YeTKa U TPajara HHIWJICHTA, 10CTICHIE Koje je
MHIMJICHT M3a3BA0. NPEAy3eTe akTHBHOCTH. MPOIEHY HHBOA OMACHOCTH W YTHIAja
uannaenta Ha MKT cuctem n apyre penesantie nudopmanuje.

Unan 16. [lpetora 3akoHa — OBHM 4IaHOM BpHIM ce WieHTH(uUKaiMja
MHLHJICHATA [IPeMa BHXOBOM 3HAuajy M JIOMeTy, Kao H HUBOY ONAcHOCTH.

Ynan 17. [llpeanora 3akona — OBHM WIAHOM YCHOCTAB/bad €€  CTAJIHH
OnepaTHBHH THM 3a PearoBame Ha HHUMIACHTE BUCOKOI™ M .BCOMA BHCOKOIT HHMBOA,
koju o6pasyje Kanuenapuja 3a undopmarnony 6e36e1HocT.




Usan 18. Ilpeaiora 3akona — oBAM 4iaHoM ypehyje ce mian 3a pearobamse y
C/Iyuajy MHIM/ICHTA ..BUCOKOT" HHBOA M Kpuie uHpopmauuone Oe30€1HOCTH. KOJH
nonocu Brana na npeutor Kanuenapuje 3a unopmaunony 0¢30€/1HOCT.

Ynan 19. Ilpetora 3akoHa — oBUM wianoM ypehyje ce nocrtyname 1o
npujemy o0aBelTeha 0 HHIHJICHTY.

Ynan 20 - 23. Tlpeasiora 3akona — oBHM 4iaHoM ypehyje ce noctyname y
clyuajy HHUMACHTa npema cieicheM HHBOMMA OMACHOCTH: L HH3AK ., ..CPE/UbH .
BHCOK™ W .,BEOMA BHCOK .

Unan 24. [lpeaiora 3akoHa — OBHM w1aHOM ypehyje ce HauuH M3BElITaBama
oneparopa MKT cucrema o1 noceGHOr o MHIUMIACHTY, TOKOM HMHIHICHTA M HAKOH
MHIMEHTA Y 3aBHCHOCTH 0/1 HHBOA OMACHOCTH.

Ynan 25. Ilpeaiora 3akona — oBuUM 4i1aHom ypehyje ce oDaBe3a W HauMH
JIOCTAB/balba CTATUCTHYKHX 110/1aTaKa O HHIM/ICHTHMA.

Ynan 26 - 27. Tlpeuiora 3akoHa — OBMM wiaHoBHMa ypehyje ce HamierHoeT
Munucrapcrea uHdopmucama M TEICKOMYHHKAIMja M ycrnocTaBba ce Teno 3a
KOOPAMHALM]Y ocioBa HHGopMmalmoHe 6e36e,1HOCTH.

Unan 28. Ilpeanora zakona — OBMM ujaHom npeasuha ce ocHuBame
Kanuenapuje 3a undopmannony 6e3beanoct (v nabem tekcery: Kannenapuja), kao
rnocebHe OpraHu3ailja y cMHCIY 3aKOHa KOjuM ce ypehyje nosiokaj JpiaBHe ynpase.

Ynan 29. llpeutora 3akona — oBHM 4iaHom ypehyje ce Haazop Hajl paiom
Kanuenapuje.

Ynan 30. Ilpemtora zakoHa — OBMM wiaHoM YTBphY]y ce HaICKHOCTH
Kanuenapuje.

Unan 31. Ilpeasora 3akona — OBHM wiaHoMm ypebyjy ce 1ocioBH
Hauunonanuor LEPT-a koje Kanuenapuja obasiba y OKBHPY NPCBEHIIMJE M 3AIITHTE
01 6e30e/THOCHUX PH3UKA U UHIMACHATA.

Ynan 32. Ilpemnora 3akona - yrephyjy ce nociosu [IEPT-a Jeauncrsene
MHPOPMALIHOHO - KOMYHHMKAIIMOHE Mpexke eeKTponcke ynpase koje Kanuenapuja
00aB/ba y OKBUPY MpeJY3HMarba MPEBEHTHBHUX H PEAKTHBHUX MEPaA Y LHJbY 3AILTHTE
[IEPT-a oprana Bracru.

Ynan 33. - 34. Ilpe/uiora 3akona — OBHM wianoBuma ypehyje ce capammba
HQUICKHHX OpraHa Ha HAIMOHAIHOM HUBOY, Kao u Mehynapojma capajimba W 10C/I0BH
JEAMHCTBEHE TAauKe KOHTAKTA 3a pasMeny HHGOpMaIMja 0 MHIHICHTHMA.

Unan 35. [lpesnora 3akona - oBMM 4iaHom ypehyjy ce nurtama noceOHuX
HeHTapa 3a npesenum]y oesdeanocuux pusnka y MKT cueremuma.

YUnau 36. llpeanora zakona — oBum ypehyje ce obGapeza ycroctapbaiha H
o/pKaBarbe Gase parbUBOCTH.

Unan 37. Ilpemiora 3akona — oBaj wiad ce ojHocd Ha basy nonaraka o
perucTpaluju 10MeHa.

Ynan 38. Ilpesutora 3akoHa — OBHM 4laHoM ypehyje ce nurtaibe 3arTHre jiele
npu kopuithewy UKT texnonoruja.

Unan 39. - 46. Ilpemiora 3akoHa — OBMM 4IaHOBHMa ypelyje ce nutame
oj00paBama KpHUOTOrpadCcKHX MMPOH3BOAA. AHCTPUOyLHja KpunToMaTepHjaia M
3AIITHTA 01 KOMIPOMHTYjYheEr eIeKTPOMAarHeTHOT 3payctha.

Unan 47. — 48. llpeutora 3akoHa — OBHM 4IaHOBHMA pery/uile ce paj
MHCHeKIMje 3a uHdopmarmony 6e30e/1HOCT U rpoiucyjy opiamherwa HHCIIEKTOPa 3a
uHopmarnony 6e30e/HOCT.

Ynan 49. [lpeanora 3akona ypehyje crpyusu Haazop.

Unan 50. - 53. [peanora 3akoHa — OBHM “WIAHOBHMA TPOIKCY]Y €€ H3HOCH
HOBYAHE Ka3zHe 3a NPEeKpIIa) KOJH YUHHE TPABHO JIMIE, OArOBOPHO JIMIEC Y TIPABHOM




JMILY, Kao W Mpeiy3eTHHK W OHE CcY MOJE/beHE Y BHILE PacrnoHa 3aBHCHO 01
YTBpheHOr rnpekpiuaja.

UYnan 54. - 58. Ilpeasora 3akoHa — oBUM wiaHoBHMa ypehyjy ce npenaine u
3aBpiIHe oJipe/de M TO: POKOBH 3a [JOHOIICILE MMOJ3aKOHCKHX aKartd., NpUMEHA
oapehennx oapeadn 3akona 0 HHPOPMALMOHO] OE30€/IHOCTH KOJH € HA CHA3H, JIaTYM
yenocras/bamba Kanuenapuje 3a undopmaunony 0e30eHOCT, BpUICHE I10CII0BA
Haumonannor LIEPT-a ao yenocrasibama Kanienapuje, npectanak Bakermna 3akoHa o
uHpopmarHonoj 6e30eTHOCTH H CTYNAmE HA CHAT'Y.

V. ITPOIIEHA ®UHAHCHUICKHUX CPEJACTABA IIOTPEBHHUX 3A
CIPOBOBEILE 3AKOHA

3a cnposohemse opor 3akona y 2025, 2026. u 2027. rojuun Hucy norpedHa
¢unancujcka cpeacra u3 Oyuera PenyOnuke CpOuje ca pasaena Munucrapersa
uH(opMuCcaba U TeJICKOMYHHKALIH]a.
3a cripoBoherse opor 3akona y 2026. roaunu notpeGHa ¢y J10/1aTHa CpecTBa y
Byuery PenyGanke CpOuje na paszieny Kanuenapuje 3a nndopmannone texHosnoruje
y VKYNHOM H3HOCY 0/1 46.700.000 aunapa, u 1o Ha ciesehum nosuimjama:
- wm3Bop punancupama 01 — OmTH npuxoau U npumaisa Oyueta, OyHkumja —
140 — OchosHoO HeTpakusaibe, [lporpam 0614 — Mndopmarmone texnonoruje
u enexktporcka ynpasa, [Iporpamcka aktusioct 0002 - Paszsoj UT w
undopmannone Oe30eHOCTH, ekoHoMcKa KiacHukaumja 411 — Ilnare,
JI0/IAIH M HAKHAJE 3anocieHnx, y u3Hocy 01 40.000.000 munapa:
- u3Bop puuancuparba 01 — Oty NpUxoAM U npumaia Oyuera, DyHKuMja —
140 — Ocnosro ucrpaxusaise. [porpam 0614 — Undopmanmone texnonoruje
M enekrpoHcka ynpasa. llporpamcka axtuBhoct 0002 - Passoj UT wu
uHpopmannone Ge3deanocTy, ekonomeka Kiacudpukaunja 412 - Coumnjainm
JIOTIIPUHOCH Ha TEpeT nociojasua, y u3tocy 01 6.000.000 qunapa;
- u3Bop ¢unancupama 01 — OnuwTH NpUXOAX U npuMatba Oyuera, yHKuHja —
140 — OcnoBHo ucrpaxusatse, [Iporpam 0614 — Mndopmainmone texnonoruje
M enekTporcka ynpasa, [lporpamcka aktusnoct 0002 - Passoj UT u
nagopmaunone Oe30eaHOCTH, eKoHOMcKa Kknacudukanuja 415 — Haknane
TpOLIKOBa 3a 3anociaene, y unocy o1 700.000 aunapa.
3a ciposoherse 3akona y 2025, u 2027. roamun Hucy notpebHa cpeicTsa Ha
pasaeny Kaunenapuje 3a WHOOPMALMOHE TEXHOIOIH]E M CICKTPOHCKY
yrpasy.
IIpessuba ce na he 3a pan Kannenapuje 3a undopmannony 6e30eaHocT umju
je nouerak paja rniaadupan 1. janyapa 2027, roanse Outn norpebHo aa ce y 2027,
roaunn y byuery PenyOauke Cpouje 06e36ean 150.000.000 gnuapa, o1 yera Ha:
- exoHomcko] kiaacupukanmjn 411 — [lnare joaaun ¥ HakHaae 3anoC/ICHHX
u3noc 01 40.000.000 aunapa:
- exoHomcko] kmacudukanmin 412 — CoumjarTny  JOMPHHOCH HA  Teper
nocnoaasia ninoc o1 6.000.000 gunapa:
- eKOHOMCKO] kiaacudukauuju 423 — Yeayre 1o yrosopy usnoc o1 45.000.000

JIMHAapa;

- eKOHOMCKO] Knacubuxarmju 512 — Mamune 1 onpema u3noce o1 50.000.000
JihHapa:

- CKOHOMCKO] Kiacupukauujn S15 - Hemarepujanmna uMOBHHA M3HOC 0]

9.000.000 munapa.




AHAJIM3A E®EKATA 3AKOHA O HH®OPMAIIMOHOJ BE3BE/ITHOCTH

1) Koju nokasare/bn ce npate y 00.1aCTH, KOJH €Y pa3/io3n 3001 KOJHX ¢e 0BH NOKA3ATE/bLH
nparte H Koje ¢y tbHXoBe BpeaHocTn?

VY o6nacti nHpopmaunote 0e30eHOCTH NOKa3aTebu KOjU €€ NpaTe 0JIHOCE Ce Ha:
*  [puUMeHy Mepa 3awTHTe 0/ 0e30eiHOCHUX PH3HKA Y WHPOPMAUMOHO-KOMYHHKALIHOHMM
CHCTEMHUMA H
" MHIMACHTE KOJM 3HAYajHO Yrpoxkasa)y HHPopMaLHony 6e30€1HOCT, @ KOJHMA CY H3JI0KEHH
MKT cucrtemu o1 nocebHor 3navaja.
V Crparernjn 3a aururanny aekaay EY uvaseseno je na je npouena riobanme wirete 01 HHUMAEHATA -
cajoep nanaza y 2020. roannn 6uaa oko 5.5 tpuanona espa. [lporersyje ce aa je oko 12% komnanuja 'y
EY 6uao va vekn Hauumd norohewo cajbep vanagom. aok je camo 2019. roamne 3abenexeno 450
WHILMEHATA KOjK ¢y noroanau kputuuny undpacrpykrypy EY. Esuaentan npobaem je n nenocrarak
pajiHe cHare ca npouexom aa oko 291.000 noxyaa 3a nocao y obsactu uidopmaunore Oe3beHOCTH
HHCY peajn3oBaHe.
Bpoj maznBepa M NOTEHUMjaAHO HEXKELEHWX anjMkauuja je y craanom nopacty. [lpema noaaunma
nesagucHor uHeTutyra AV-TEST GmbH n3 Maraebypra. csakor aana nojasu ce npeko 450.000 nosux
y3opaka.

Iy TR B TN Co e

Kako Ou ce edukacHuje Gopuia NpOTHB M3a30Ba KOJUX Je CBAKOAHEBHO CBE BULIE Y cajbep npocTopy,
Esporncka yuuja je, no nutaby Hupopmaurone 6e30e1HOCTH, 0IPeAnIa NeT CTPATELKUX NPHOpHTETa:
* [locTH3aibe eNacTHYHOCTH — CHCTEMH Ce ayTOMATCKH ONOPaB/bajy HAKOH MHLMACHTA;
= JlpacTHUYHO CMatbetbe cajoep KpUMHUHaia:
= Pasgoj noautuke cajbep oadpaHe M Kanauurera carjacHux 3ajeaHuuko] 0e30eaHOCHO) M
on0pambenoj noautnum (CSDP);
*  Pa3poj HHAYCTPHJCKHX M TEXHOJIOILKHX pecypea 3a HHopMaliHony 0e30e/1HOCT:
= Venocrasibame nopezanux MehyHapoanux noauruka nadopmaumony 6e3deanoct 3a EV.

HaBe;leuu MPHOPHTETH ¥ NPETXOIAHHM neuennjama pealin3oBalin Cy e Kpo3 cheache akTHBHOCTH!
* 1992, roaune nouera je Onnyka Casera y Be3n 6e30eAHOCTH HHPOPMALIHOHKX CHCTEMA



* 2004. roauue ochHuBa ce EBponcka areduuja 3a mpexny H uHdopmaumony OesdepHocT
(EHHUCA)

* npsa Crparernja 6e36eaHocTn nudopmauronor apyuitea josocu ce 2006. roamue

= 2008. roanne aoHocu ce Jupektusa Casera 3a wiacHTHpUMKaLM]y M oapehuBaibe eBporicke
KpUTHUHE HHDPACTPYKTYpE M npouena notpede 3a nodosblamem 3alTure

*  2009. roause ycBaja ce AKIMOHH IU1aH 3a 3alTHTY KPHTHYHE HHPOPMALIMOHE MHPPACTPYKTYpE

*  2012. roaune Esporicka yuuja popmupa LIEPT_EVY

= 2013. roaunne ycsaja ce Crparernja nudopmanmnone desdeanoctu EY

= 2016. roauHe aoHocH ce JlupekTuBa 0 Mepama 3a BUCOK 3ajeIHUYKH HUBO De30€/IHOCTH MpexKa
1 nudopmaunonux cucrema wupom Yuuje (HHUC Jlupekruna)

= 2019. roamHe noHocH ce AkT o cajoep OesbeaHoctH EY kojum cy jaata Hosa osnautherba
arenumjn EHHUCA.

Cajbep KpUMHHAI je CBAKAKO HAj3acTyN/beHnju 00IMK 3I0HAMEPHOT Je/0Batba ¥y cajbep npoctopy. v3
apyre ofauke y koje cnazajy cajbep winujyHaxa, cajoep TepopHiam, XakTuuiam 1 cajOep patosatse. Y
cBOM nocieamem u3gewrajy' Eponcku newtap 3a cajoep kpumunan (eur. European Cybercrime
Cenire) HABOJM /14 je Y OKOJHOCTUMA NanaeMuje cajbep KpUMHHA/ €BOJIYMPAO U Ja je TO TpeHa Koju he
ce Hacraguth. [lpumepn npuaarohasaa cy: 3noynotpede nedbesdeannx P npotokona (enr. Remote
Desktop Protocol) v pawusux BIIH kovekumja (enr. virtual private network), snoynotpebe nosehane
OHJAjH KynosuHe u Kopuinhewe MoOMIHOr GaHKapeTBa 3a MMIIEMEHTAlLM]y Maiasepa uan kpaby
KpeaeHuMjasa M JIMMHUX nojataka, ann v cee Beha u Hanpeauuja ynotpeba MeToaa colMjanHor
HHKEHCPUHTA.

[lenrap 3a xan0e Ha MHTepHET KpUMHUHAL amepuukor deaepaintor nerpaxkuor 6upoa je y 2022, rognuu
npumuo 800.944 npujasa ca wTeToM NpoueeHom Ha npeko 10 muaujapaun nonapa.? 3abpumasajyhu
noaarak je ja je Opoj npujasa y 0aHOCY Ha NPETXOAHY FOJAMHY Makbu 3a 0ko 5%, anu je yKynHa wmtera
seha 3a 0ko 49%. WITO yKasyje 1a KPUMHHAIILIM YCaBpluaBajy CBoje BElITHHE.
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Komnanuja Cybersecurity Ventures. koja wipahyje roauiise u3selutaje o crawy cajéep kpummutasa®,
npouewsyje aa he y 2024, roaunu wrete o cajbep KpumuHana A0cTHRKH ocamM TPHIMOHA AMEPHUKHX

" hups //www europol europa ewems/sites/default/files/documents/internet_organised_crime_threat_assessment_tocta_2021 pdf
https //www 1e3 gov/Media/PDF/ Annual Report/2022_[C3Report pdff

' https //s3 ca-central-1 amazonaws com/esentire-dot-com-assets/assets/resourcefiles 2022-Offieial-Cyberenime-Report pdff
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J0/apa, 1WTO NPeBa3sHiIasH NPOLEHEHE MPUXOLE 0] TPrOBHHE CBMX HapKoTHKa 3ajeano. llpema
JIOCTYIHUM TIO/IaLIAMAa, 1WTeTe 0 cajbep KpuMHHAIa pacTy no cronu 0 15% roauinibe U npouekwyje ce
na he y 2025, roamnu npehu cymy oa 10 tpuanona ponapa.
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Mcra KoMnanuja y CBOM M3BEIITA]Y M3HOCH M0aTKe 0 HEI0CTaTKy pajHe cHare, ca npoteHama aa je y
OBOM TPEHYTKY Ha CBETCKOM HHBOY HETIONMYHEHO 3.5 MUJIMOHA PajIHMX MecTa Y 00.1acTH HHpOpMALHOHE
6e3beanoctu, oa vera 700.000 camo y CAJL. MaycrpaTuBan je nojartak ja je y TPEHYTKY Mucara Tor
nssewraja y CAJL 6nno 106.000 orBopeHnx noHyaa 3a nocao 3a crpydwbake ca CISSP ceprudmukarom
(enr. Certified Information Systems Security Professional). 10K je ykynan 0poj TakBux ceprudukata
uzaatux y CAJ1 vewro npexo 90.000. Takohe je uaeHTudmkosan u npodiem 3aapasarba paaHe cHare,
a nocebHO HajkBaaMTeTHHje W HajoOyueHuje. ca nojaTkoM 1a 24% raaBHux cayxkOeHuka 3a
undopmatony 6esdeanoct (C1SO) y 500 Hajsehux KOMNaHKja MPOMEHH 110CA0 HAKOH MOAIMHY JlaHa.

Kako 6y ce 0aroBopuIio Ha npeTibe y cajoep npoctopy Koje ce M3 aana y jaad nosehasajy, HEONXOAHO je
KOHTMHYMpPaHo yHanpehusatu cTpateiikv, MHCTHTYUHOHAIHW W NpaBH¥  OKBUP Y 00jacTH
unpopmannone 6e30eHOCTH Koja, npe cse, Tpeda 1a 06e30e/1M NPEeBEHTHBHO /1e/10Batbe Ha OBE NPETHLHE.

[Ipema noaaumma ca cajta hackmageddon.com, wa rnobaniom Husoy 2022. roauHe Haj3acTyNibeHHH
THN Hanaaa oMo je kopuinherwe MaaBepa, JI0K CY Maibe 3aCTYN/LeHH (alu ca 3HAYajHUM NPOLCHTOM)
OMIIM Npey3uMarbe HAIora, UH/bAHKM Hanaan, MCKopHithapame patbUBOCTH U IUCTPHOYUPAHO OMETatbe
cepsuca (DDoS).

* Muwep “ LIpes snsume Lo e « [ Livibatt (6 st [ RO IO M il P IBOCT I DN o (U0 WA O
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Arerumja EY 3a cajbep 6esbeanoct - EHUCA (enr. The European Union Agency for Cybersecurity)
objasuna je y mapry 2023. roaumHe cryamjy Ymephueawe npemru u usaiosa ungopmayuone
de3beonocmu 3a 2030, 2oouny. xkoja caapxku npeasuhamwa Oyayhux nperibn n moryhe nporusmepe.
[MTpuMapHn LML CTYAK]E je 1a uaeHTHDHUKY]e H npUKYNH MHdopmaumje o Oyvayhum nperwama koje Ou
Morjie 1a yTuuy Ha uHdpactpyktypy v yeiayre Esponcke yuuje. kao u na 6esbeanoct rpahana m
APYUITBA YV UEAMHU. Y M3pajy CTYAMje YKbYYEHH cY (YTYPUCTH, COLMONO3MU, NOCIOBHHU NUJCPH,
CTpYUballM 33 MHpopMaunoHy Oe30eHOCT M JIpYrH, a LM/BHA Tpyna Cy HalMOHAIHHW OpraHu 3a
uHpopMaurHony 6¢30eHOCT, JOHOCHOLN 0/L1yKa Y EBPONCKO] YHH]H M 3eM/bama YaHHLIamMa, THMOBH 34
pearoBabe, CTPyUbaL Y 0BOj 00J1aCTH M CBE ApYre 3aMHTEPEecOBaHE CTpaHe.

Cryauja je uaentTupukopana 2| npeTy, 01 KOJUX je H3/1BOjeHO JIeceT Haj3HAYajHH]HX:
®  KOMIPOMHUTalIM]a NaHL@a cHabeBamba.
" HaNpe/HEe Kamname Ae3HH(POPMUCatba,
* posehambe AMrHTaaIHOI HaA30pa/TYONTAK NPHBATHOCTH,
" JLY/CKE IpeLlike H eKcruloarauuja nacaehenux cucrema,
" M/bAHH HANajau nodO/LIIAHM 310yNOTPedOM MojaTaka ca nameTHux ypehaja,
= HEJ0CTATaK aHajluse M KoHTpose uHdpacTpykType v objekara y cBeMupy.
" HanpeaHe XubpuiaHe nperise,
" HejocTatak oOyueHe pajiHe cHare,
* qppekorpaindnmn npyxkaoun MKT yenyra kao jeanHcTBeHa Tayka npekuaa (eur. single point of
Jfailure),
" 3oyvnorpeda BelTauKe HHTEIHTCHIIH]E.

[lparehu cramwe y oBoj odnactu PenyGinka Cpouja je yeBojuiaa 3akoH 0 uHpopmaunoHoj 6e3deHocTH
28. janyapa 2016. roauue. Koju je aeammuuno npexeo Jupexrusy 2016/1148 o mepama 3a BHUCOK
3ajeIHMYKH HUBO 0e30e/IHOCTH MPEeKHMX M undopmauronnx cuctema y Espornckoj ynuju' (emr.
Network and Information Security Directive - NIS Directive. y aabem texcty: HUC aupektusa). ¢
003MpOM J1a j€ YCBOjeH Npe A0HOLIEHA Te AMPEKTHBE.

3akoH nojam uupopmaunone He3deHOCTH AeUHMILIe Kao cKyn Mepa Koje omoryhaBajy Aa nojauu
kojuma ce pykyje nyrem MKT cuctema Oyay sawruhenu oa HeonawheHoOr npucTyna, Kao u aa ce
3AUITHTH MHTEMPHTET, PACNIONOKHBOCT, AYTEHTHYHOCT M HEMOPELMBOCT THX To/laTaka, 1a Ou1 Taj cuerem
dyukunonucao kako je npeasuheno. kaaa je npeauheHO M Noa KOHTPOJOM oBhalheHUx auua.
[TpeameTHH 3aKoH mpejcTaB/ba OKBUP 3a ypeheibe 0e30eAHOCTH MHPOPMALMOHO-KOMYHHUKALIMOHHX
cucrema y Penybnuuu Cpduju. Oum 3akoHom ce ypehyjy mepe sarure 01 6e30e¢1HOCHHX pU3HKa Y
HHPOPMALIHOHO-KOMYHUKALIMOHAM CHCTEMUMA, OJIrOBOPHOCTH NPABHHUX /1KLL NPUANKOM YIIPAB/batba U
kopuithewa MHOOPMALMOHO-KOMYHUKALIMOHUX cHCTeMa W oapehyjy ce HaaiekHu opraHd 3a
cnpoBohere Mepa 3aTuTe, KoopauHauujy uimehy unHunaua sawtute n npahewe npaBuiHe NpUMeHe
IPONHUCAHUX MEPA 3aLLTHTE.

Cxoano Tome, onepatopu MKT cuctema 01 nocedHor 3Havaja AyKHHM Cy Ja JI0HECy akT 0 0e30e1HoCTH
MKT cucrema u aepuuuiy Mepe 3aliTHTe, @ HApOUUTO NPUHLKMIE, HAYUH W NPOLELYPE MOCTH3AbA H
0/pKaBama aaeKBaTHOr HHBOA Ge30eHOCTH cucTemMa, Kao W osaawhea 1 OJAroBOPHOCTH Y BE3H ca
0e30ennowhy u pecypeuma MKT cucrema o nocedHor 3Havaja.

Directive (EU) 201671148 of the European Parhament and of the Council of 6 July 2016 concerning measures for a high common level of security of
network and information systems across the Union, aoctynua wa aapeck: hips - cur-les coropa e legal
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Mopen Tora, OBUM 3aKOHOM ce y OKBHpY PeryiatopHor Teia 3a e/eKTPOHCKE KOMYHHMKallMje M
nowTancke yeayre (y aamwem tekery PATEJT) ycenocraiba HaumoHaanu ueHTap 3a npeBeHuujy M
sawrtuty oa 6e3dbennocHux pusnka y MKT cucremnuma y Penybauum CpOuju (y aabem Tekcry:
Hauuonanum LIEPT). koju npatu crame 0 MHUMACHTMMA 0 HAUWOHAIHOM HHMBOY. obapeluTaBa
PEICBAHTHA JTHIIA O PU3MLIMMA W MHIMACHTHMA, pearyje no rnpujaBbeHuM HHLMAEHTHMA, n3pahyje
AHAIM3E PU3MKA W MHLIMICHATA W NI0/IMIKE CBECT APYIITBA 0 3Havajy uHdopmatinone 6e3deaHocTH. Jenna
o1 BkHuxX pynkumja Haunonannor LIEPT-a je u capaiiba ca MCTUM HHCTHTYLM]aMa W3 IPYTHUX 3eMaba.
Mmajyhu y Buay aa nnuuaedtn y MKT cueremuma Hajuenthe umajy npekorpaHuyHu Kapakrep, 0 IHOCHO
71a ce JIelaBsajy Ha TEPUTOPHIK BULLE 3emarba, mehycoOHa capaamwa L|[EPT-0Ba je 01 u3y3eTHor 3Hauaja,
Kako 61 ce MehycoOHOM pazMeHOM HHpOPMALIHjA YCNIEUWIHO 0JAroBOpHII0 Ha nHumMaeHTe. Oa 1. HosemOpa
2017. roanne Haumonanumn LIEPT je yspwrren y cnucak mehynapoane opraumsauuje 3a capajimby M
pasmeny uHhopmaiimja 3 obnactu uudopmaumone 6e3deanoctn Trusted Introducer, a nanaivm ce u Ha
auetu LIEPT tumosa Arenuuje EY 3a cajoep 6esdennoct - EHHCA.

V oksupy Kanuenapuje 3a undopmannose TexHoIoruje u enekrponcky ynpasy gopmupan je Cekrop
3a uHpopmaunony Oe30eHOCT Koju, y cKaaly ca 3akoHoMm. cnposoau aktuBHocTd [IEPT-a
penyoIMUKUX oprasa.

YV uumy cnposohera 3akona n y Muuucrapery yHyTpammnx nociosa gopmupan je llentap 3a
pearoBame Ha Hanazie Ha uidopmaunonn cuctem MYTl-a (LIEPT MVYII) koju ce oa jyna 2016. roamne
nanasu na aueru LIEPT tumosa Arenumje EVY 3a cajdep 6e3b6ennoct - EHHCA, a y nosembpy 2018.
rojune J00HO je W akpeaAuTalnjy o4 crpane cepsuca Trusted Introducer.

HMako ce ca npuMeHoMm 3akoHa 3anoye/1o 0JmMax no ycpajamwy., YIBpheHo je€ /1a je HEONXO0AHO U3BPUIMTH
N01aTHE W3MEHE M JI0NYHE 3aKOHCKe peryiaruse paan yckinahusawa ca HUC ampektusom Koja je y
mehyBpeMeHy ycBojeHa, anu M paaun yHanpehera Heknx 01 noctojehux peiemwa y unby epukacHujer
cnposoherba 3akoHa y npakcH. 36or tora cy y okroGpy 2019. roaune yeBojeHe H3mMeHe u 1onyHe 3akoHa
o undopmaumonoj 6e3deanocT’ Koju je y nornynoct ycknahen ca HaseaeHom Jlupektusom.

M3menama u ponyHama 3akona o undopmaiimonoj 6e30eHOCTH, Koju je yeBojeH y oktodpy 2019,
roaune ypehete cy HOBHHE KOje ce THUY:
" HAAJIEKHOCTH W noTpedHUX kanauurera Haunonannor LIEPT-a:
*  ykabyuuBama Hapoane Ganke CpGuje y pan Tena 3a koopannanujy nociosa mndopmaumone
Oe30eaHoCTH:
* ycnocTas/baiba Esnaenunje oneparopa MKT cuerema o nocebHor 3Havaja:
" YCMOCTaB/barba 00aBe3e J0CTAB/bakba CTATHCTHYKMX N0/1aTaka O MHLUMICHTHMA KOJM ce jece y
MKT cucremuma 01 noceOHOT 3Ha4aja Ha rOIMLILEM HHUBOY:
» capaawe LIEPT-oBa y Penyonunun Cpbuju:
=  sawrute Jeue npu kopuiheny HHHOPMAUHOHO-KOMY HHKALIMOHKX TEXHOJI0IH]a:
*  knacupMKOBaKka MHUMAECHATA M NOCTYNAka HALIEKHHUX OpraHa y 3aBMCHOCTH 0J1 HHBOA
ONACHOCTH MHIIMEHTA.

Mucnekuujekum Haasopom Haa pagom oneparopa UKT cuctema oa nocedHor 3nauaja yTephyje ce na
JH ¢y OneparopH JOHEIH aKT o Oes3beHoCTH M NPHUMEHHIIM MEpe 3allTHTE, OJHOCHO Ja JH je
yCrnocTaB/beH ajaeksatad HUBO Oe30eanocTn cuctema. Muenekumjeku naasop cnposoau ce oa 2019.

"ConvaBenn rnachuk PC". Op 6 on 28 janvapa 2016, 94 0a 19 oxtobpa 2017, 77 0a 31 oktobpa 2019, 1octynan na aapeck hitp //www pravno-
mformacioni-sistem rs/SlGlasnikPortal/eli/rep/sgrs/skupstina/zakon2016/6/5/reg
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roJiInHe " nmca?yje. nopej nomToBaha 3aKOHCKHX 011[)&3116”. HEJOCTaTaK KanaluTeTa 3a aJlCKBaTHO
pearoBam,e Ha HHIMJEHTE,

Oneparopn UKT cucrema o noceGHor 3navaja y cknany ca 3akoHom obapesnu cy jaa obasecte
Haaiexun oprad, oaHOCHO MunuctapeTBo MHAOPMHCaba U TeleKOMyHHKalMja (Y J1a/beM TEKCTY
Munucrapero) o uHumaentuma v MKT cuctemuma Koju Mory jaa umajy 3HauajaH yTHIQ] Ha
HapyuaBare HHpopmalmoHe 0e30€1HOCTH.

Y unby Gosber pazymenarba nocrojeher cramwa y obnactu uHpopmaumone 06e30e1HOCTH, 3HAYA]HO je
carie/at MHIMIEHTE KOju ¢y npujasbedn Haunonannom LIEPT-y y npeTxogHuX HEKOIHKO rojiMHa.
OBa cTaTHCTHKA MOKe OMTH 3Ha4YajaH rnokasatesb 1a M ¢y nocrojehe npeBeHTHBHE MEpe JA0BOJLHE U Y
KOM r1pasily je norpedHo yHanpehuBatv npaBHH M HHCTUTYLLHOHATHH OKBHP. 3aKOH O HH(OPMALIMOHO]
Oe3bennoct. obasesyje onepatope MKT cuctema o1 nocedHOr 3Havaja na A0cTaBbajy obaBellTeha o
WHIIMIAEHTHMA KOJM 3Ha4ajHo Hapywasajy uagopmaumony 6esdeanoct MKT cucrema. Ha ocHomy
aobujennx obasewrterwa o MHuuaeHTuma Haunonanuu LIEPT w3pahyje roauunbe cratuctuuke
M3BEIlTaje KOjU CY jJaBHO JIOCTYIHM NyTem BeO npeseHTaumje.

MuumnnenTy cy esperann y 10 rpyna:
* uHcTanuparse noHamepror codreepa y oksupy MKT cucrema (mansep, enrn.malware),
* HeosnamheHo NpUKYI/balbe Nojaaraka,
* npesapa.
* pokyuwaj ynaaa y MKT cucrem,
= ypnany MKT cucrem,
®  HEAOCTYNHOCT WK orpannyena jgoctynnoct MKT cucrema,
*  yrpokasaie 0e30eaHOCTH nojaTaka.
" ONEPATHBHH MHUMICHTH,
" HHUMACHTH Pu3HuKo-TexHHuKe 6e30eAHOCTH H
" OCT@IH HHUMICHTH.

Y 2022. roAMHH CTATHCTHYKH HAj3acTyIJbeHMjn Owaum cy uHOMaeHTH w3 rpyne Heosnautheno
NPHKYILbaLE 110aTaka ca Npeko ceaam M 1Mo MUIMOHA NPUJAB/LEHKUX cayuajesa, 10K ¢y caeaehu no
OpojHocTH uHumMaeHTH 3 rpyne [okywaju ynaga y HKT cucrem ca rotoso Tpu Muavona npujasa. bpoj
fpHjaBa y OCTAIHM IPYIama je 3HaTHO Makbu na tako y rpynu llpesape nma npexo 58 xuibana. y rpyiu
HMucranupatbe 3noHamepuor codrepa y oksupy UKT cuctema 6113y 55 xusbaja, ay rpynu Oneparustu
HHUMAEHTH npeko 13 xuibaaa npujasa. YKynau Opoj npujasa y ocTajaux neT rpyna je oko ecT XHibaja.

Pl s st iy prpyiRs b 100y L RS S 7.6486, THh
KA S rna s H T cngepey e— 74 577
| Ipcnapi 8417
e mpaine Lwouavepuor codfrrepa s oxenps K 34780
NP e L R 13,322
PRC A0S 00et 1010 o paditacita o s onoer His 24038
Vi y MK encrew 2.0120
CR Bt MLy 1.346
PRt it o s insimer ien s 00 30 LHoe T 178
N posapaibe O 300 IHOC T T, LT aKd 18
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[TocmaTpaHo nojeAMHauHO npemMa BpeTH MHMaeHTa, y 2022, rojiMHy HajBULLIE NPHjaBa OHOCKIIO C¢ Ha
CKEHHpaibe MOPTOBA KOje je YOueHO V NMpeKko 7 MUIHOHA ClIy4ajeBa W Koje He HAHOCH JMPEKTHY WTeTy
AKPTBH. aH NPEICTABha MHMKATUBHE aKTHBHOCTH Hanajava y ¢asu u3zsuhasa. [Npakca nananava je na
osakse Hanaze nokpehy npema seinkom 6pojy UIT anpeca y nokywajy na vahy noteHumjanne xprae
Koje uMajy Hesawruwhene noprose. na ce wa Ta) Hauud u MI1 anpece onepatopa KpuTuuhe
uHppacTpykrype Hahy y Tom oncery.

Ha apyrom secTy no GpojHOCTH Hanaszu ce MOKYLIA] OTKPUBaAa KPeASHLMjaNa KOjU Nnojapasymesa
NOKylUaj MPHCTYNa CHCTEMY JKPTBE Y3acTONHUM Henpobasarbem Bejaukor Opoja  pasinuMTHX
KomOuHalMja c10Ba, Opojesa U cuMBosIa ca IHBLEM HASHTH(HKALIMje KOPUCHUUKOT MMEHA U JI03MHKE.
OBa BpCTa Hanaja ocjabd Ce Ha HEJA0CTATAK CBECTH KOPMCHUKA NPHIMKOM KpeHpatba J03UHKH 3a
NPUCTYII CHCTEMY M BeoMma je nonyaapha mehy Hanajgauuma jep 310ynorpebom JerHTUMHOT Halora
mozke 6utn omorvhen npuctyn unrasom UKT cucremy.

IMokyiuaj nckopuinhasara parHBOCTH cHcTema je Ha Tpehem mecty, a oBa Bpcta Hanasa moryha je
VKOJIMKO Y CHCTEMY NOCTOJE PakbHBOCTH.

Ha uerBprom mecty no OpojHOCTH Hastase ce (PUILMHE Hanaau, Koju ¢y Tokom 2022, roanue yecto Guan
YCMEPEHH Ha KOPUCHHMKE MOLITAHCKUX yeayra v naat(opmu 3a e-TProBUHy Mpeko HEKOIHKO BEIHKHX
GULIMHT KamIara.

Ha netom mecTy ¢y TpojaHUH, KOjM MO NMOKpETalby MOIY Ja fnpeysMy japyre npetiwe ca MHrepHera,
yballyjy Apyre THNOBE MajJBepa Ha YrpoKEHE pauyHape, KOMYHHLMPA]y C€a YAA/bEHUM Harnajlauuma,
Genexe CBe 1ITO €€ KYla HA TACTATYpH M 1LA/by Hanaja4yMMma, Kao W Aa Ha apyre HauuHe Oyay aeo
KOMIIeKCHH]UX cajOep Hanaja.
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[Mperseaom Opoja MHLMACHATA 110 BPCTaMa 3@ JeAHY FOJAMHY MOXKe ce cTehun c/IMKa O TPEHYTHOM CTakby.,
anu 3a ayosby anannzy norpebHO je nocMaTpaTH TPEHI0BE Y HEKOM BpeMEHCKoM nepuoay. Tpenaosu
34 CBAKY IpyNy MHIM/AEHATA NPEACTAB/LEHH CY HAa HAPEAHUM JIHjarpaMuma,
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Y rpynu Mucranmpate 3nonamepror codreepa v oksupy MKT cucrema npare ce nojauu 3a wecr Bpera
3I0HaMepHOT codiTBepa (MasIBepa): BUpYCe, TPOjaHLE, UpPBE, PYTKHT, PAHCOMBED M LLIK]YHCKK codTBEp.
Hakon japactuunor najga 6poja npujasa ciiyyajeBa MHIMACHATa KOJ KOjUX je kopuwhen snonamepuu
codreep y 2021. rofAMHM Y OHOCY HA NPETXOAHY roanHy, 2022, roiMHe je 101110 /10 3Ha4ajHOT nopacTa
Opoja MHUMACHTA KOJM Crajajy y OBy rpyry. a yKynaH Opoj MHUMAEHaTa y OBOj rpynu rotoBo ce
u3jeaHauyuo ca Opojem 3abenexennm 2020. roamte.

Tpojanum cy Hajuewhun Tun mazisepa koju je kopuwheH y nocsiemne JABe rojJMHE €a y/1eI0M OJ1 NPEKo
50% oa cBuMX 3n0HamepHHX codrepa. KapaktepuceTuka TpojaHaua je aa 1oKyliasajy 1a Haseuy
KOPUCHHMKE /1a HX NOKPEHY TaKO 1ITO C€ MPeTBapajy /Ja ¢y KOPUCHH NPOrpaMu. 11 3a bHXOBY yCNeUwHy
JAUCTPUBYLIM]Y HANAAau W YKIbYUY]Y U METO/1E COLLMJATHOT HHAKEHEPHHTA.
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Heosnawheno npukyiubamwe nojataka o0yxparta COLUMJATIHH WHAKCHEPUHT, KOMIPOMHTOBAIE WM
Lypeme rnojaraka, npecperame nojaraka usmehy padyuapa v cepsepa M ckenupawse noprosa. Ha
AMjarpaMmmuMa ce Moke TPUMETUTH HHAMKaTHBHU Tpena nosehama Opoja Hanaaa u3 oBe rpyne. ocHm
ckernuparba noprosa. Counjanuun urkerbepunr je y 2020. u 2021. roaunu 610 Ha penaTuBHO DAMCKOM
HUBOY, Aa O y 2022, roauHn OWIO PEruCTPOBAHO MPEKO YETHPH MYTa BHLIEC OBAKBHX WHLHAEHATA.
KOMIpoMHTOBabe WM LYPEHE M01aTaKa je MMaio BEIMKH CKok y Opojy npujasa 2021, y onHocy Ha
2020. roauHy u Taj Opoj ce zaapxao v y 2022, roauHu. 0K je Opoj perucTpoBaHMX clyuajesa




rnpecperawha nojaraka vimely padyyHapa v cepeepa MMao eHOpMaH pact ca mame 011 10 sabenekeHux
cayuajesa y 2020. u 2021. roannu, Ha npeko 600 cayuajesa y 2022, roauuu.

[Tpujassbenn cayyajeBn ckeHnpara NOPTOBA NPUKA3aHK Cy HA NOCeOHOM aujarpamy 3601 HecpasMepHe
pasauke y Opojy y O/HOCY Ha Jipyre BPCTE WHUMACHATA W3 OBE IPYIE, alu OBO je M jeJIMHH NPUMEp Y
OBOj TPYNH /@ NocToju KoHctantan onaaajyhu tpena. Opako Benukn Opoj 3abenexeHux ciyuajesa
nocjieauua Jje ayToMaTH30BAHMX MpOLeca 3a WCHHTHBAILE JIOCTYMHUX CEPBHCA HA  YAA/LEHUM
pauyHapuma, WTo He MOpa HYAKHO OMUTH BOHEHO MAMLIMO3HMUM HAMEPama a/iu ¢e BpLH 0e3 eKCIINLIMTHE
carnacnoctu oneparopa UKT cuctema.
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Y rpynu llpesapa nanase ce punnr u veosaawheno kopuwheise pecypea u Apyru o6auiM npesapa.
CIMYHO Kao KO IpYTUX THIIOBA MHUMICHATA KOJU 00yXBaTajy METO/1E COLMJATHOT HHIKEEPHHTA, U KO/
(uwmnra je y 2021, roannn nouino 1o naaa 6poja zabenexkeHnx cayuajesa, aa 6m y 2022. roamum 6poj
npujasa ApacTUuHO nopacrao. Cauyan TPeH MOXKe ce BHAETH M 3a Jpyre cayuajese neoriawheor
kopuuhemwa pecypea (Kao 1ITO je KPUNTOLEKUHT) alu y Mambem Opojy M ca NpOLEHTYATHO MaHM
ocuMiaumujama.
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Ja 6m ynanu y nekn MKT cuctem nanajzaum nokyiasajy 1a OTKpHjy BaIMAHE KPEIACHLMjANE MM ja
HCKOPHCTE PpambMBOCTH CHCTeMa. 3a OTKpUBake KpeicHuMjana wajuewhe ce npuMeryjy TexHuke
OpyTaiHe cuile WK peyHHKa KOje NoApasymMeBajy Ja Hanaiauu noKyasajy /1a ce npujase Ha CHCTeM ca
KpeAeHIMjainMa Koje yHoce peiom rpema ojapeheHoM wabioHy cBe 10K He YHECY MCMpasaH, Wito
nojpasymesa orpoman Opoj nokyiuaja u 3ato cy oM OpojeBH OBAKO BEIMKHM (Maja ce youasa TPeHjl
onazarea Opoja nokywaja). JIpyrv T HHIMACHTA Y OBOj rpynu, uckopuinhaparme pambMBOCTH CHCTEMA,




takohe nokasyje Beh puheH Tpen aa nocne cMatberba 6poja npujasa y 202 1. roAMHH 101234 /10 IOHOBHOT
nosehamwa v 2022, roamnun v Bpaharba npudanxno va Hueo u3 2020. roaune.
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Heosnamhenu npuctyn anjivkaimju, oTKpuBamwe Win Heosaawheno Kopuuihere HENPUBUIETOBAHUX
Hajlora, OTKpHBaibe WM HeosiawheHo Kopuiuherwe MPUBHICTOBAHUX HAIOra W MPEKa 3apaKeHHX
ypehaja cy Bpere nuumaeHara koje npunazaajy rpynu Ynaay UKT cucrem. Y oBoj rpynu y 2022, roaunn
NPHJAB/LEHO j€ HajBMLIE OTKpUBatba uan Heosnawhenor kopuiwhersa HENpUBHICTOBAHUX Hajlora, ca
TPEHJOM Ja je 3alesiexer naj Opoja npujasbeHnx cayvajesa 2021, roamtHe y 0jHOCY Ha NPETXOJHY
rojmuy u pact 2022. roauue.
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Heopaawheno otkpuBame win kKopuinherme NpUBHICIOBAHUX HANOrA. KOJE NPEeACTaB/ba MHOTO
030M/bHUIM MHLLMJCHT jEp Y CaIyuajy VCICUHOCTH Hanaadm uMajy MoryhHOCT npueTyna oceT/bUBUM
nojaunma. 3abenekeHo je y npudakHO HeToM Opojy CBE TPH FOJIMHE,

I'pyna Hegocrynuoct naun orpanmnuena goctynnoer UKT cuerema ykibyuyje 4eTHpH THIIA MHIMACHTA:
npekna y GyHKUHOHNCAILY CHCTEMA WM JIe1a cHeTeMa (CHT. oulage), AMCTPUOYHPAHH HANA/L Ca LIH/bEM
onemoryhasaia uan ometama dynkunonncamwa MKT cucrema (eur. distributed denial-of-service -
DDoS). nanan ca unsbem onemoryhasatba uinn omertama gynkunonmcarwa MKT cucrema (enr. Denial-
of-Service - DoS) n caboraxy. 3a DoS u DDoS nanane npumeran je oOpHyT TpeHI Y 0AHOCY Ha
npeTe)aH TPeH/L KO JAPYrHX BpCTa Hanaja, y cmucay aa je y 2021, roAMHH youeH Harilu ¢ckok Opoja
npujabeHUX Hanazia, a 'y 2022, roguHu Harau najay oJHOCY Ha npeTxoany roauny. Takohe ce moske

10




youuth 1a 'y 2020. 1 2021. roanHu Huje 3abeneken HUTH jeaan cayyda) cabotaxke, 10K je y 2022, roMHu
NPUjaBbLEHO NET TaKBUX Clydajena.
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Vrpokapawe 0Oezdennocti nojaraka obyxsara kpuntorpadekw Hanaa, ueosnawhen npueryn
noaauuma n weosnauthene nivene uian Gpucare nojataka. Ykynan Opoj oBHX HaNaaa Huje BEJIHKHM, a
MOKe ce npumerTHTH Osarw TpeHa pacta Opoja cayuajea neosiaauwtheHor npucryna nojaiMma u
neosaawwhene nimene uau Opucama nojaraka v Tpen najaa opoja kpuntorpadcKux Hanaja.
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OnepaTtHBHM HHIMAEHTH CY OHH KOjH JI0BOJIE /10 3ACTOjA Y IPYkKakby YCAYra, OJHOCHO NNPEKH/1a KOjH Ha
Ou10 KOj H HAYHH yrpO}KaBajy MNOCAOBHH MPOUECC U3A3BAHUX OTKA3HBAHKEM XAPJABCPCKHX KOMIOHCHTH
uin npobaema y paay ca copraepckum komnoHentama. Y 2020, roannu Gpoj 3abenexenunx npodiaema
ca Xap/IBepCKUM M ca coTBepcKMM KOMMoHeHTama OMO je NpHOIHKHO NCTH, 10K J€ Y NOCIeAbe [1BE
rOIMHE NpHjaBbeH NpUbaNKHO JBOCTPYKO BehH Opoj npobiema ca cOPTEPCKUM KOMIIOHEHTAMA HEro

ca Xap/BepoM.
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V rpyny Muumaenara pusnuko-rexnuuke desdeaHocTu cnajajy nonsiase, noxapu u kpahe. Moxke ce
KOHCTATOBATH J1a je 30up rnoxapa v noruiaga y 30Mpy NpuaH4HO KoHctanTad (no 29 y 2020. w1 2022,
roantn u 27 y 2021, roannn). aau je 6poj npujaBibeHnx Kpaha NpakTHYHO je/IMHK THIT HHIW/EHTA KOJH
0eJ1e3KH IMHeapHy TPeH I pacTa y NpoTeK/e TPU rOAnHE.

V ocrase MHUM/IEHTE CBPCTAHM CY CBH OHM KOJW HE Craaajy Y HABEACHE KaTCropuje, Kao wWTo cy
JeTeKlMja noTeHunjanHo HebesbeaHux anaukalMja, Heo100peHe rulaTHe TPAHCAKUMjE MM JIakHK
NpodUAH Ha APYIITBEHUM MpekKama.

Vkynau 6poj npujasbennx urumaeHara y 2020. roanumn 6mno je 25.958.850, y 2021. roaunun 13.279.007,
ay 2022. roannn 10.808.838. I'ieaajyhu camo ose Gpojese morao 6u ce crehn yrucak na nocroju
reHepaiaH TpeH cMmarberba Opoja uuunaenara. Mehyrum, tpeba umatn y Buay aa je y 2020, roannu
6poj MHLIMACHATA HA r106ATHOM HUBOY €PYNTHPAO KA0 MOC/E/ANIIA NAHAEMH]E H H3IMEHIEHHX OKOTHOCTH
nocaosawa 1na vu Cpouja Huje Guia uiysera o/l Tor TpeHaa (Ha KanocT, CTaTHCTHKA Koja Ou nokasana
osaj ckok Huje sohena y CpOuju npe 2020. roaune). Cneaeha roamna 1oHena je 3HauajHO CMUpPHUBaLE,
na nopehemwe 2021. u 2022. roamHe moxe Oosbe nokasatu npasu Tpeni. Ilocmarpajyhu Tpenn
[pHjaB/bLEHUX CKeHuparba noprosa (8.469.448 vy 2020. roanuu, 7.924.368 y 2021, roamnu u 7.691.232
y 2022. roanuu) u Opoj noKyuwaja OTKpuBatba KpeaeHuujana (16.831.352 y 2020. roannu, 4.984.475 y
2021. roannu v 2.513.290 y 2022. roanMHH) OYUITICAHO j€ 1a OBE [IBE BPCTE MHIIKM/IEHATA, KOje Y CBAKO]
0/1 OBe TpH roauHe 3ajeano uune uimehy 94.4% un 97.4% on ykynnor Opoja uHumacHarta, Genexe
3HAYajHO CMaibelbe HAKOH MpBe rojuHe nanjemuje n tpebajy Outu Tperupane 3acebHo 3601 cBoje
MPOLEHTYAMHE 3aCTVIULEHOCTH. AKO ¢e W3 YKynHOr Opoja MHLMACHATA M3y3MY OBe jiBe BpcTe, a00uja
ce cneaehu aujarpam Opoja MHLUMACHATA NO FOMHAMA:
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Ako ce y3me y 003up n1a je 2020. roanna 6una cneundruna u ysme y 003up oanoc O6poja MHLMAEHATA Y
2021. u 2022. roaMuu, youasa ce 3Havajan v 3adpuibasajyhu pact. Ha rnobanHom HUBOY. NpoOrHose cy
Ja he Opoj MHIMAEHATA 3HAYAJHO PACTH Y HAPEIHOM NEPHOLY (HHjE€ HAM NO3HATA HUTH je/IHa aHajin3a
Koja 3akbyuyje jaa he 6poj unumaeHara onaaatu). aau takohe u wuxosa coductumpanoct. [Nocedno
cy anapmanTha npeapuhama aa he ce HaCTaBUTH TPEH/L pacTa NPOCeYHE WTETE 110 UHLMACHTY, WITO
3Haumn 1a he yKyIHa cyma wreTe HaHeTe HHUMACHTHMA pacTh y j1octa sehem npoueHty o pacrta 6poja
uHuMaenara. Osaksu Tpen08u Hehe Mmumonhu v CpOujy na ce MOKE OYEKHBATH J1a C€ U Y HAPEAHUM
roaMHama HactaBu pact Opoja NpHjaB/bLEHNUX MHUMAEHATA, a/IK M PACT HAHETE LUTETE.



2) /1a ;1 ce y npeaMeTHoj 00J1aCTH CIPOBOAH HJIH €€ CIIPOBO/IHO JOKYMEHT jaBHE NOJIHTHKE
nan nponuc? MpeacraButu pesyarare cnposoherba Tor JOKyMeHTAa jaBHe NOJHTHKE HJIH NPONHCA
H 00pPa3I0KHTH 3001 Yera 100HjeHH Pe3yITATH HHCY Y CKJAY €A IVIAHHPAHHM BPeIHOCTHMA.,

Crparernja passoja undopmanuonor Apywrsa v uHdopmannone dHe3democrn v Penybannm
Cpouju 3a nepnoa on 2021. no 2026. roamue npejacrasba Mel)ycekTopeKy cTpaTerujy Kojom ce
vTBphY]y UH/BEBH K Mepe 3a pa3Boj) uHGOpMaUMOHOT ApYLITBA W MHBOpMauHoHe Be3dbeaHocTH. YV eny
KOjH ce oaHocu Ha uudopmaunony 6e3beanoct Crpateruja je yekaahena ca JIMpeKTHBOM O MPEIKHO] M
uupopmaunonoj 6esdeanoctn EY (enr. Network and Information Security Directive - NIS Directive),
koja npeasuha odasesy 10HOUICHA HallHOHAMHe cTpaTeruje 3a nudopmaunony 6e3deaHocTt kojom he ce
AeMHHUCATH CTPATEIIKW 1MJBEBH M NPHOPUTETH KOJU €€ OJIHOCE HAa MPEAKHY M MHPOPMALUOHY
DesdeaHocT.

Crparernjom je aedunncan noceban unb Yuanpeherwe unpopmayuone desoeonocmu cpahana, jague
ynpaee u npuspeode. Koju ce 0cTBapyje Kpo3 peanusaumjy caenehux mepa:
=  [I0AM3ae CBECTH M 3Hawa y oOsactv MHopmauuone OesdennocTH rpahana. jaBHMX
ciyxkOeHHKa U npuspe e,
* noauszamse kanauutera UKT cucrema oa noceGHOr 3Hauaja 3a npUMEHy Mepa 3alliTuTe,
= poamsame  kanaumtera Haumonanwor [[EPT-a, LIEPT-a opranma Baactu u IlEPT-oBa
camoctanunx oneparopa MKT,
" [10/M3a1bE KANAaUMTeTa HHCIEeKUM]e 3a MHpopMalMoHy Oe3deHocT,
*  [JOACTHLAE JaBHO-TIPUBATHOT NapTHepcTBa y obnacTi uhdopmalmone 6e306eHOCTH 1
» yHanpehewe perunoHaiHe u MelyHapoaHe capaime.

AKUHOHM nJaH 3a peaamnsaunjy Crpateruje passoja MHGopMauMoHor ApywTsa M HHpOpMaLHoHe
OeszdennocTH 3a nepuoa on 2024. no 2026. roaMHe MepH OCTBAPEHOCT OBOI MOCEOHOr LH/bA KPO3
['noGanuun unaeke uudopmaumone desdeanoctu (enr. Global Cyber Security Indeks) Koju mepu ocam
HHMKATOpA: NO3HIM]Y JApIKaBe y r10d0alHuM OKBUpUMa Y 0BOj 001acTh, HHaeke Oe3deanocTi y cajbep
MPOCTOPY, 3aKOHE, TEXHHUKY Pa3BHJCHOCT, OpPraHu3allijy, Kanaturere, capaiiby U NO3ULMJY ApKaBe y
peruoHaIHUM OKBHUpUMA V 0BOJ obsacTh. Y nocineameM uiaamy I nodannor unaeke anndopmannone
Oe3benHocTn™, Penybnuka CpOuja Haina ce y npeoj 01 net rpyna apkasa Koja obyxsara 3em/be ca
HajBMLIMM  HMBOOM  pa3Boja vy  oOnactw  uudopmaumone  OesdeanocTH.  Mehynapoiana
TEJICKOMYHHKAIMOHA YHH]a BPEAHOBANA je MeT K/bYYHUX KOMMOHEHTH pa3Boja. U TO MPaBHU OKBHP,
TEXHHUKE Mepe. OpraHu3allioHe Mmepe. jadame Kanauurera u mehywapoany capaamwy. Penybdauka
CpOuja npenosuara je Kao jejana o BojchuX 3ema/ba y CBHM OBMM acnekruma yume je norsphen
3HAYajaH JONPUHOC HALLIE 3eM/bE Y OCHIYpaBaky BUCOKOI HUBOA HHBOpMALIMOHE Oe30e/HOCTH.

V okBupy mepe Hoousare ceecmu u snarea Vv obracmu undopymayuone 6e3beonocmu cpabana, jasnux
cavocbenura u npuepede peajnsopate cy cieaehe akruBHOCTH:

* V capaiibH ca HaICAKHMM MMHMCTApCTBOM KpeHpaHe Cy M CnpoBejlieHe /Be Bpcre oOyka
HAMEHeHe [peaCcTaBHULIMMA MHUHMCTapcTaa. Teopujcky oOyky mnoa HasuBom Jlpumena
Mosena akta o 6e3deHocTH noxahano je ykynHo 27 3anocieHux auua 3 9 MuHucraperasa, a
JIBOIHEBHY TeXHUUYKY 00VKy .JleTekunja n ondpana UKT cuctema oa cajdep Hanaaa™ noxahano
je ykynHo 28 3anocneHux 3 8 MuHucrapctaBa. Takohe, y capaamd ca Hucturytom 3a
cranaapan3aumnjy ¥ MUHHCTAPCTBOM YHYTPaLbUX 110CI0BA 0/IpKaH je BeOMHAp 101 Ha3HBOM
..Oa 3Ub-a 10 cranaapaa™ HaMEHEH NIPEACTABHULIMMA CYJICTBA M NIPABOCY /IHMX OPraHa, Koju je
noxahano ykynuo 78 yuecHuka.



VY capaawu ca Paauo tenepusujom CpOMje opranusoBaHa je MeAHjcKa Kammamwa HamerbeHa
NOAM3AY CBECTH O 3Hauajy WHpopmaumone 0e30€IHOCTH y OKBHPY KOj€ CY €MHTOBAHM
CYKATHBHM CNOTOBM Ha Temy Oeszbeanoctu seue Ha uutepuery. Takohe je y 10 enusona
peasmzopaHa W emucuja . Jlopoawuna wmpexka’ y UWBY [0/M3aka CBECTH O 3HAuajy
unpopmaumone 0e30eHOCTH, O PH3HLUKMMA U Mepama 3alliTUTE, Y KOJOj Cy akTHBHO yuewhe

HMAJH POJINTELY Ca JICILOM.

Y toky 2022. roamue cnposejieH je JaBHH MO3MB 3a J10/1ely CPe/CTaBa 3a OpraHH3oBarhe
PErHOHAIHMX KOH(EPEHLMja HA TEMY pa3sMeHe HCKYCTBA Y 001acTH Noin3arba HUBOA IMrUTaNHe
IHCMEHOCTH, JIMFHTAIHMX KOMICHTCHIM]A M peanusauujy nporpaMa Koju 3a Wb HUmajy
MOJN3ahEe AMIUTATHHX KOMITETEHLM]A JKEHA W3 pypaiHHX obnacTy.

Mspahen je Boanu 3a cajbep GesbeaHoct maaux W cpeawsux npeayseha y capaawn ca
Haumnonannum LEPT-om Penybauke CpOuje. Boauu je HamemeH MajiuM W CpPeahum
npeaysehuma u caapiku ynyrcTea 0 TOMe Kako ce€ 3aliTHTHTH 01 Hajuehux npeTu 1o
uHGopMaLMOHY 6e30eJIHOCT ¢ KOjHMa Malia u cpeiba npejyseha Mory aa ce CycpeTHy y CBoM
pajly. @ 3aCHOBAH j¢ HA J10Ka3aHUM NIPUMEpHMa J100pe Npakce NpUBaTHOT M JaBHOI CEKTOpa.
Hauuonanuu LIEPT PenyOanke CpOuje kpenpao je niardopmy 3a nojn3ame CBECTH M 3HaAbA U3
obnacTtH HHpOpMaLHoOHe Oe30eHoCTH, Koja  je J0CTYIHA Ha  alpecu:

hitps:/learn.cert.es/Home/Homemostrar | our= T rue.

Y okeupy mepe Vuanpehere capaoiwe u noousare kanayumema FIKT cucmema 00 nocebnoe 3navaja

3d APUMENHY Mepd 3Amume:

oapxkane cy o0yke n BexOe 3a npeacTaBHUKE NPaBoOCYAHUX oprana u onepatopa MKT cucrema
0/ noceGHOT 3Hauaja y 001acTH CHEPreTHKE:

MPUIPEM/LEHE CY CMEPHHLE 3a JOCTH3aHe HEOTIXOJHOI HHUBOA WCIYHEHOCTH 3axTeBa (CHr.
common criteria) 3a nuopmarmony 6e30e1HOCT y OKBHPY YIPaB/barba CBMM (hazama sKUBOTHOT
uukayca MKT cucrema 0JHOCHO 1€10Ba cucTema:

y okrodpy 2022. roaune oa ctpare PeryiatopHe areHuMje 3a eNeKTPOHCKE KOMYHHKAUHje
nowrancke yeayre (PATEJD. kao Hauwonannor LIEPT-a, opranusosana je Haunonanna
koHpepenumja .. byaumo cajdep ceecHu”. Kojom je obenexer okTobap kao mehyHapoaHu mecell
uupopmatnone 6e30eHOCTH Ha KOJO] CY NPe3eHTOBAaHA aKTYe1Ha JelaBarba y cajoep npocTopy.
HauuHu yHanpehemwa capaate n pasmene uidopmalinja o cajoep nperbama, NpeacTaBbeHH cy
HAYMHM 3aUITUTE KPUTUYHE HHPPACTPYKTYPE, KA0 H 3Ha4aj jJaBHO-MPHBATHOT NAPTHEPCTBA Y OBO)
obaacTH;

TOKOM HosemOpa 2022, roauue ojpxana je KoHdpeHuMja y oprauusauuju  Peructpa
Haunonantor Mureprer romena Cpduje Ha K0joj €y HACTaB/LEHH PA3rOBOPH MOBOIOM NOAKH3aIbA
CBECTH M eayKaluje 0 HHGopMalmoHo) 6e30e/IHOCTH U NPE3EHTOBAHK Cy pe3yTaTH npojekaTa
Cajbep Xepoj M MruTaliHe Kamnamwe 3alTHTH ce.

y okeupy Oaze Haunonanwor LIEPT-a kpeupan je jeo 3a pasmeHy nonataka uimeby
Hauunonanuor LIEPT-a u UKT cucrema on noceOHOr 3Havaja M yernocras/beHa je mardopma 3a
pasmeny noparaka MISP - Malware Information Sharing Platform):

Yy TOKY je npunpema obpazaua 3a camonpoueny MKT cucrema oa noceOHor 3navaja Kao M 3a
poBepy cTeneHa pazsujeHocTn nHdopmanmone dezdeanoct y Penybanum Cponju.

Y okeupy mepe loousawe kanayumema Hayuonamnoe HHEPT-a, I{EPT-a opeana eracmu u IHHEPT-06a

camocmannux onepamopa HKT cuemema:



H'jpElf]CHC CY CMEpPHHUILIE 3a NMOoCcTYname y C.'I}-‘ii]j)" HHLUHKH/CHATA l\'ﬂjl-i CY BHCOKOI' H BEOMA BUCOKOT

HHBOA ONACHOCTH:

yenocTaBbena je capaama mimehy Munucrapersa, Hauwonannor 1lEPT-a u Cekropa 3a
BAHPEHE cHUTyauMje y OKBHpY MHUHMCTAPCTBA YHYTPalllkWX NOCIOBA PajJH NPEno3HaBarba
MEXaHW3aMa capaiibe Y Cy4ajy MHUMICHTa BEOMa BUCOKOT HHBOA ONACHOCTH!

venoctasben je LIEPT MuuucraperBa oadpanve v ynucan y Esuaenun)y UKT cucrema on
nocebHOT 3Hauaja;

KOHTHHYHpaHO ce Bplin noxahame odyka sanocaennx y Hauwonannom LIEPT-y y cknaay ca
MJIaHoM cTpyuHor ycaspiuasatha PATEJl-a

Hoousaiwe kanayumema uncneryuje sa unghopsayuony bezoednocm Bpiin ce kpo3 opojue odyke mehy
KOJUMa Cy Haj3HavajHuje:

Mepa

OO0yka Kojy je opraumnsosano Axpeanraunono teno Cpouje yv3 yuewhe EY ekcnepara BesaHo 3a
elDAS peryaatusy (enur. Regulation (EU) No 910/2014 of the European Parliament and of the
Council of 23 July 2014 on electronic identification and trust services for electronic transactions
in the internal market and repealing Directive 1999/93/EC):

Obyke 3a kopuihere codreepa eMucnekrop:

Yyectsopame Ha Texuuukom kogoksujymy 3a [EPT-ose 3anaawor bajkana kojy je
oprain3oBao JKeHeBCKH LleHTap 3a ynpaibame 0e30e1HoCHHM cexTopoM (enr. Geneva Centre

for Security Sector Governance - DCAF) y capajiib ca A10aHCKOM HALUMOHATHOM areHUMjoM 3a

CHEKTPOHCEKY cepTHdukaum]y u nudopmannony de3deanoct (AKCESK) y okBHpy pernonantor
1pojexTa;
O6yka MHcTuTyTa 3 CTan apan3alin]y 3a 41aHOBe KOMMCH]a 3a CTaH1ap/ie U CPOJIHE 10KYMEeHTe:
NFC paamonnua kojy je opranusopana Areuidja Epponcke Yuuje 3a cajbep OGesbenHoct —
EHUCA.

Hoocmuyarve  jasno-npusamnoe  napmuepemea ) obaacmu  ungpopmayuone  6ezbeonocmu

peainsyje ce Kpo3 cienehe akTHBHOCTH:

Y oksupy ¢onaaunje Mpexka 3a cajdpep Oesbennoct” (Hekajawma lletuuuka rpyna), koja
NOBE3yje NPUBPEAY H JOHOCHOLIE OJUIYKA O MMOJUTHKaAMa Kpo3 ruargopmy 3a JAHCKYCH)Y M
CIPOBOhEH-E aKTUBHOCTH YeMepenux Ka yHanpeherwy undopmanmone 6e36eanoctn y Cpoujm,
peannsyje ce nporpam ..Cajbep xepoj” y OKBMpY KOra ce peaiusyje TaKMUuere y odiacTu
uHdopmaumone desdeanoctu Serbian Cybersecurity Challenge. 2022, roqHe HAUHOHATHN THM
CpGuje yuectBoBao je Ha mehyHapoanom takmuuewy European Cyber Security Challenge
(ELICLL 2022). TMopea tora, va nosus Arenumje Esponcke Yuuje 3a cajbep OesbenHoct —
EHUCA., aBa npeacraBiuka u3 CpOunje Ounn cy kauwamaaru 3a Tum EBpone Ha TakmMuuersy
KOHTHHEHaTa.

3ak/byueHH Cy cropasymH o capaiibi ca Capesom ciaenux beorpaa u Casesom raysux beorpan
- NOCTUIHYT j€ JIOTOBOP O OJIpsKaBatby npeseHTauuja Ha temy 6e30eHOCTH JIee Ha HHTEPHETY.

Vuanpehewe pecuonaine u mehynapoone capaoie cnpoBojn ce Kpo3 Opojue akrnBHoCTH npasuhene
aKIMOHUM T11aHOM Mehy KOojuMa ce H3/Bajajy:

YV oksupy uuuuujatuse ,OtBoperd bankan™ 3akbydeH je Crnopazym o nosesuBawby lema
enekTpoHeke wiaeHTHpukanmje rpahana 3anaanor bankana nimely Cpouje, Andanuje u Cesephe
Makeaonuje, uume ¢y Jpxase MehycoOHO npusHane leme enekTpoHcke uiaeHTH(HKaumje
ynucane y ojarosapajyhe perucrpe. 3ak/byunBare OBOI Criopazyma nojpasymesa ja crpaHe




TEXHUUYKH [TOBEKY CBOjE MOPTAJIC S/IeKTPOHCKE YIpaBe Tako ja rpahaHu MOry /1a ce e/1eKTPOHCKH
HACHTH(PHKY]Y ¥ CKILy ¢a HajHANpeAHU]HM cTanaapanma undopmaumone 6e30eaHoCTH.

V centemOpy 2022. roauue notiucan je Memopaniym o pasymesaiby y o61actu nudopmaumone
Oe3beanoctn namehy Munucrapersa vndopmucarsa u reekomytukauuja Penydamnke Cpouje u
Cagera 3a cajoep Oezdeanoct Yjeaumwenux Apanckux Emupara. Capaamwa npeasuhena oBum
MEMOPAH/YMOM €€ CIPOBO/M KPO3 pasHe yHarpea jaorosopeHe dopme, YKby4Yjyhu oOyky,
TEXHHUYKE KOHCYJITALM]Ee W pa3MeHy CTPYuHaka y HeonxojHum odnactuma. OOnact capaime
npeasuheHe MeMopaHaymMoMm cy: pasmeda uHpopMmaunja 0 puznUHMa 110 UHGOPMALIHOHY
Oe3bennocT, 3aje/IHMUKO MHOPMHCae M 0ATrOBOP HA MHUM/CHTE Ha Nosby MHhOpMaumone
Oe3beanocTh, noaena uudopmMaumja o WHpeHY 3J10HaAMEpHUX coTBEpa. pasMeHa rnojaraka o
HHAHKATOPUMa KOMIPOMUTALH]jE, NpYyKatbe HHPOpMaUHja 0 MOTYAUM YCNIELIHHM peLiebuMa y
obaactu uudopmanmore 0e30eAHOCTH, 3ajeIHHUYKA capaliba vy OpPraHu3oBaiby TeXHHUKHX
pasnonuua, konheperiuja, eyKaTHBHUX noceTa u 00yKa, 3ajeIHHYKa KOOpAHHALIHja M capaiiba
y opraiusaumju n cnpoohetby 00yka y obaactu nadopmalimone 6e30e/,1HOCTH.

V nosemOpy 2022. roaune v beorpaay peanmzopana je TAIEX ekcneprcka MHUCHMja Koje ce
0/HOCH Ha cepTHdukaumnjy y obnactu nudopmaumroHe 6e30e/HOCTH, KA0 U HA OCTaNa NUTamba y
BE3M ca npumMeHoM AkTa o cajbep Oesbeanoctu EY (Ypenba 2019/881). TAIEX je vHCTPYMEHT
Esponcke KomMucHje 3a TeXHHUKY mnomoh W pasmeny uudopmaumja M noapkasa jaBHy
A/IMHHHCTPALIH]Y v Be3H ca yeKknahusameM, npumeHom u cnposohersem 3akonoaasctsa EY, kao
M oJlaKkiuaBawem pasmene Haj0obuX npakcw EVY. EKcneprcko] MHCHiM NpPUCYCTBOBAIW CY
npeactauuun  Kanuenapuje 3a  MHGOpPMAUMOHE TEXHOJIOTMjE W €JCKTPOHCKY YNpaBy,
MunucTapeTsa oadpate, MunuctapeTsa HHpOpMHCaba U TeleKoMyHHKauuja, besdeanocHo —
uHdopmarusue arenumje. kao u npeacrasiuun PATEJ-a - Haunonannor [IEPT-a. Excnepreka
MUCHja 3ATPAKEHA J€ Y [IM/bY MPHIIPEME 3a PEBHIMpALE Nponuca w3 obaacTH HHdopMalHoHe
0e30e/1HOCTH y CKAaLy ca HajHOBHjUM 3akoHoaBcTBOM EY.

Y oktobpy 2022, roamue ojpxkau je cemunap o Iipeorocy HUC 2 nmpexruse EBporncke yuuje,
VIOPEJIHO] NpakeH y Besn ypehera u pajsa areHumja 3a uudopmaunony 6e36e1HOCT, npomeHama
y cranaapay MCO 27001 u vajbosum peteruMa y norie/ly ynpapibatba KPH3HAM CHTYalMjama
y cayuajy cajoep MHumMaeHaTa. Y BE3M Ca HABEACHHUM TEMaMa YUECHMILM CEMHUHAPA MPe/CTaBHIN
Cy NPAaBHHU M CTPATEILKN OKBUP M NPAKCy M3 CBOI JI€1I0KpYyra paja.

V okrobpy 2022. roanse MMHHCTapCTBO je Y4ecTBOBANO Ha MelyHapoaHo) KoHgepeHunju
INSAFE AND INHOPE, oapxanoj y bpuceny.

Haanexun oprann PC capahyjy ca EY uHctuTyumjama Haanexuum 3a obnact uudopmaumnone
Oe3beaHocTn.  MunucraperBo  ocTBapyje  capajamwy ca  MehynapojaHoMm  yHujom  3a
TE/ICKOMYHUKaumje y norneay uspaie Inobannor mHackea cajbep Oe30eAHOCTH, KAao M ca
Arenumnjom Epornicke Yhuje 3a cajoep Oesbennoct EHUCA yuewhem y paanoj rpynu 3a
€NeKTPOHCKY MAeHTH(hUKaM]y M KBaluduKoBaHe yciayre oa nosepewsa. LIEPT-oBu w3
Penybanke u3 Cpouje nanase ce na Trusted Introducer nnctu, a Haunonanuu LIEPT w LIEPT

MVTI unavosu cy Forum of Incident Response and Security Teams oprannsaumje.

U nopen yenewxor cnposohetsa aktuHocTh npeasuhennx Ctparternjom passoja MHGOpMauHoOHOr
apywrea u uudopmaunore 6e3deanoctn y Penybumun Cpoujn 3a nepuoa oa 2021, no 2026. roamue,
3001 HEIOBO/BHMX KAJIPOBCKHX M TEXHUUKHMX KaNaUMTeTa HaUIeKHUX oprana y obnactu uudopmanmone
0e30e1HOCTH, KacHH Ce Yy peaiu3auMjy MNMoje/IMHUX aKTHBHOCTH, Kao WWITO CY: M3paja CMEepHUUA 3a
JIOCTH3aIE HEONXOAHOI HHBOA MCMYHEHOCTH 3axTeBa (eHr. common criteria) 3a MH(OPMAaLMOHY
0e30e/1HOCT Y OKBHPY ynpasibatba CBMM (pazama xusotHor uukiayvea MKT cucrema oanocHo nenosa
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CHUCTEMA; Ppa3sBoj. XapMOHHM3aUMja W [POLIHPEHE  CHELH|AIH30BAHNX  KypeeBa W nporpama
nHpopmatHone 6e30e/HOCTH Ha YHUBEP3HTETHMA W APYIHM BHCOKOLIKO/ICKHM yCTaHoBama: o0yKe 3a
Mana u cpeitba npeayseha o noTpedu n HaAuMHY NPUMEHE MEPA 3ALUTHTE M BAXKHOCTH KOHTUHYMpAHOT
NOAM3aba KanauuTera 3anoc/IeHUX, Y CKIaly ca HallHOHATHUM U MelyHapoHuM cTanaapanma. 300r
M3MEHA CBPOINCKUX JIMPEKTHBA Y 0BOj 00JacTH HEOMXO/HO je M3BPLUIMTH XapMOHH3ALM]y nponuca u
vekiaanTh ojpendbe 3akona o uHhopmaumnonoj oesdenoctu ca HHC 2 Jlupekrusom (enr. Directive
(EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on measures for
a high common level of cvbersecurity across the Union, amending Regulation (EU) No 910/2014 and
Directive (EU) 2018/1972. and repealing Directive (EU) 2016/1148 - NIS 2 Directive) Ycknahusarse
nponuca omorvhuhe nacrapak capajame ca MehyHapoanum teauma u uenymwee odapela Penydauke
CpGuje v npouecy npuapyxuBatba Epponckoj yuuju. Yuanpehewe npasHor oksupa tpebaio Ou na
nodosbwa He camo mehynapoany capamwy, Beh W Kanaumrere CBHX EHTHTETAa HAUICKHUX 34
00e30ehuBambe nudopmarnone He3deAHOCTH.

3) /la am ¢y youenu npobiaemu y 00.1acTH U HA Kora ce oun oaunoce? llpeacrasuru vipoke
H noc/ie/ e npod.rema.

Anaansupajyhu nocrojehn 3aKOHCKM OKBHD M HEIOBY MMIJIEMEHTALM]Y. [IM/bEBE MOCTaB/beHE
Crpatervjom pa3Boja HH(OPMALMOHOT JAPVILTBA U HHpopmaumone Oe3deHocTH 3a neproa 2021.-2026.
rojIMHE W NpaBlEe pa3Boja Ha riaodainom n HuBoY EBporncke yHuje, mory ce uaeHTudgukosatu ciaeachu
npobaeMH KOjH ce Mory rnpesasnhi HCK/bYYMBO H3MEHOM MHCTHUTYLIMOHATHOT M NPABHOI" OKBUPA:

* peyckaahenoct 3akoHa 0 HH(pOPMaIIMHOHO] DE30€AHOCTH ¢a EBPONICKHM TIPONTMCHMA,

" He/A0CTATaK KanauuTeTa HaaIeKHUX OpraHa,

* porpeba 3a NOAM3AILEM OTNEPATHBHUX KAaNalMTETa 3a pearoparbe Ha HHUMIAEHTE, noceOHO Ha

OHE 0/1 HALIMOHAJIHOT 3Havaja,

" HE/IOCTATaK CHCTEMCKOI MPUKYIL/batka u pazmene nudopmatuja.

" HenocTojare HauuoHanHe riatdopme 3a Op3y AeTEKUM]Y HHIMACHATA,

®  HEJ0CTATaK KOOP/HHAILK]E 3a OTKPHUBAILE PAHBOCTH H

*  HEN0BOJ/bHA KOOp/MHALM]a MehyHApOAHHX AKTHUBHOCTH.

t‘l’t’l'('h'.?ﬂ;}{.’.’a‘()('?ﬂ Jarona o H.Fl(f)f.l}J_U(JHH{JHU}' Oezbednocmu ca CERONCKUM NPORUCHMA

M3mene n jnonywe 3akona o wuudopmaumonoj Oeszdepnoctu 2019, roamHe oaHocuie ¢y ce Ha
yekaahusamwe ca HUC JInpexktusom Koja je v acuemOpy 2022. roantse samerwsena HUC 2 Jlupektusom.

300r Tora je npeacrasbeHa ynopeasa anaania HUC m HUC 2 Jlupexruse, kako OM ce npenosxaie
pa3iMKe v NpaBHOM OKBMPY Koje je neonxoano npesasnhun. HUC Jlupektua ysoan 19 neduuuumja,
a0k je y HAC 2 Jlupektusu osaj 6poj nopactao va 41. Behuna nedunuumja vz HUC Jlupexruse
saapskana je uy HUC 2 JIpeKTHBM Yy MCTOM MM MPAKTHUYHO MCTOM OOJMKY, aiM je HeKOIMKO

”

AehuHMIMja TEPMUHA NPETPIIENO CYIITHHCKE NPOMEHE.

Ha npumep. tepmun . uuumaeHt” je y HUC Jlupextusu aedunucan kao 6uno koju jorahaj Koju nma
CTBAPHH HEKebeHH edekar Ha Oe3deHOCT MpeKRHUX H MHPOPMALMOHMX cucTema, Aok je y HUC 2
JlupekTusn oBaj TepMuH aeduuncad Kao jorahaj KOjU KOMIIPOMMTYjE AOCTYIHOCT, ayTeHTHYHOCT,
MHTEIPHTET MM NTOBEP/LMBOCT CKIAJANILITEHUX, IPEHOLIEHHX HIIM IPOLIECUPAHKUX M0ATaKa, UK yCayra
KOJ€ ce HYJIe WM KOJHMa ce NpHCTyna nyTeM MpexHuX W uHpopmauuonux cucrema. Jleguuuunja
TepMHHa ,pyKoBaibe HHimaeHTom” y HUC 2 JIupeKTHBH NpOLIMPEHA je NPeBEHIIMjOM, PearoBameM



ONOPABKOM, Y3 JICTEKUM]Y, aHAIN3Y W OrpaHHyYaBare KOju ¢y Beh OGN YK/bYUCHH Y AeDUHHLIM]Y OBOT
tepmuna y HUC Jlupekrusu.

HUC JlupektuBa je y cBom Ynany 5 nponucupana kpurepujyme 3a ojapehusamwe onepatopa
CCEeHIIMJaTHUX cepBUca:
" CHTHMTET [IpY/Ka CEPBHUC KOJH & HEOMNXO/AH 3a O/pP/KaBae KPHTHUHUX APYIUTBEHHMX W/HIIN
CKOHOMCKHX aKTHBHOCTH;
" NpY¥Karbe TOI CEPBHCA 3ABHCH OJ1 MPEKHHUX H HHdJOpMﬂLLHOHHX CHCTEMAD H
" MHUMAEHT OM UMA0 3HaYajHe peMeTHauke eekTe Ha NpyKamwe TOr cepBHca.

Osu kputepujymun vucy saapxann y HUC 2 Jlupextusu, Beh je oa JIMpekTHBa eHTHTETE KOjUMa CY
nponucane nocedHe obaBese NoJe/IUIA HA eCEHUM]ATHE M BakHe. Y CKaaly ca oBoM noaeiom, oapehenn
CV M CEKTOPH BHCOKE KPUTHUHOCTH M OCTAJIH KDHTHYHN CEKTOPH Y KOjuMa ce 00aBibajy AeNaTHOCTH 0.1
nocednor 3nauaja. HUC 2 Jlupekrusom ojipeheno je aa y CeKTope BUCOKE KPUTHYHOCTH Cnaaajy:

"  CHEpreTHKa,

= cao0Opahaj,

= 0aHKapcTBO,

*  UH(ppAcTPYKTYpe (PUHAHCH]CKHUX TPAKHUILTA,

= 3/IpaBJbe,

* nujaha Boja.

" OTHA/IHE BOJIE,

*  AuMruTaiHa uHdpacTpykrypa.

* ynpasbabe UKT yeayrama,

*  jaBHA aAMUHMCTpALH]a M

" CBEMUP.

VYpeheHo je aa y octazne KpUTHUHE CEKTOpe cnajaajy:

" [OLITAHCKE U KYPUPCKE yeayre,

" YIpaB/baibe 0TNAN0M,

*  [POW3BOAMA M cHabEBatbe XeMHKaIHjama,

*  NpOM3BO/A. 00pata u McTpuOYLIHja XpaHe,

*  Jipyre NpoM3BOAHE AENATHOCTH (NPOH3BOLLA MEAMLMHCKHX ypehaja i in vitro aMjarHoCTHUKKMX
MEJIMIIMHCKHX CpeCTaBa, pauyHapa, eJeKTPOHCKHX M ONTHYKMX [POM3BOJA, €ICKTPHUHE
ornpeme, MaluHa 1 ypehaja. MOTOPHUX BO3HIIA, NPUKOJIKLA W MOAYNPHKOIHLA W MPOU3BO1HHA
ocTasne Onpeme 3a 1pesos).

" pyKame JAUTHTANHHX yeayra v

" HCTpAKUBaIbLE.

Ouapeadama HHUC 2 JIupeKTuBe NponucaHto j€ jia ¢e eCCHUM]aIHUM EHTHTETHMA CMaTpajy:

" EHTHTETH KOJH NpeBa3niase BeAUUHHY cpeamnx npeayseha (umajy suwe oa 250 3anocieHux u
obpT 04 npeko 50 MHAMOHA €Bpa) M KOJU CBOJY /EJaTHOCT 00aB/bajy Y HEKOM OJ1 BHCOKO
KPUTHYHUX CEKTOPA:

" IpYAKAOUN KBATM(PHKOBAHHX YCAYra O MOBEpetba, NPYAKAOLUM YCIYre perucTpauuje J1oMeHa
HajBuLLer HUBOA M npysKaotn ycayra DNS 6e3 003upa Ha BEIMUHHY:

" [IpYKAOLUM YCAYra JaBHUX CICKTPOHCKMX KOMYHHKAIMOHHUX MPEKA MW JaBHO JOCTYMHHX
eIeKTPOHCKUX KOMYHHKAIIMOHHUX YCayra Koju cnaaajy y npejayseha cpeumwe Bennuune;

®  OpraHy Ap)KaBHE YMPABE HA LIEHTPAIHOM HUBOY:

" CBH JIPYTH €HTHTETH KOJM CBOje AeNaTHOCTH 00aB/ba)y y BUCOKO KPHTHYHHM MM KPUTUUHWUM
CeKTOpPMMA., a KoOje je JApKaBa 4iaHMla MACHTH(HKOBANA Kao eceHlMjanHe jep Cy jeJMHM
MPY/KaOLH HEKe eCeHIMjaIHe yeayre, jep On NpeKHL y npyKamwy yciyra Morao MMarH 3Havajat
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YTHULA] HA jJaBHY CHIYPHOCT, jaBHy 0e30e1HOCT M JaBHO 3paBibe, jep OW NpPEeKUa Y Mpykary
yClAyra MOra0 MMaTH 3HauajaH CUCTEMCKHM PHU3HK, HJIW KOJH CY KPHTHYHM 3001 crieuHrune
BAKHOCTH HA HALLMOHATHOM HJIH PErHOHAIHOM HHBOY:

" EHTUTETH MAEHTH(HUKOBAHW KAO KPUTHUHM ¥ ckaay ca Jlupekrusom 2022/2557:

*  CBH APYIH CHTHTETH MACHTH(HKOBAHN KAO eceHuMjantn y cknaay ca Jlupekrusom 2016/1148
(HUC JlnpekTtisa), ako Jp;kaBa 41aHHIA NPOUEHH Ja je TO noTpedHo.

BakHUM eHTHTETHMA CMATPajy ¢e EHTHTETH KOJU CBOjE Ae1aTHOCTH 00aB/bajy Y BUCOKO KPUTHUHUM MU
KPUTHUHHM CEKTOPMMA, @ KOJH He HCNymwaBajy kputepujyme ja Oyay MAEHTUPHKOBAHM Kao
ecenunjaanu. Takohe, BaKHUM €HTHUTETMMA C€ CMaTpajy M OHM KOje je JpXKaBa ujiaHuua
uaeHTHOUKOBaANA KAO BaXKHE jep CY jeaMHUW MPYKAOLM HEKe eceHuMjasHe ychyre, jep O npekua y
Mpy’Kary yeiyra MOrao MMaTH 3Hauvajan yYTHI@A] Ha jaBHY CHIYPHOCT. jaBHY 0e30eaHocT M jaBHO
3ipaB/be, jep OM NpeKu/l y Npykarby YCayra MOrao MMaTH 3Havajad CHMCTEMCKH PH3IMK, WIH KOJH cy
KpUTHYHK 3001 cneunduuHe BaXKHOCTH Ha HALMOHATTHOM HITH PETHOHAIHOM HUBOY.

HUC ampekTHBOM 1ponucaHo je aa ce oapehupame wWra npeacTaB/ba 3HavajaH pemMeTHIaukn edekar
MPEenycTH 3eM./baMa wiaHuuama, npu yemy je JIMpekTnBom cyrepucato ja ce y o03up ysme:
*  {Opoj KOPHCHHUKA CEPBHCA KOJH MPYKA Ta] CHTUTET KOjH ¢y noroheHu npekuaom;
" 3aBUCHOCT JIPYFUX CEKTOpa KOjHMa NPHUIAJIAjy ONepaTopH eceHlMjalHuX cepBuca 0/l cepBuca
KOjH Npyka Taj eHTUTeT:
" VTHUA] KOJMU OM WMHUMIEHTH MOTJAM MMaTH, Y CMMCIy o0OMMa M Tpajarba. Ha CKOHOMCKE W
JpYUITBEHE aKTHBHOCTH WK jaBHy Ge3beaHocT:
®  TPKUILIHK YACO TOI' EHTHTETA:
= reorpadiCKo WMpere Y noriesy nojapyyja koje 6u Morao OuTH noroheHo HHUMAEHTOM: H
*  BAKHOCT CHTHTETA 3a 0/IPIKaBambe J0BOLHOI HUBOA cepBuca, Y3umajyhu y o03up AocTynHocT
ajaTepHATHBHUX MOTYRHOCTH 3a NpyKame TOr ceppuca.
Y HUC 2 JIupekTHBH HHje 3apKaH MojaM 3Ha4ajHOI peMeTHIAuKor edeKTa, anu ¢y yBeJAeHH NOjMOBH
3HauajHe cajOep npeTe M 3HaYajHOT MHIIMAeHTa. 3HayajHa cajep npeTwa je kao nojam jaeduuucana y
wiany 3. HUC 2 Jlupektuse kao cajbep npeTa 3a KOjY €€, HAa OCHOBY CBOJHUX TEXHHUYKHX
KapaKTEPUCTHKA, MOKE TPETNOCTaBUTH Ja MMa MOTEHIMjad Aa 030MbHO YTHYE Ha MpekKHe M
MH(pOPMAIIHOHE CUCTEME EHTHTETA WX KOPUCHHUKE HErOBHX YCIyra HaHOUICEM 3HATHE MaTepHjaiHe
MW HemaTepujanie wrere. Yaanom 23, KojuM cy npornucaHe odaBese H3BEIITaBamba, Je(hMHUCAHO je j1a
he ce MHIMAGHT cMaTpaTH 3HAYAJHUM aKo:
" e Npoy3pOKOBAO WM MMA KanaluTeT ja Npoy3poKyje 030K/ bHE NpeKuae npykama ycayra nin
030WIbHE (PUHAHCH]CKE TYOUTKE YIPOKEHOM CHTHTETY, H
" je yTHIIA0 WM UMA KaraiMTeT JIa YTHYe Ha Jpyra (pu3nuka uin npaBHa jinlia nyrem HaHolleHa
3HAYAJHE MATCPHjalTHE HIIH HEMATEPH]aiHe LITeTE.

HUC JlupexkTuBa oOaBezana je ApikaBe UJaHWMLE Jla YCBOJE HAUMOHAIHY crpaterujy 0e30eaHoCTH
MPEKHHX U HHPOPMALMOHMX CHCTEMA KOja MOpa YK/byunBaTH ciejehe:
" UM/BEBE W IIPHOPUTETE HALMOHANHE cTpaterje 06e30eHOCTH MPEKHUX H WHPOPMAUMOHHMX
cHeTema;
®  OKBHp VIPaB/baiba 3a MOCTH3aE LIM/bEBA U NPUOPHUTETA OBE CTpaTeruje, YKabydyjyhu yiore u
OJIFOBOPHOCTY JIPAKABHUX OpraHa W Ipyrux pe/ieBaHTHHX aKkrepa:
* yrephuBame Mepa Koje ce 0/HOCe Ha MPUMPEMLEHOCT, pearoBame W OnopaBak, ykmwyuyjyhu
capamwy uimehy JaBHOI M NPHBATHOI CEKTOpa:
* qporpame o0pasoBatba, NOAN3aAa CBECTH U 00yKe:
®  [UIAHOBE UCTPAKHMBAHLA U PA3BOja;



" [IdaH NPOUEHE PH3UKA PajIM HHUXOBE MICHTU(UKaLM]E:
" CrMCAK aKTepa YKbYYEHMX y cnposohetbe HaumonanHe crpaternje 6e30eHOCTH MPEKHUX
HHPOPMALMOHHMX CHCTEMA.

Y HHUC 2 Jlupektusn Takohe noctoju obasesa 3a ApkaBe YIaHULE 1a YCBOje HALMOHAIHY CTPATErHjy
(anu ce KOPUCTH M3pa3 ..HalMoHa Ha ctpateruja Mudopmaunone Ge30eHOCTH). NpY ueMy je crucak
obGaBe3HMX CTABKM OCTA0 CAHYaH, a jojaTe ¢y M KOOpAMHauMja W capaiawa. Takobe., apikxasama
yjJaHuuama je aara odaBesa /1a Kao J1e0 HallMOHANHE cTpaTeruje yeBoje ciaeaehe noauTHke:

= pewasame uupopmalone 6e30eHOCTH Y aHily cHabjieBaha;

" VKbyuuBawe W crieurdukaumjy zaxresa sesanux 3a Oesbennoct MKT npoussoaa u yeayra y
JjaBHMM HabaBKawma:

" yIIpaB/baEe PakUBOCTUMA;

" QApKABAKE OMNILUTE JOCTYMHOCTH, WHTETPUTETa M MOBEP/LMBOCTH JABHOI je3rpa OTBOPEHOT
MHTEPHETA:

" [IPOMOBMCAILE Pa3sBOja M MHTErpallMje pesieBaHTHUX HaNpPEAHUX TEeXHOJAO0rMja ca LHbem
MMILIEMEHTAUM]C HAJCABPEMEHH]UX MEpA 3a YNpaB/bake PH3MKOM Y 001acTH MHPOpPMALMOHE
0e30e1H0CTH:

= [IpOMOBHMcatbe W pazBoj oOpazoBamba W 00yKa, BELWITHHA, M0/AM3aha CBECTH M MHULIMjaTHBA 33
MCTPAKHBAILE M PA3BOj. KAO M CMEPHHULA O 100pHM TpaKkcama M KOHTposiama cajoep XHrujeHe:

" [OJPLIKA AKAJEMCKHM W HCTPOKMBAUKHUM HHCTHTYLIMjaMa y pa3Bojy. yHanpehety u npomMotujm
npuMeHe anaTa 3a MHopmalmony oezdenHocT:

*  nojaplika 100poBO/bHO) pasMeHH HHpopmalinja;

*  jauarme cajbep OTNOPHOCTH U OCHOBE cajbep XMrHjeHe MauX U cpebux npeayseha:

" [IPOMOBHCaHE aKTUBHE cajbep 3aluTure.

OGe AupeKTHBE Nponucyjy obasese 3a ipKaBe Y1aHuLIe J1a 0]pe/ie Ha/leKHe opraHe (jesaH UM Buiie)
M JCJAMHCTBEHY TauyKy KOHTaKTa, Kao W Ja ycnoctase TMMOBE 32 XMTHO pearoBathe Ha MHUM/CHTE -
LICHUPT (eur. Computer emergency response leam) ca HaANCKHOCTHMA KOJe MOKPUBAjY CEKTOpE 01
noceGHOI 3Havaja.

HUC 2 JlnpektuBom 3aapxkane cy oiapeade o I'pynu 3a capaawy u Mpewu LICHPT-oa w3 HUC
JIMpEKTHBE, Y3 HELITO NPOLIMPEH CKYT 3a/1aTaKa 3a OBa jiBa Tela.

HUC 2 JlupekTuBom aeTta/bHuje ¢y paspalieHe TeXHHUKe, onepaTuBHE (10JaTHa BPCTa Mepa Koja HHje
Ouna nomenyra y HHUC JlnpexTuen) n opraHn3aunoHe Mepe 3a YIpaB/barbe PU3HLIMMA 110 MPEKHE H
“HpOpMALHOHE cucTeme. Y oBe Mepe criajajy:
" [IOJIMTHKE V BE3M aHau3e pu3nka U 0e30e1HOCTH HHPOPMALIMOHUX cHCTeMa;
" PYKOBatbe MHLMKJICHTMMAL
" KOHTHHYMTET [10C/I0BaLA H YIIPaB/balbe KpH3ama:
= Oe3beaHocT naHua cHadaeparba;
= (e30eaHOCT Yy HadaBUM. pa3BOjy M OJAPKABALY MPEKHUX M MH(POPMALMOHMX cCHCTEMA,
VK/bY4Y]YhH OTKPHBALE U PYKOBAILE PabHBOCTUMA!
" [OJAMTHKE M Npolieaype 3a npoueHy eMKacHOCTH Mepa 3a YIPaB/bame PHIUKOM:
" [IPAKTHKOBAaE OCHOBHUX Mepa cajbep xurujeHe n o0yKe Y LHibY Noan3ara 6e30¢/IHOCHE CBECTH;
" [IOJIMTHKE W Npoleaype BesaHe 3a kopuuhewe KpunTorpadckux MeTo1a:
*  (e30eAHOCT /bYICKHX pecypea, MOJUTHKE KOHTPOIE MPHUCTYNA U YIIPAaB/bathe aceTHMa;
*  kopuiwhere myaTudakropeke ayreHTHdUKaLmMje M APYrux Meroga jake ayreHTUdukalmje u
kopuuiherse 6e30e1HHX KOMYHHKALMOHUX CHCTeMa, NocebHO Y Cllyuajy BaHpeAHHX CUTYyauuja.
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HUC 2 JlupexTusa saapkana je oapeade o 00aBe3n M3BEIITABAKA O WHILM/IEHTHMA, NIPH YeMy ce oBa
00aBe3a 0JIHOCH W HA ECEHILM]aIHE M HA BAXKHE EHTHTETC.

Y onnocy na HUC JlnpexTuy, y HoBoj JInpekTHBHM yBeieHa je o0aBesa 3a JpiKaBe wiaHMLE a o1pee
MJIM YCIIOCTABE je/IaH MM BUILIE HA/IZIEKHUX OPraHa 0ir0BOPHHX 3a YIPaB/barhe BETHKHM HHIIHAEHTHMA
M Kpu3ama. AKO ¢e 0Ape1d BHMIIEC OpraHa, Mopa ce€ HEJBOCMHCICHO OAPEAMTH KOja MHCTHUTYIM)a
KOOPAMHHMPA HHUXOB pajl y Cyuajy BEIMKMX MHUMAEHATa W Kpu3a. Jlpxkase unanuue takohe mopajy
VCBOJHTH HALLMOHAIHM [1J1aH 3a 0JI'0BOP HA BEJIMKE HHILMEHTE W KPH3E KOJU MOpa caipKaTH:
" uu/beBe 3000 KOJHX €€ Mpeay3uMajy Mepe H aKTHBHOCTH,
*  3ajaTKe M 0JIFOBOPHOCTH HA/UICKHHX OpraHa,
" [IpOLEAYpPE 3a pearoBale M HHXOBO YKJIANamwe y OMNUTH OKBUP 3a pearoBatbe y ciyuajy
HalMOHAHE KpH3e, Kao W KaHaje 3a pasmeHy uidopmauuja,
" mepe Koje je noTpedHO Npe/ly3eTH pajan npunpeme, yKbydyjyhu Bexoe u obyke.
" OpraHu3auMje W3 jaBHoOI M NPHBATHOT CEKTOPA H MHPPACTPYKTYPY KOja €& aHTaxyje,
" [poueaype M crnopasyme uiMehy HalMOHATHUX HAANCKHUX OpraHa.
HUC 2 JIupeKTHBOM NPONKHCAHHM CY CAHYHH 3aXTEBH H Npowimpet ckyn 3aaaraka 3a LICUPT-ose (LIEPT-
ose) v oanocy Ha HUC Jlupexrusy. Jloaarnu saxrtes y HUC 2 Jlupextusnu je aa cy LICUPT-oBu y
obase3n aa obesbene NOBEP.LUBOCT M 10Y3JAHOCT CBOjUX onepaumja, a sagaum 3a LICHUPT-ose cy
crnenehm:
» qnpaherbe M ananusupabe cajdep nNpeTibi, pambHBOCTH U MHLIMACHATA HA HALIMOHAJIHOM HHBOY H,
Ha 3aXTEB. NpYykKatbe NOMONM eceHlIHjaIHUM W BAXKHUM EHTHTETHMA,
" [IpYKaHE PAHUX YI030PeHha U APYTHX HHDOPMAaLIKH]a O PHIHILMMA W HHIIWIEHTHMA ECEHIIH]aTHUM
H BOKHUM CHTUTETHMA, HaTEAHUM OpPraHMMa v JIpyrum cybjekTuma o1 3Havaja,
" pearoBame HA MHUMACHTE M NpyKambe NoMohH eCeHLMjATHMM W BaXKHUM EHTHTETHMA (e je
MPUMEH/BUBO),
' [IpYKae AHHAMHYKE dHAIW3C PH3MKA W HHUMACHATA M YKA3HBAE HA TPEHYTHY CUTYALIH]Y.
" IpYKAE CCCHUMJATHHM M BaXKHHUM SHTHTETHMA YCIYre NpoOakTUBHOI CKEHUPatha MPEKHHX W
HH(POPMALIMOHUX CUCTEMA PaJIM OTKPHUBAILA PalHBOCTH,
= yyewhe y Mpexu LICHPT-oBa,
" KOOpAMHAUMjA AKTUBHOCTH YCMEPEHMX HA KOOPJAMHUCAHO OTKPHBAKE pakbUBOCTH (rae je
MPUMEH./BHBO). H
*  JlonpuHOC NpuMenn Oe30e/HuX anarta 3a pasmeHny uHdopmanmja.

Oapeade 0 KOOpAMHUCAHOM OTKPHBaLY parbnBocTh ¢y yeeaene y HUC 2 JlupexkTusy kao HoBa Tema
(koja nuje nocrojana y HUC dupexkrusn). HUC 2 [IupekTuBOM 1ponucaxo je aa apxkase uaanuie rpeba
na oapeae LICUPT koju he Ourn koopaunatop oux aktuHoct. Taj LICHPT Tpeba na aeayje kao
NOCPEAHHK O/ MOBEPEHbA W 0JIaKILIA KOMYHHMKAUHK]y H3mehy oHOr Ko npujaibyje pawbHBocT (On10 za je
y [UTamy MpaBHo win (GU3MuKo auue) M npoussohaua NMOTEHUM)ANHO PabHUBOT NMPOH3BOAA MK
npyikaota noTeHumjasHo pawuse yeayre. 3anaum osor LICUPT-a ykibyuyjy:

" paeHTHPHUKALM]Y M YCTOCTAB/bAaEe KOHTAKTA Ca NMPEAMETHUM CTpaHama,

= pnomoh cTpanu Koja npujaBbyje pamHBOCT U

*  JJoroBaparhe 0 POKOBUMA 3a 00jaB/bHBAILE, KA0 W YIIPAB/bate PabUBOCTHMA KOjE YTHUY Ha BHILE

EHTHUTETA.

CTpanu Koja npujas/byje parbHBOCT MOpa OHTH 3arapaHTOBAHA AHOHUMHOCT aKO TO KeJH.

HHUC 2 Jupexrusa aaje sazatak EHMCA-u na passuje n oapxasa Esponcky 0asy parbHBOCTH,
yKbyuyjyhu oarosapajyhu MHGOPMALLMOHM CHCTEM, MOJMTHKE W NPOLEAYPE, Ka0 W Ja [peaysMe
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HEONXO/HE TEXHMYKE H OpraHu3alMone mepe Koje he rapantosat 6e30€1HOCT M MHTETPUTET OBe Dase
nojaraka. basa nojaraka he OurTu gocTyrnHa CBMM 3HAuYajHUM eHTUTETMMA. a caapxkahe cneaehe

Mo/J1aTKe:
" OINKHC pabHBOCTH,
" Oﬁ}'.‘(BaheHe NMPOHU3BO/IE HITH YCAYIC H 030H/LHOCT PAKBHUBOCTH ¥ CMHCITY OKOTHOCTH 1O KOjHM'd
OHa MOe OUTH eKcrnioaTucana u
*  IOCTYMHOCT ojrosapajyhe 3aKkpre Wi ynyTeTBO 33 YMamebe pH3HKa ako 3aKpria He 110CTojH.

Hosurer y HUC 2 Jlupextusu je yenocTas/batbe EBporcke Mpese 3a opraHusaumjy Bese 3a cajoep kpuse
(EU-CyCLONe). CBpxa ycrioctaBbara 0OBe MPEkKe je No/pIiKa yrnpaBbaby BETUKUM HHIIMIEHTHMA H
KpH3ama Ha ONEepPaTHBHOM HUBOY M OCHIYPAHE Pa3MEHE peieBaHTHUX HHpopmauuja uimehy npxasa
yjaHMua M MHeTUTYLMja EY. 3anaum oBe mpexe cy:
= 1a noseha HUBO NPUIPEMILEHOCTH 3a YIIPAB/bAaE BEIMKUM HHLMACHTUMA W KpH3ama;
*  J1a pa3sBHje 3aje/IHHYKY CBECT O CHTYALIMJH Y BE3H €A BEJIMKUM MHIUMICHTUMA W KpH3ama;
* 12 NPOUEHH MOCAINLE H YTHLA] PEJICBAHTHUX BEIMKMX HHLM/ICHATA W KPH3a M NIPE/UIOKH Mepe
3a yonaxasaibe:
" 13 KOOPJAHHHPA YNIPAB/bahe BETHKHM HHIMICHTUMA W KPH3IaMa W MOJIPIKH IOHOLLECH:E O/UIyKa Ha
MOJUTHYKOM HUBOY Y BE3M Ca hHMA,
" 1a pacrpas/ba. Ha 3aXTEB JP/KABE YIaHULIe, O HALLMOHATHUM [171aHOBHMA 33 PEaroBabe Ha BEJIMKe
HHLMJICHTE M KpH3eE.

Hosw 3anarak koju je EHUCA no6una HUC 2 JlnpexktuBom je aa, y capaiibu ca Esponckom Komucujom
u ['pynom 3a capajisy, u3paau usseilntaj o cramy y EY y obaactu undopmaiimone 6e36e1H0CTH 1 a ra
npeactagu Esporickom Tlapnamenty. Osaj w3Bewraj ce wipahyje cpake apyre roaune u tpeba na
o0yxBaTH:
*  [IpOLEHY PH3HKA Ha HUBOY EV:
" [poueHy pasBoja kanauurera y obaact nHpopmaiinone 6e30e/IHOCTH Y JaBHOM M NPHBATHOM
CEKTOpY:
*  [IPOULEHY OMWTEr HUBOA CBECTH O MHPOpMaMOHO] Oe3deaHocTH M cajdep XUrujenn mehy
rpahaHuMa M eHTUTETUMA, YKIbYUYjyhu Mana u cpeama npeayseha:
*  30MpHY NIPOLICHY HHBOA 3PEIOCTH KanaiuTeTa U pecypea 3a Hndopmannony 6e30e1HOCT LHPOM
EV. kao u cTenena 1o kojer ¢y vekaahene HaunoHanue crpareruje uudopmaunone 6e30e1HoCTH
JIP/KaBa Y1aHuLa.

I'pyna 3a capaamwy je HUC 2 Jlupextusom noduna sanarak aa 10 17. janyapa 2025. roaumue, y3 nomoh
Esponcke Komucuje, EHUCA u Mpewxe LHCHPT-oBa, ycnoctaBu MeToA010rMHjy U OpraHusallioHe
acnekTe NApTHEPCKUX Nperie/a (eHr. peer reviews). ca CBPXOM yuera u3 Tyhux HeKycTasa, ojauasaiba
Y3djaMHOI  MOBEPEHbA, MOCTU3aha BHCOKOP 3aje/IHHYKOr HMBOA HH(opmaunoHe 0e30e/IHOCTH U
nodo/bllaka KanaiureTa W MOJMTHKA JIpiKaBa uYjlaHula jJa WMIJaeMeHTHpajy oy JIMpeKkTHBy.
[TaprHepcku nperiean mopajy outn 1006poosbHiU M cnpoBOheHH 01 CTpaHe HajmaHje /Ba ekcriepra y
obnactu uHdopmaumnone Ge30eHOCTH KOJH HHMCY M3 JpKAaBe 4JaHWUE Y KOJOj Ce BpIIM rperie/.
[Maprhepcku nperieamn Mopajy o0yXBaTHTH Makap jeiHy o/ cieiehux npoueHa:
" HHBO HMILIGMCHTALIMjE MEpa 3a ynpaBbawme pH3MiMMa y uHpopmaunonoj Oe3deHocTH M
UMILIEMEHTaUMje oDaBes3a v Be3M n3BeluTapatba yrephennx osom Jlupekrusom;
" HHUBO CNOCOOHOCTH, YK/bY4Y]YhH pacnosiokuse UHAHCHJCKE, TEXHHUKE M JbYICKE pecypce, M
e(hMKacCHOCT M3BpLIABAbA 3a/1aTaKa;
= oneparusHe cnocodHoctu LICHPT-osa:
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" HWBO UMMJEMeHTalHje y3ajamHe nomohu:
*  HWUBO UMMIEMEHTALMjE pa3mMeHe HHhopManHja:
* poceGHa nNUTaba NPeKorpaHuyHe uin mehycekTopeke npupoje.

HHUC 2 JIMpeKTHBOM je NpONMCaHo Ja AP/KABE YJIaHHIE MOIY 3aXTEBATH O/l €CEHLUMJATHUX W BAKHHUX
entuteTa aa kopuere oapehene MKT npoussoe, ycayre u npouece, Koju ¢y cepTH(PMKOBAHH npema
eBponcKkUM iemama ceprudukaimje 3a uudopmanmony 6e30€/IHOCT YCBOJEHUM Y CKaajly ca AKTOM 0O
cajbep de3deanoctun. Iopen Tora. Esponcka Komucuja uma osaamhersa aa aonynu oy JIMpekTuy
npeuusupajyhu Koje Kateropuje eceHlUMjalHUX W BOXKHMUX eHTUTeTa Tpeba jga kopucre oapehene
ceprudmrkosane MKT npoussose. yeayre u nipouece. Ako ojrosapajyha esporicka wema ceprudukaumje
3a uHpopmaunony Gesdeanoct uuje aocrynua, Esponcka Komucuja mosxe saxresarn og EHUCA na
MPUIIPEMH OBY ILEMY.

3001 HaBeICHUX M3MEHA NpaBHOr OKBHpa EBponcke yHuje cTeapa ce ja3 y nponucuma koje Penydnuka
CpOwuja, He camo 3001 o0aBesa npey3eTHX y Npouecy XapMOHH3alKje u NPUKbYUera EBPONCcKoj yHHjN,
Beh 3001 ynanpehera came o6aactu, mopa jaa npesasuhe. Crora je HCONXOAHO W3BPUWNTH YeKahuBatbe
MpaBHOTr OKBHPA W 3aKoH 0 UHpopMaIHOHO] 6e30eAHOCTH XapMOHH30BATH ca HaBe1eHOM JIMpeKkTHBOM.

Hedocmamarx kanayumema Hao1e HCHUX opednd

Tokom umnaemenraumje 3akona yrepheno je na MKT cucremu oa noceGHOr 3Hauaja He JIOCTaBIbajy
HHpOPMALLHje O CBHM WHLKACHTHMA KOjH 3HA4ajHO yrpoxKasajy uHpopmaunony 0e30e1HOCT, HAKO CY
oGase3uu aa To unne. Yenen tora Haumonanuu LIEPT nuje y moryhHocTi 1@ y nOTHYHOCTH 1patw
TPEH/I0BE Y OBO] 00/1ACTH, LITO UMA YTHIIA] H HA AHAH3E PU3HMKA M MHLM/EHATA HA OCHOBY KOjUX OM ce
MPY’KaJIn CABETH M Mpe/iarane Mepe 3a OTK/Iabarba MOTEHUH]ATHUX HHLKIEHATA.

3a ucnyraBame CBUX 3aKOHOM npe/iBUCHUX HAIEKHOCTH HeonxoaHo je na Haumowanuu LIEPT u
octann IIEPT-oBu ocnoBanun y Penyonuum CpOuju mmajy anekBatHe pecypee. Iloctoju renepanno
MHILILEHE Y CTPYUHO] jaBHOCTH 1a ce oOnact wHdopmaumone 6e30e/HOCTH He CXBaTa JIOBO/BHO
030u/bHO M aa ce Moryhe nocneauue oa Hanaaa na UKT cucreme notuemwyjy, 04HOCHO He npuaaje um
C€ JIOBOJbHA NMaxkiba. JeJHo 01 NUTAka Koje ce YecTo nocrassba je morvhuoct odeszdehea HeonxoaHux
JbY/ICKHX pecypca M a/IeKBaTHA HAKHA/1A 33 HUXOB pajl. UMajyh i y BHILY CHTYALIM]Y HA TPKHUILTY €A OBUM
Ka/[poM HACyNpoT OrpaHuuetbUMa Koja Hamehy nponucH y jaBHoM CeKTopy. ¥ TOM KOHTEKCTY NoTpedHo
je carneaatu KanauuteTe (1pe CBera KaJApoBCKe aii H OPraHH3alHOHO-TEXHHYKE) HA/UIEXKHOI oprana (y
AasbeMm TekeTy: Muuucrapero). Kao v Ko Apyrux ApkKaBHUX M OCTanux oprana. ¥ MUHHCTapCTBO ce
cyouapa ca npoOieMOM jla NpUBYHYE M 3a]pPKH JO0BOBHO CTpydaH Kajaap koju he ce OaBHTH
uHpopmanmorHom desdeaHowhy.

[Tpobaem ca KajpoBuMa ce 1nocebHO 0IHOCH HA MOCJIOBE MHCTNICKUH]E 3a nHpopmaunony 6e3beaHocT,
OAHOCHO HA YMILEHULLY Ja TPEHYTHO MHCNEKLMja Opoju JBa MHCNEKTOPA. 3aKOHOM 0 HH(OPMALIHOHO]
6e30e1HoCcTH npeaBuheHo je 1a 0Ba MHCMEKLK]a BPLUIX HAA30p HAl IPUMEHOM 3aKoHa u Haa pajaom MKT
cucTema oj nocedbHor 3Havaja. Umajyhu y suay 6poj KT cuerema oa noceGHoOr 3Havaja jacHo je na asa
HHCTIEKTOpa He MOTy DaaroBpeMeHo aa cnpose/ie Haasop Haj Behum 6pojem MKT cucrema on noceGror
3Hauaja. 3akoHoMm je npeasuheHo 1a uHenekTop uva osiaiiherwa 1a HATO0KH OTKIamwarme yTBpheHux
HENPABMIHOCTH M Ja 3a0panu Kopuiherse MocTynaka Hin TEXHUUKUX CpeacTaBa KojuMa ce yrpokasa
WA Hapyuiasa uHdopmauuona 0e30e/H0CT, Kao M Jla OCTaBM POK 3a NpUMeHy Hajnokenux mepa. C
0031pOM J1a je OBO HAYMH /1a C€ NPUMEHE HEKE Mepe HEOTNXO/He 3a cy30Hujathe HHIMAEHATA, Y cayya)y
0/ICYCTBA MHCMEKTOPA HE NOCTOJU aATEPHATHBHM HAUMH 3a HAJlArake THX Mepa.




Hedocmamar onepamugnux Kanayumemad 3d peacosarse id uiyudenme

Y Penydauin Cpbuju cy y nocieambiX HEKOJIHKO rOJIMHA pa3sBU]jaHH KanalWTeTH 3a pearoparbe Ha
MHLIMAEHTE Y HEKOJIMKO OpraHa yrnpase, ajiu y BehMHU opranusaiija, Kako y jaBHOM CEKTOpY Tako W
reHepaiHo y oHMMa Koje ¢y Hauiexue 3a yipasbare MKT cucteMuma Koju npunanajy KpHTHUHO)
HHPACTPYKTYPH, HEMa J0BObHO M3rpaheHHX KanaiuTeTa, na yriaBHOM 3aBuce 011 Tpehux smua.
Hatmonanuu LIEPT pearyje no npujaB/beHHM WM HA APYIH HAYMH OTKPUBEHHM MHumMaeHTHMa y UKT
CHCTEMHMA 0J1 NoceOHOr 3Hauaja, Kao M no npujasamMa (UIMUKUX M NPABHUX JIMLA, TAKO ITO NpyxKa
caBeTe W NPEnopyKe Ha OCHOBY pacnofokMBHX MHGOpMalMja 0O MHLMACHTHMA W NpELy3uma Japyre
noTpedHe Mepe M3 CBOJE HAJIEAKHOCTH HA OCHOBY JI00M]EHHX CaiHama, 10K ce HaarexkHocty LIEPT-a
oprana sractv y Kauuenapuju 3a undopmaiimoHe TEXHOIOTHje H €EKTPOHCKY YNpaBy O1HOCE, rpe
cBera, Ha  3awmtuTy  MHPOPMALMOHO-KOMYHHKAUMOHMX CHCTEMa  je/IMHCTBEHE  MH(opMalnoHo-
KOMYHHKALIHOHE MPeKe eeKTPOHCKE yIpaBe.

Mmajyhu 0BO y BHAY, YaK HH 3aKOHCKHM HHje nokpuseHa onepatusna nomoh apyrum MKT cueremuma
0/1 MOCeOHOT 3HAUaja, OCHM OHHUX KOJH Ce HAJIa3e Y OKBUPY CHCTEMA EJIEKTPOHCKE ynpase. Y npeTxojHom
Nepuoay M3IBPIIEHO je HEeKONWKO 030MbHuX Hanaga Ha MKT cucreme y jaBHom cektopy y CpOuju
(nomenumo camo Hanane Ha JKIT Uudopmarnka 3 Hosor Cajna u Ha PenyOanuKH reoeTCKH 3aBOA)
KOjH Cy 3aXTeBain AHIAKOBAHKE HEKUX ONEPATHBHHX THMOBA W3 JaBHOI CEKTOpA KOjHMa OBAaKBe
MHTEPBEHLIM]E HUCY Y HAUIEKHOCTH, AlTH U CIICLIHjaIH30BaHUX NPUBATHNX KoMnannja. OBaKBH NpUMepH
jacHo ykasyjy Aa rnoctoju notpeda 3a yenocraB/bamheM ONepaTuBHOr TUMA KOjU OM UMA0 Ha/LIeKHOCT,
a/lM W 3HaKe, J1a onepatuBHO pearyje y cayyajesuma uuumaenara y MKT cucremuma oa nocebuor
3Havaja kaza onepatop yrpowenor MKT cuerema nema concrBeHe KanailMTeTe 3a pellaBaibe
MHLH/IEHTA.

Takohe. jeaan oa waeHTuduKoBanux npodlieMa je Henoctojarbe obaBe3HUX BeAKOM Ha Kojuma Ou ce
npercnuTHBaie M yBexkOasaie npoueaype 3a pearopaibe y ciyuyajy uHumaenta. Opakse pexde cy
VCTA/bEHA Npakca y pasBujeHUM 3em/baMa, 10K ce v CpOuju HUCY OpraHu3osane y 3HauajHo] MepH.
M3yserak cy cajbep BexOe ..Cajbep Tecna™ koje ce 04 2016. roaune y Penybanun CpOujn opranmsyjy
Ha TOAMLIILEM HHBOY y capauibk Bojeke CpOuje m Haumonaauwe rapae Oxaja. ¥V umiby noansama
kanauurera 3anociieHux v LIEPT-osuma y PenyGanum CpOuju, ykibyuyjyhu u LIEPT-ose camoctannmx
onepatopa. y okBupy npojekrta ..YHanpehemwe nndopmannone 6e36eaHoct Ha 3anaanom bankany™
OpraHu3oBaHe cy TpeHuH3n W 00yke. Jeaan o naeHTHhHKOBaHNX MPOOIEMa NPUINKOM OpraHu3alluje
OBAKBHMX BEKOM je pe/oBaH M30CTAHAK JIOHOCHOLA O/UIVKA, OJIHOCHO JICICTHPAhEe HUKE PaHrupaHux
ciyKOeHHKA ¥ CBOJCTBY 3aMEHE.

Heoocmamar cucmeMcro? BpUKYnbalbd U pasmene undopmayuja

Hauuonannu [IEPT uma HaaneskHOCT Aa NPUKYIUbA W pasMmeryje MHdopMauunje 0 pusMuMMa 3a
6esdbeanoct MKT cucrema, kao u o sorahajuma koju vrpoxasajy 6e3beanoct MKT cucrema u y Besu
Tora obasellTasa, npyka noJApiiKy. yrnosopasa u caseryje auua koja ynpassajy UKT cucremuma y
Penyoanum Cp6uju. kao u jasHoct. Haunonanuu LIEPT je n Tauka KoHTakra ca ApPYrHM CAHYHHMM
opranusaumjama Bad CpOuje u ca mehyHapoanum opranusanmjama u yapyxemwmnma. ¥ mehyHaposinoj
npakcn Haumonanuu LEPT-osn a00mjajy noceban nosnoxkaj w npuctyn uHdopmainmjama y Besu
uHpopmalnoHe 0e30eHOCTH Koje HUCY JaBHO oOjaB/beHe. Kako OM MOrau 1a ux auctpubyupajy 10
cybjekara Kojuma cy ose nnpopmaunje norpedue. [lo osom nurtawy Haunonanuu LIEPT je seh cniposeo
oapehere akTUBHOCTH. Kao WTO ¢y oHe Ha umriemeHTauujn MISP naardopme. Ose akTuBHOCTH
cpakako Tpeba HaCTaBUTH aiu je noTpedHO YKbYUHTH Behn O6poj cybjekara.




[TpujaBa HHUKIEHATA je jenan 011 BaKHUX 00/1MKa npuKkyn/barba nHpopmaunja. Moxe ce KOHCTaTOBATH
na ce noGosbIaBa AMCUMILIMHA M0 MUTalLY MOWTOBAA 0BE 3aKOHCKe 00aBese anun ce He Moxke pehu za
ce OHA Y NOTINYHOCTH NOLITYje. jep je N3BECHO J1a ce MHOI'H MHLIM/ICHTH HE PUjaBIbY]y, a OTKpHBajy ce
Yy MEAMjMMa WM MYTEM JPYrux KaHajla Komynukauuje. Pasziosu 3a HenpujaB/bUBaibe €y pasHu —
HeoOaBeITEHOCT /1 je NpHjaB/bHuBaibe 00aBe3Ho, HeI0BO/LHA CBECT O 3HAYA]Y NPHjaB/EUBALA, CTPAX 01
YrpojKaBamwa penyraiuje, 3ay3eTocT JApyruM nocioBUMa, Win jeaHoctasna nebpura. Ilotpebho je y
KOHTHHYWTETY MOACTHLIATH MPHjaB/bHBabe MHUMAeHATA, noceOHo ako 6u To 0be3dbeanno u oapehenn
HUBO MPUCTYNA CHCTEMY 3a pasMeHy MHopmaumja.

Husax cmenen npeeenyuje u saumume HKT cuemema 00 nocebnoe snavaja

3akoHom o uHdopmaumonoj 6e3deanoctT aeduuucano je aa ¢y MKT cucremun oa nocedror sHauaja
CHCTEMH KOJWU €€ KopHucTe y 0DaB/batby 110C/10BA Yy OpraHMma BacTH, 3a odpaay noceGHUX BpeTa
N0JaTaka O JIMYHOCTH. vV 00aBsbaky JEJaTHOCTH 0j1 OMWITEr MHTEpeca W APYrHX JENaTHOCTH Y
oapehennm cekropuma (eHepreruka, caodpahaj. 3apaBcTBo. OAHKAPCTBO W (PUHAHCH]CKA TPKHILITA,
aurutaasa nadpactpykrypa, 106pa o1 onTer nHTepeca, yeayre MHGOpMalHOHOr APYIITBA M ocTalle
00/1acTH) U Y NIPaBHUM JIMLIMMA W YCTaHOBama Koje ocHuBa Penybanka CpOuja, ayroHOMHA NOKpajuHa
HJIM JeAIMHMLLA JIOKA/THE CamoyI1paBe 3a 00aB/batbe NPETXOAHO HABEACHHUX JICIATHOCTH,

MKT cuctemu oa nocebHOr 3nHavaja 1o oBoM 3akoHy umajy odapesy Ja €€ YNUWY Y €BHACHLM]Y
oneparopa UKT cuctema o noceOHOr 3Hauaja, npeiay3my Mepe 3alliTHTe OBOI CHCTEMA, JIOHECY aKT O
0e30eIHOCTH, BpILE MEPHOANUHY MPOBEpY YCKIaheHOCTH NMPUMEHEHHX MEpPa 3aLITHTE €A YCBOJEHHM
akToM 0 Oe30eHOCTH, ypesle oAHOC ca TpehuM JaMiIMMa Y CKIALy €a 3aKOHOM aKo HUMa rnosepasajy
akrusHocTH y Besu ca MKT cuctemom o nocebuor 3Havaja, 10ctas/bajy 00aBeLiTeba 0 HHUMJACHTUMA
KOjH 3HayajHo yrpoxkasajy undopmaumnony Gesdeanoct MKT cucrema u jlocrasbajy crarucTuuke
nojaarke o uHuuaeHTuma y UKT cucremy.

VYrpoxasarse UKT cuctema o nocebHor 3nayaja morao 04 J1a u3a3ose nocsieuie no GpyHKUHOHHCabe
opraHuzaliMja Koje tuMa ynpaeibajy. al4 W Ha npasa W uuTepece rpahana w npuBpese. Kao W Ha
HalMOHANHY W jaBHy Oe3beatoct. MUaentudukosann npodaemu ca kojuma ce cyouasajy MKT cucremu
ol noceGHOr 3Hauyaja OJHOCE Ce Ha HeAocTaTak A0BOJLHOI Opoja 3anocieHHx (nocedHO OHMX ca
a/IeKBaTUM 3HabeM). Heojrosapajyhy onpemy M He10BO/LHO pa3sBHjeHY CBECT PYKOBOJICTBA O 3HA4ajy
unopmainore de3deanocTH. OBH npodaemu ¢y noceGHO H3PAKEHH Y JaBHOM CEKTOPY. Y NPUBATHOM
CEKTOPY NOCTOJU H3aBajaibe Behux huHaHcHjCKUX cpeiacTasa 3a HHPOPMALMOHY 0e30€/HOCT.

Heoocmamak KARAQUMEMA 3d pedlosarbe Hd UHYUOEHME V OPHCAGHUM UHCIUMYuiava

M nopen obasese npeasuhene 3akoHoM 0 MHPOPMALMOHO] O€30€AHOCTH, HHCY CBE MHCTHTYUH]E Y
JABHOM CEKTOPY pasBHIIe KanaluTeTe 3a pearoBatbe Ha uHunaeHTe, Oprauy ynpase umajy npodnem ca
MPUBIAYCHEM M 3A1PKABAILEM Ka/Ipa 3a OBE [10C/10BE, 0 YeMmy ce nocebHO Mopa BOJAMTH pauyyHa y
ovayvhaocTh. Yak v MHCTHTYLHMjE KOje ¢y (hOPMAIHO VCNOCTABUAE CBOjE¢ OPraHU3alMoHe LEeIHHE M
pajiniie Ha M3rPaitby ILUXOBUX KanaiuTeTa MOpajy KOHTHHYMPaHO fa ynanpehyjy cBoje Kanauurere.
JIOK OHH KOjJH CBOj€ KanauMTeTe jol YBEK HHCY M3rpajinie Mory 100MTH, U 100Hjajy je, 01 CTpaHe OHMX
KOJH CY OJIMAKJIM Yy OBOM MpoLEecy.

Haunonanuu LIEPT. koju je octosan 2017. roanne. W nabe uma norpede 3a noaMsabeM Kanauurera
0e3 0031pa WTO je V NPEeTXOJAHOM MEPUOJLY 10CTA YHUILEHO T10 [THTaLY aHAKOBALA HOBUX 3aN0CI/ICHHX,
nHabaBke onpeme M onpemamwa npocropa. Capamwa ca LIEPT-om oprana snactw u LIEPT-oBuma



camoctannux onepatopa MKT cucrema je yenocrasibeHa u peJlopHa, ann moxke oMt nodosbiana kpos
MHTEH3UBHH]Y pa3MeHy 3Haa U MCKYCTaBa W Op3y nomoh y ciydajy HHLMICHATA.

Paau edukacumnjer pearoBamwa y ciayuajy 030M/bHMJUX MHIWAEHATA, NOCEOHO OHUX O/1 HALMOHAIHOT

3Hauaja. notpeGHO je yenoctasutu oarosapajyhe npotokose 1 npoueype 3a capaiiby, OApeanTH 0code
3d KOHTAKT U OPaHH30BATH PCIOBHE BewKoe.

LIEPT oprana BIacTy je MpeBacXoAHO YCMEPEH Ha 3alUTHTY Y OKBUPY je/IMHCTBEHE UHPOPMalMOHO-
KOMYHHKALHOHE MpeskKe eleKTPoHCKe yrpase. 3Hauajan Opoj opraHa jaBHe BAACTH NOBE3aH j€ Ha MPEXKY
CJICKTPOHCKE yYNpaBe H OJ1 BEJIHKE KOPHCTH On OO0 NOAM3aIE KBLHXOBUX KanauMrTeTa 3a pcaroBarbe 'y
cayuajy uHiMAeHTa 1 nobosbinatbe pasmene nudopmannja ca LIEPT-om oprana Baacty.

Heoocmamak koopounayuje 3a OMKPUBAIbE PAMbUEOCTTU

OBaj acnekT nocieAwbUX roauHa aAo0Mja cBe BULIEC HA 3Hayajy Ha rnodanHom HUBoy. Muoru
MCTPAKHMBAY M W CTPYU LM PA/Ie HA OTKPUBAILY PAUBOCTH M HUXOBOM OTKJIdMbatby Npe HEro iTo 1x
OTKPH]Y KPUMHUHAIK M 3J0HAMEPHH KOpPHCHUUM. Y Takeum curyauujama dewhe ce joraha na
KpUMHHAIUKH 100ujy otBopeny moryhuocet aa yrpose oapehenn MKT cucrem nero na opranmsaumja
ycrie Jla 3a Kparko BpemMe OTKIOHW PalbMBOCT, A j€ YCHOCTAB/bake MOJENA 33 CHCTEMATHYHO
oOaBellITaBame 0 PabHBOCTHMA HAYHH J1a C€ OBH NPOOJIEMH OTKIIOHE.

Heodoso bna koopounayuja mehynapoonux axmusHocmu

PenyGauka CpOuja akTHBHO yuecTBYje Yy MHOTHMM MehyHApOIHHM OpraHusalMjama v npouecuma y
obaactn uupopmaunone 0e30e/IHOCTH, KaKo Ha r1o0ajlHOM Tako W Ha PerHOHAaIHOM HHBOY. Kao H Y
Ounarepannum aktusHocTuma. Mamehy octanor, Penybanka Cpouja yuectsyje y paay Orsopene paane
rpyiie YH 3a nutama undopmaumone 6e30eH0CTH, HMasa je npeicraBinka y netoj I'pynu saaannux
excnepara YH, aktusHo yuecrtsyje y paay Hedopmanue panne rpyne OEBC ocnosane oanykom
Craanor casera 0poj 1039, cnonsop je umnaementaunje Mepe OEBC 3a usrpaasy nosepemsa 6poj 9,
ynas je ['nobannor dopyma 3a cajéep eKCnepTH3y H UMa UMEHOBAHE NPEICTABHUKE Y CBUX NET pajHUX
rpyna ogor @opyma. Mucruryuuje uz Penybanke CpOuje vecto yuecTByjy y akTHBHOCTHMA Koje ce
peainsyjy y oksupy mehyHapoaHuX npojekata u3 odaactn wudopmaunone 6e3deanoctu, ykbyuyjyhu
00yKe., paJHOHHMLIE, CacTaHKe U KoHdepeHuuje.

Jlocanaiba npakca 1o/ipa3ymMeBaia je aHrakoBarbe npe/ICTaBHUKA U3 HEKOJIMKO MHCTUTYLH]A M3 jJaBHOT
cexropa y mehyHapoaHum opranusanujama v teauma. Taksa npakca Huje npodsiem cama no cedu, aiu
MOJKE JIOBECTH 10 HEKOH3UCTEHTHOI CTABa Pa3/MuWUTHUX NpeJACcTaBHUKA 3001 mawka uHdopmaumja o
nosuumjn Cpduje MM aKTHBHOCTHMA MPEACTABHUKA Y APYrMM Opranusauujama. 3nauajHo Ou Guno
ycnocrapbamhe 00aBe3nux KoHcvaTaunja npeacrasiuka Cpouje y mehynapoannm opranusaujama y
obnactn uudopmatone oesdenocTH, yiumajyhu y 003up HaaaexHocth MUHUCTApCTBA CHO/BHUX
Mocj0Ba.

4) Koja npomena ce npeiiazke H /14 JiH je IPOMEHA 3aHCTA HEONX0/AHA H Y KoM 00Hmy?

HM3mene 3akona o uupopmauunoHoj GesdeaHocTH MHULMpaHe cy npe ceera 30or ycknahupamwa ca
espornickom HHUC 2 Jlupexrusom (enr. Directive (EU) 2022/2555 of the European Parliament and of the
Council of 14 December 2022 on measures for a high common level of cybersecurity across the Union,
amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU)
2016/1148 - NIS 2 Directive) ycsojenoj 14. neuembdbpa 2022. roause. anu u y aeay ceprudukaunje MKT




cucrema ca Aktom o cajoep 6esbeanoctn - Ypeada 2019/881 (enr. Regulation (EU) 2019/881 of the
European Parliament and of the Council of 17 April 2019 on ENISA (the European Union Agency for
Cybersecurity) and on information and communications technology cybersecurity certification and
repealing Regulation (EU) No 526/2013 - Cybersecurity Act) yesojenoj 17. anpuna 2019. roanue.

[lopes Tora, Ha OCHOBY jJocajailiihe npumeHe 3akona yrsphene cy u apyre nortpede koje 300r
HCI0BOJBHC Hmrmcmcnmunje CBHUX 3aKOHCKHX pelICHa 3a><"reaajy HC CaMO H3MEHY lpaBHOr. Beh u
MHCTHTYUMOHAIHOT OokBMpa. 360r Tora he nocedbHo OUTH npeactaBbeHe Hajnpe npomene Baweher
HHCTHTYUHOHAIHOI OKBHMpA }pChCHOI' 321K()HO!\1, A 3aTHM H APpYIe UH3MCHC, Kao pe3yaTar XapMoH mauujc
Ca CBPONCKHM MPABHUM OKBHPOM.

Hp(;’l’).'IUJH HiMenda HHCmuRnY yuoHAAnoe oOkeupd

Hepocrartak kKanaumreTa HaUIC/KHUX opraHa y ods1acTi uudopmaliore 6e30e1HOCTH 3aXTEBa U HIMEHY
MHCTUTYLIHOHANHOT OKBUpa. Y UM/bY NpoHanakera Hajbo/ber MojJena aHalW3HUpaHu Cy MpHMepH
MHCTUTYLLHOHAIHOT OKBHpa TpH eBporcke sembe: Casesne Penydauke Hemauke, Benukor Bojsoacrsa
JlykcemOypr u Kpasbepune Xonanauje KOju Cy NpeaCcTaB/beHH Yy HACTABKY.

Casesna Peny6inka Hemauka

3a obnact uudopmarmone 6e3dennocTH Ha denepaniom nuBoy y Hemaukoj je namnexuo denepanto
MUHHCTAPCTBO YHYTpauibiX nociosa (MHHHCTAPCTBO YHYTPAlILHX MOCI0BA U 3aje/inuue). MehyTtum,
Hemauka je 3eM/ba ca jakum dieaepain3mom M HaNIKHOCTH (he1epaiHiX jeIMHHLLA CY BEoMa LTHPOKe,
na je peryaucarse 00nactu nidopmaunote 6e30e1HOCTH NPEICTABBANO BEIHKH U3a30B 33 OBY JIPKaBy,
IITO j€ 4aK J0Be/0 U 10 W3mMeHa Ycrasa.

IlpBy crparernjy undopmaipone 6e3deHocTn Hemauka je yesojuna 2011, roaune, 2016. roauue je
ycBojuia usmene te crparernje, a 2021, roamue je ycsojuna noBy Crpaterujy uudopmaumone
Oe3beaHocTy 3a Hemauky. ¥V Hosoj Ctpareruju AeuHHCAHA CY YCTHPU NPUHILUNIA:
*  Yenocrapibarwe uHpopmatmone Oe30e/IHOCTH Kao 3ajeIHMYKOr 3ajaTka 3a Bnaay., npuBarHu
CEKTOP, HCTPAKHBAYKY 3a)€JAHULLY W APYILTBO ¥ LCIHHH,
*  OcHakKuBae IHIMTATHOT cyBepeHuTeTa Baaje, npuBaTHOI CEKTOPA, HCTPAKHUBAUKE 3aje/IHHLIEC
M APYLITBA Y UEIHHH,
*  OcrBapupare 0e30e1He AMrHTalHe TpaHcopmanmje u
= [locTaB/bame MEP/LMBHX U TPAHCIIAPEHTHUX LIH/BEBA.
HaanexuocT npykamwa vHdopmaiione 0e30€1HOCTH Ha HAUMOHANHOM HHMBOY Wma Deaepanna
KaHuenapuja 3a undopmaurony Oesdeanoct (Bundesamt flir Sicherheit in der Informationstechnik,
BSI). Osa Kanuenapuja ycnoctaBmbena je 1991. roamne w npunaza nemaukom deaepaiHom
MuHHCTapCTBY YHYTpALbUX TIOC/IOBA, @ HAMIEKHOCTH CY Jo] Jojde/beHe AKTOM o MeaepaiHoj
KaHuenapuju 3a HudopmatMony de3deaHocT Koju je peryincao obaact nuopmaurone 6e306eHOCTH
Hemauko] Ha naumonannom uusoy. Ceaumre Kanuenapuje je y boHy, a TpeHyTHo uma npeko 1400
3aM0CACHHX.

Hakon yceajawa HUC JTupektuse EY, y Hemaukoj je UXOB npaBHu cucteM yekiaahen amanaManuma
Ha Akt o Denepantoj Kanueaapuju 3a uudopmaunony 6e30€HOCT M HA HEKOJIMKO JPYIUX 3aKOHA Y
obnactu jaBuux cepsuca. Heke o1 naanexkHoctn Koje uma bCH kako Ou uenyHuaa csoje 3aaarke cy:
* [lpesenunja npetibu no 6e3deanoct peaepanunx UKT cucrema.
*  Tectupatwe n npouera 6e3deanoctn UKT cucrema u KOMNoHeHTH M H3aBawe 0e30e/IHOCHHUX
cepTudHkara, u



Pa3Boj rexunukux 6e36ennocHmx crangapaa 3a peaepaane MKT cucreme.

Hose usmene npasHor oksupa Hanpasibene ¢y 2021. roamne yepajawem y byuaecrary Akra o UT
desbenHocTH Hemauke 2.0 (npsa sepsuja yesojena je 2015, roanne) kojuma je Deepanna KaHuenapmja
3a uHdopmatnony 6e3deaHocT 100K1a HoBe H 0javana nocrojehe HapaexuocTn y cieaehum obnactuma:

Jlerekuuja u oabpana — noehane HaANEKHOCTH Y JETEKUWIH 0e30€1HOCHUX PatbHBOCTH M
oabpann oa cajdep Hanaaa, opiawhetsa 3a nocrasbatbe 006aBe3yjyhHX MUHHMATIHUX CTaH1apaa
3a  deaeparHe MHCTUTYUH]E, MOHHTOPHHI MMIUIEMEHTALMje NOCTAB/bEHHX CTaHaapja.
NOCTAB/bakE MNpasu/ia 3a 6e30e/Hy AHruTanu3amjy;

besbeanoct y MoOHaHuM Mpekama — ypeheibe 3abpane Kopuiuherwa KpHTHUHMX KOMITIOHEHTH,
Oe30eIHOCHM 3aXTEBW 3a onepatope MOOUIHMX cepBHca, obasesa cepTHdHKalHje KPHTHYHHX
KOMMOHeHTH. npuMeHa nudopmaumone 6e36eaHocTH y SG MOOHIHUM MpeKama:

3amTHTa MoTpOlaYa — CaBeToBarma norpouiada o 6e3deHOCHUM nUTabuMa (HoBa (yHKUM)a
Kanuenapuje). yBohewe osznake 1T Security Mark™ Ha npoussonma:

BesbenHocT nocaoBama — NpolMpebe KpHTHYHE HHGpacTpyKType Ha obaacT onarama cmeha,
obasesa umniemenTauuje 6e30e/IHOCHUX Mepa 3a OpraHusaiuje 01 noceOHOr jaBHOT MHTepeca
(Koje He npunajajy KpMTHUHO] HHPPACTPYKTYPH):

Hauunonanna cajbepdesbennocHa ceprudukaimja — Haanexnoct Haunonaanor ayropurera 3a
cajoepOesdenHocHy cepTudukanmnjy (y ckaany ca AKTom o cajoep 6esbearoct EVY).

-

Opranunzaunona ctpykrypa ®enepante kanuenapuje 3a nHpopmainony 6e30eHOCT cacTaB/beHa je 01
ocam JMpeKTopara:

[lenTpanuu nocnosu.

TexHHuKH neHTap U3BPCHOCTH,

Texnonoruje uudopmamoHux yseperba u ynpassbarse UT,

OneparusHa vHGopMalHoHa 6e30e/HOCT.,

Cranpapausaimja, ceptuduraimja u uidopmaimona 6e30e/1HOCT TENEKOMYHHKAIHOHUX MPeKa,
Mudopmaumona 6e30e1HOCT 3a AMPUTANIM3AUN]Y U EIEKTPOHCKE HIICHTHTETE,

Kouncyaraumje 3a uncruryunje ®eaepaunje, peaepasiHux jeMHHLA W T0KATHUX BIACTH U
Mudopmatmona He36e1HOCT 3a NPUBATHH CEKTOP M JIPYLITBO.

CBaKku 01 AMPEKTOPATA OPraHu30BaH je Kpo3 HHKE opraHusaumone jeannunie. Kanuenapujom ynpas/ba
MpeACe/HHK, KOJeM CY JMPEKTHO nojapeheHe join TpH OpraHu3aliHoHe je/IMHULIE:

bupo 3a crpatenike KOMyHHKaLM]je U MeH]e,
Je/inHuia 3a CTpaTelKy KOHTPOJY U HHTEPHE [1IPOBEPE U
Je/InHHMILa 38 CTPATEIIKY W H3BPLIHY MOJIPLIKY.

Y okeupy Kanienapuje jaenyjy Heke 0/1 Haj3HauajHUjUX OpraHnu3altMoHuX Lienna 3a cajdep oa0pany:

Haunonanuu uenrap 3a cajoep oabpany — nnardopma 3a capairby M pasmeny uidopmaumja o
cajbep npetwama M 3a yckiaahusawe akTHBHOCTH Bulase Ha npeBeHuMju u cysdujamwy cajdep
Hanaja: y paay HaumoHanHor HeHTpa yuecTBy)y npejacTaBHHLM Noauumje, ciykon 6e36eaHocTH
(BOJHHX M UMBHIHKX), (esepante KaHlenapuje 3a UMBHIHY 3alUTHTY W NoMoN Y BaHPEIHHM
CHTYalMjama 1 BojHe cajoep Komamie:

Cage3s 3a nudopmatnony 6e306e1HOCT — JaBHO-NPUBATHO NAPTHEPCTBO ¥ 001aCTH HHPOPMALIHOHE
Oe30eaHocTH y Kojem yuectByje npexo 4000 komnaHuja:

Menepanun LIEPT (CERT-Bund) — uenTtpanna tauka KOHTAKTa 3a NPEBEHTUBHE M PEAKTHBHE
Mepe y ciyudajesuma cajbep nHimaeHata y eepaiiHiM MHCTHTYIInjama: u

UT CuryaumoHn ueHTap — HaA/ekKaH 3a KOOP/MHAUM]Y OAroBopa y ciy4ajesuma cajbep
MHIMIEHaTA.




Caser 3a undopmaumony 0Ge3deaHoct dopmupan je 2011, roaune na ochoBy Crpareruje 3a
nHdopmanony d6e30eHocT Hemauke v ca LIM/BEM 1a YHANpEau capaiiy Ha HUBOY (eaepante Brnane
v obnactu undopmaumone Gesbeanoctu. Miamene Crparternje w3z 2016. roamne aedunucane cy
NEPMAHEHTHY Viory osor Casera kao caseto/aBHor oprana denepanne Baase. Cactanuuma Casera
pyvkoBoau | 1aBuu cayxdenunk 3a nuopmucame (ClO) penepanne Bnaae. Caser uma odasesy na Braau
MOJAHOCH W3BEWITAje O CTpATCLIKUM nuTambima y obaactu uudopmauuone 06e30eHOCTH O Kojuma
pacnpassba. O 2018. roanHe ycrnoctas/beHa je u noceOHa pazHa rpyna ca sajarkom ja nomaxe Casery

y pany.

Ilpobaem ca kojum ce cyouasajy cBe 3emube, na U Hemauka, jecte npasiberse pasnuke uimehy
VHYTpaliise 0e30e/IHOCTH, KOja je TPAAHLIHOHAIHO Y HAICKHOCTH NOAUIIMIE. H crnosbHe Oe30eaHoCTH,
KOja je TPaJAMLIMOHATHO Y HAUICKHOCTH Bojeke. Y cajbep npocTtopy oBa rpaHuila HUje CACBMM jacHa, a
cse Beha ynorpeda cajbep npoctopa 3a Bojie akruHoctn Hamehe norpedy aa ce oapehene akTuBHOCTH
Aeuumny u cnposeay. M3 tor paznora Hemauka je 2017, roanne aedunncana cajoep v MHGopMaumonm
BOJHH JOMEH, 1nopej noctojehux KOMHEHOr. NOMOPCKOI W Ba3IyUIHOr. M YCIOCTABHIA HOBY CyKOy
HaAleKHY 3a oBa) JoMeH. [Ipema pacnoaokuBuM nojaunma y osoj ciayxou je 2020. roawne Guno
sanociaero npeko [4.000 uuuanor v Bojuor ocodsba. Takohe, M3 pasznora cneunduunocTH cajoep
NPOCTOPA MO MUTaY YHYTPAIIHE W CNobHe 6¢30€/IHOCTH, J1I0rOBOPOM HEMAYKHUX MOJIMTHUKHX NapTHja
je 2018. roamue oanyseno aa ce Qopmupa 3ajeHMYKa areHuuja Muuucrapetsa oabpaHe w
MuHHCTapeTBa YHYTpallilbHX 110C/10Ba €a 33/1aTKOM J1a CIPOBOJIM KPEaTHBHE W MHOBATHBHE NMPOjEKTE M3
obaactu uuopmanmone 6e36eHocTn. Ha ocHosy osor norosopa, 2020. rogune gpopmupana je Cajdep
areumnja (Agentur fur Innovation in der Cybersicherheit uan Cyberagentur) y ¢opmu komnauuje ca
orpaiuterom ojarosoproluhy (GmbH) umju je jeannn akunonap denepanna Baaga. Oa Areninja uma
oko 100 3anocienux (npema pacnookKHBHM [101alUMa) U HE CIIPOBOIH CAMOCTAIHO HCTPaKHBatba, Beh
V capajiibi ca akajaeMHjOM H HHYCTPHJOM CHPOBOAM MHOBATUBHE 1POJjEKTE 3a KOJE CE MPOLEHH J1a CY
0J1 U3Y3ETHOI HALLMOHAIHOT 3Havaja (nocebHO MX MHTEPECY]Y TEME Kao IITO Cy M0Y34aHe H OTIOpHE
HHPOPMALIMOHE TEXHOJIOIH]E, HHTEPAKIIM]A HOBEKA M TEXHOIOIH|E, BEIITAYKA MHTEINICHIIM]d, HAHO M
KBAHTHA TEXHOJOIH)a, CBEMHpCKa M rnomopceka Oesbennoct, Gnonnka, uHrepdejcu Mosak-pauyHap.
NPeAMKTUBHA aHAJTHTHKA, KpUnTorpaduja Wik ayTOHOMHH CHCTEMH). ATEHILM]a je 3a CBOj€ aKTHBHOCTH
Jqo0mna uunuMjanuu oyuet o1 280 MuIHOHA eBpa 0/1 KOJUX je Behu 1eo Beh yi0KHAa y HCTpaKUBavKe
MpojeKTe.

Jow jeaHa suavajna naardopma Kojy je NoKpeHysno Hemauko Muuucraperso oadpaue je Cajbep
MHOBALIMOHM Xal, ca HAMEPOM J1a PUBYYE MJIA/1e U KPEATUBHE YMOBE [1a KPO3 CTAPTAl-0Be U OKPYKEHe
KOje BHILE OAroBapa mHXOBOM HAUMHY PasMULLbLALa Peasn3yjy npojekre 01 3Hauaja 3a oadpany.
CajOep MHOBauMoHu Xad je y cywTHHH Iulatopma 3a peannsaud)y npojekara. a dopmaano je
OpPraHM30BaH Kao orpaHak KoMnanuje koja npyska UT yenyre 3a Hemauky apmMMjy. Koja 10HOCH Kpajiby
OJLIYKY KOJH npojekty he ce punancuparu.

Benuko Bojsoactro JIvkcemOypr

JIOKyMEHT jaBHUX noautuka y obnactu undopmanuone desdeanoctu v JlykecemOypry je HaumoHanHa
crpareruja uudopmaumone 6e3beanoctn. Jlo cana je JlykcemOypr yCBOJMO YeTHpH cTparteruje., a
nocaeama ce ojHocu Ha nepnoa 02021, 10 2025, roaune. Craka o cTparteruja j0HocHAa je oapehena
yHanpehewa, na je Tako npea crTpaterja MHMUMpana ocuusamwe Baaanuor LIEPT-a. apyra
venoctas/bare Haunonanne arerunje 3a 6esdeanoct nupopmaunonnx cucrema (dpa. Agence nationale
de la sécurité des systemes d'information - ANSSI), tpeha ¢opmupame [lentpa 3a KomnereHumje y
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obaactn nudopmatmone 6ezdeanoctu (enr. Cybersecurity Competence Center - ('3), yCnocTaB/bare
MeTo010THje 3a anaiu3y pusnka MONARC w dopmupame MehyMHHHUCTAPCKOr KOOPAMHAUHOHON
KoMuTeTa 3a cajbep npeseniujy u vudopmaimony 6e3deanoct (Comité interministériel de coordination
en mati¢re de cyberprévention et de cybersécurité), 1ok verspra npeasuha dopmupame SOC 3a
KpHTHUHY HH(pacTpyKTYpy. (hopmupare Haunonannor uenrpa 3a guarpupamwe DDoS Hanajia, passoj
naarhopme 3a aHaiaMzy W vipasbawe pusnuuma SERIMA HameweHe oneparopuma e€CeHUMjaaHuX
cepuca M apyro. MHcTUTyuMja Haaleksa 3a uspaay M KoopAauHauW)y crpatervje je Bucokw
Komecapujar 3a HauvoHaiany sawrury (HCPN).

JlykcemOypr je y majy 2019. roaune tpancnorosao HUC Jlupexrusy EY y cBoje 3aKOHOAABCTBO M
oapeauo Peryaartopuu uueTuTyT JlykcemOypra /LR 3a je AMHCTBEHY Ta4YKy KOHTAKTa M HA/L1EKHW OpraH
3a CEKTOpEe eHepreTHKe, TpaHcnopTa, 3/pasba. nujahe Boje W aururanne WHQpPacTpykType, 0K je
Komucnja 3a naasop cektopa uuancuja CSSF HapnekKHH oprad 3a CeKTope HH(pacTpyKType
(PHHAHCH]CKUX TPXKULUITA U KPEAMTHHX HHCTHTY LKA,

JlykcemOypr Hema LeHTpaaHKH oprad Koju Ou o0jennibaBao HauIeKHOCTH Y 00nacTH nHpopmaunoHe
0e30eAHOCTH, HEro ¢y HAWLICKHOCTH JaTe pazaMuMTUM HHCTHTYuMjama. CTpareiuke HauIeKHOCTH
umajy ape wuucturyuuje: Teno 3a  uudopmaumony 0esdeanoct CSB u Mehymunuucrapeku
KOOpAMHAUMOHM KoMHTET 3a cajbep npeseHunjy W uHdopmaunony Oe3beanocr (CIC-CPCS).
I ]E.UIHC}KHOCT H&a/l KOOPJH HﬂL[HjOM AKTHBHOCTH OBa J1BA TCJ1a M 3a1aTAK CTPATCLUKOr B{‘IhC'I'Bﬂ uma Bucoku

KOMCCi.lpH_iﬂT 3d HAUHOHAIHY 3alUTHTY.

Teno 3a nudopmaumony 6e3deanoct dopmupano je 2011, roamHe ca 3a1aTKOM 1a UMIIEMEHTHPA M
HaJA3Mpe W3BpLIABAILE MPBE HAUMOHAIHE cTpaTternje, a oa 2019, roauHe Hanasu ce y HAICKHOCTH
MunucrapeTna apiase.

MehyMUHUCTAPCKH KOOPAHHALUMOHKM KOMHUTET 3a cajbep npeseHuu)y u undopmaunony 6e3deaHocr
yeroctaBrbeH je 2017, roanue ca unbem aa ce, y capaimwm ca Tenom 3a nndopmaimony 6e3deaHoct,
aHraxkyje Ha KOOP/JAMHAUM]H ONepaTMBHUX akTUBHOCTH. Y pany KomuTera yuyecTByjy npeactaBHMILM
caenehux MHCTUTYIIMja:

*  MuHHUCTapCTBO pIKaBe,

*  Bucokun komecapujaT 3a HALMOHAIHY 3aLUTHTY,

= OnbOpana JlykcemOypra (Jlupekropar 3a 010pany u Opyikane cHare JIvkcemOypra).

= MMHHCTAPCTBO NPUBPE/IE.

* ekoHomcka uHtepecHa rpyna SECURITYMADEIN.LU.

* Buaaaun uenrap 3a undopmaunone texnogoruje (CTIE).

= JlpxaBHa obasewrajHa cayxoa,

= Hauuonanna arenuuja 3a 6esdeanoct nugopmaunonux cucrema (ANSSI)

=  Baaaun LIEPT (GovCERT).

Pasom komurera npeacenapa Bucoku komecap 3a HaLLMOHAJIHY 3a1UTUTY. 3a81alM KOjH CY 10CTAB/bEHH
npea ogaj Komurer cy:

*  00e30ehere KOH3MCTEHTHOCTH aKiMja M MHUIIM]aTHBA,

" KOOPAMHALM]A MMIUIEMEHTAlIn]je HHUUMjaTUBa Koje aoaase o4 EY uau ca apyrux mehynapoanunx

HHUROA,

*  HAA30p HAL UMILIEMEHTALM]OM OBHX MHHLIMjATHBA,

= japBarbe capeta Bnaau no nutarbuma vHdopmalone 6e30eH0CTH U

" JIMCKYCH)a O CTABOBMMA HAUMOHAIHHX NPEJICTaBHHKA.
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Bucoku KoMecapujaT 3a HAUMOHAIHY 3aLITHTY je Te0 Koje je 1nocrojalo TokoMm XIaaHor para Kao
kaHuenapuja Komurera 3a HallMOHATHY 3aIUTUTY (€a 3a/laliMa BE3aHHM 3a 3alUTHUTY OpraHa BJI1acTH M
CTAHOBHMLLITBA, NPUKYILUbatbe obaBelnTajHUX roaaraka, crnposolierbe MNCHXOJOLIKMX onepaiuja U
C/IMYHO) W MOTOM YKHHYTO, /M ¢ PCaKTUBMPAHO HAKOH TEPOPHCTHYKKMX Hanana 1. centembpa 2001.
ca HOBWUM HAMICKHOCTHMA Yy o0aactu sawmure KputuuyHe uHdpactpykrype w oa 2016, roamue
yBplITeHo y cactas Munucrtapersa apxase. Bucoku komecapujar je HajUiekKaH 3a MPEBCHIH)Y M
ynpasbame cajdep Kpuzama M 3a [UlaHHMpale OJAroBopa Ha BaHpeaHe CcuTyauMje y obaacTu
uudopmaiimone Oe3denocTH. 3a cajbep AWUMIOMATH]Y HALIEKHO je MUHHUCTAPCTBO CIO/BHHUX M
€BPOINCKHX M0C10Ba.

Hauunonanua arenunja 3a 6esdeanoct undopmannonnx cuctema (ANSSI) je HaexHa 3a cucteme y
ApkaHum opranuma. Osa Aresuuja je dopmupana 2015, roamde u cactaun je aeo Bucokor
KOMEcapHjata 3a HaUHOHAIHY 3alUTHTY Kao peryaartopuu oprad. Heke oa naanexunocrn ANSSI cy:

" u3paja NoJIMTHKA M BOIHYA 3a 3aITHTY KJACH(MKOBAHKX M HekacnpuKoBaHuX undopmaumja,

*  ofbe30eherse npumene mepa 3atTHTe HHPOPMALHOHHX CHCTEMA.

*  ceprudukaumja HaunHa odpaae HekaacupukoBaHUX MHpOpMalKnja,

*  ¢yuxkunje Haumonannor v Baaauuor LIEPT-a n

*  Hamnexuu oprad 3a TEMITECT,

ANSSI je 10 2018. roante 61O M HaUICKHM OpraH 3a 000paBare KpHNTOrpadckux rpou3so/ia, Kaja
Cy Te Ha/UIeKHOCTH npetere Ha Baaaun uenrtap 3a undopmaunone rextonoruje (CTIE). ANSSI je no
T€ rojinHe OO M TeJI0 HAJICKHO 3a VIIpaB/baibe cajdep MHUMACHTUMA, Kada je Ta yjaora fpeHera Ha
Baamaun LIEPT. Bnaaun uentap 3a undopmaumone rexnonoruje (CTIE) je ocnosan 2009. roaune u
MpeacTaB/ba LEHTPATHH OPraH 3a nocjloBe Be3aHe 3a HHPOPMALMOHE TEXHOJIO0IHU]E 3a MHHUCTAPCTBA U
apxasny aamuuuctpaumjy. CTIE je takohe u HaasexkHu oprad 3a AMCTpUOYLHMjy Kpuntorpadckor
MaTtepujaia M HaAICKHN Opran 3a KpunTorpadcky akpeauTaunjy, a y HaUIeKHOCTH MY Crnajajy M
saiTnhena KoMyHuKaumja u pasmena nidopmauuja usmehy apxaBHHX opraHa.

Baaaun LIEPT (GovCERT) je ocnosan 2013. roaude ca 3aaaTrkom ja peluasa ¢e 030n/bHuje cajoep
nnumaeHte y MKT cucremuma Baaae. O 2015, roanne GovCERT je o1 ANSSI npeyseo HaaneKHOCTH
ynpapbaba cajéep uHumaeHTuMa u objeantuo yiore Hauunonannor u Baaaunor LIEPT-a, a oa 2018.
roauue My je. nopea nocrojehux. nosepena u Gynkuuja Bojuor LIEPT-a (MilCERT) u cmewten je v
Bucoku komecapMjar 3a HalMOHaNHY 3alwtuTy. Y OKBUpY Hamieknoctw Hauwuowanwor [EPT-a,
GovCERT je 3Bannuna HauuoHanHa tauka kodtakrta ca [IEPT-oBuma npyrux semama u Tauka 3a
KOHTAKT W pasmeny uHdopmaumja ca cexropekum [IEPT-oBuma y JlykcemOypry. GovCERT. y oksupy
cBOjUX HasnexHocTn kao Bojuu LIEPT. nenyje kao 3BanuuHa tayka KoHtakra 3a Bojue LEPT-ose
APYTUX 3eMalba, aiun W rnparu 1 pearyje va nuumnaenre y KT cucremuma Opyskanux cHara.

Ekonomcka uHtepecta rpyna Security Made in Létzebuerg (nosnarnja kao SECURITYMADEIN.LU)
je ocnosana 2010. roamne ca manaarom oa MuHucTapeTa npuspeie (KOje M HaA3upe HbeH paj) aa
CMPOBOAN HCTPAXKHBAba HA MehYHAPOIHOM HMBOY. A€jiM HH(POPMALMIE O NPETHaMa, UMIIEMEHTHPA
MpPEXKY CeH30pa 3a paHa yro3opea M jenyje Kao xad 3a €KOHOMCKE aKTHBHOCTH Yy 0BOj) 001acTH.
Dunancujcka cpescTsa 3a paa rpyne ooezdbehyje npxasa. SECURITYMADEIN.LU y cBom cactaBy

HMa TPpU OpraHusaitmone jeanuunue: Llentap 3a pearopaibe Ha KOMNjyTepeke uHumaenTe (eur. Computer

Incident Response Center Luxembourg - CIRCL). Cepsuce noamsarba 6e306eaHocHe cBecTH y cajoep
ceery u OesdesnocHa nobosbinarka (CASES) u Llentap 3a komnerenimje v obnactu uudopmanmone
o6e30ennocTH (C3).
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Mo aa ¥ HajnosHaruja opraHusaumnja U3z odaactu uudopmaumnone dezdeaHocTH w3 JlykcemOypra je
CIRCL koju je Hajuie’kKaH 3a NNPUBATHU CEKTOP, JOKAIHY CamMoynpaBy W HEBIajJMHE OpraHu3alluje.
CIRCL je raobaano nosHart no ¢sojoj naardopmu 3a jaeberwe nHpopmaumja o nperwama MISP, a oa
APYFUX MHHIMjaTHBA y Kojuma yuectsyje Bpeau nomenytw 3ajeannuy CERT.LU koja oGe3behyje
pasmeHy undopmaumja u capaamby npusatiux LIEPT-osa ca CIRCL u GovCERT.

Cyberworld Awareness and Security Enhancement Services Luxembourg (CASES) obGesbehyje
nyOauKaumje, e€ayKaruBHM marepujan, npumepe Hajbo/LMX NpakcH W pasHe anate BelaHe 3a
undopmannony 6e36eaHocT (u3mehy ocranor, metoj 3a anaausy pusika MONARC).

-

IlenTap 3a komnereHuuje v obiactu uupopmaunone HesdeHocTn (C3) aKTHBHOCTH peanusyje Kpos
JIaBae MULL/BEHA, TPEHUPALE W TECTHPALE, MPETEKHO 3a PUBATHH CEKTOP.

Haumonanuu ayropurer 3a ceprudukaunjy y obaactn wudopmaunone Gesdeanoctu je Mucturyr sa
CTaHapAN3aLM]Y. AKPeAHTALM]Y, CHIYPHOCT W KBAJIUTET Npou3soaa u yeayra (ILNES).

JlykcemOypr mma ycBojeH njaH 3a pearopame Yy cayuajy cajbep kpuse (dpa. Plan d'intervention
d'urgence en cas d'attaque contre les systemes d'information ou de faille technique des systémes
d’information - PIU Cyber) 3a uujy panuzauujy je oaropopai aupektHo npemujep. Osaj naaun je
pa3BHjeH 071 cTpadHe Bucokor komecapujaTa 3a HaLMOHANHY 3alITHTY H HMa YETHPH FIaBHA 1IW/bA:

" yCBAjakbe 3aLITUTHUX M NPEBEHTHBHUX Mepa,

*  1eMHHUCALE VIIOTE CHTUTETA 32 YIIpaBibatbe KpH3ama,

*  jeduHMCcabe Mepa, NOCTYNAKa U akTepa y ciyyajeBUMa BaHPEIHHUX CHTYalHja 1

*  y30yHHUBAKLE U MHPOPMHUCAHE JABHOCTH.
[ran npeasuba ycnocrapbaibe YeTUPH ad-hoc jeMHULE 3a PElIaBabe KpH3e: JeMHHUIE 3a KpH3Y.
onepaTUBHE jeAMHMUE. jJEJAMHUUE 3a NPOLCHY cajdep pU3MKA W JEAMHMIE 3a KOMYHWKalMje W
uHdopmucame. [lnan ykbyuyje 3a1aTke ¢Bake O/ OBHUX JEAMHMLA, HUXOB cacTtas, cydopaHHalM]y,
H3BEIITABAILE H CBE OCTAJIE €/ICMEHTE KOJH CY NOTPeOHM 3a YCIIEUIHO PELIABabe KPHU3eE.

KpasbesrHa XoJ1aH/iHja

Xonanamja je npsy crtparterujy unpopmaunone Ge3deanoctd yepojuaa 2011, roamHe. a TpeHyTHO
Baxceha je crtpareruja ycsojena 3a nepuoa oa 2022. no 2028. roamune. Hosa Crparernja yemepasa
AKTUBHOCTH Y YETHPH IJ1aBHA CMepa:
= 000.blIAE APYLITBEHE OTIOPHOCTH KPO3 3ajeIHHYUKE HANOPE JABHOT, IIPHBATHOT M HEBIAMHOT
ceKTopa.
" ojcTHuame 6e30eAHOCTH AMIHTAIHUX TIPOM3BO/IA W YCyra y cknajy ca nponucuma EY,
»  cy3bujarbe cajbep npeTibM KOje NOTHYY O/ JApKaBa W KpUMHHAsaua Kpo3 nobosbluare
MPUKYI/bakba N 1e/betba HHPOPMALLHjA, U Y JABHOM W NPHBATHOM CEKTOPY H
»  obesbehere KBanuTeTHe paaHe cHare v obnactu uudopmarmone 6e36eaHoCTH, obpasoBatbe U
nojau3atbe ceecTH rpahana.

Jeia 071 HAjBAKHMJMX aKTUBHOCTH ruanupana CTpaTterujoM je cnajame HEKOJIMKO OpraHusaluja ca
npeknanajyhum naanesxnoctuma - NCSC, llewtpa 3a aurutanno nosepewse (DTC) m LICHUPT-a
nposajaepa anrntaiunx cepsuca (CSIRT-DSP) v jeany opranusaumjy. koja he nocratu jeIMHCTBEHN
HaLMOHAIHKU ayTopuTeT 3a uHdopmaumnony Oesbeanoct. Xonawauja je osom Crparerujom Mckasana
cHaxny nocsehenoct objeaumasarsy nocrtojehux kanauurera u  Heonxojanoct Op3e  cnosHaje
nHpopMalinja 0 NpeTamMa 1 parmbUBOCTUMA W pearoBatka Ha ose uupopmauuje. Ctparernjom je vak
HaraaieHa norpeba cy3oujaa pparmenTaumje y aeberby nudopmaunja kaa roa je moryhe n norpeda




3a pectpuktuHolhy y dopmvupawy vosux LIEPT-oBa. Y ToM ummy. HOBM ayTopuTeT (3a KOjU ce
ouekyje aa he 6ut yenocrap/ben Tokom 2024, roamue) paauhe y capa/itb ca jaBHUM W NPUBATHUM
CEKTOPOM M npyskatH uHdopmaiinje o 6e30eHOCTH CBUM CEKTOPUMA, OpraHM3aliMjamMa Koje crajajy u
KOje He cnajajy y KpUTHUHY HHOPACTPYKTYPY W FeHEPaiHo] JaBHOCTH.

YV Xonauwanju je npenosHaro Buie o4 20 MHCTUTYUMja €A MHIMBHAYATHOM M KOJNEKTHBHOM
oaroBopHowhy y obnactn undopmaimone Ge3denocTd. Ha nonuTHYKOM M CTpaTeIliKOM HHUBOY
HajaskHuje Teno je Caset 3a uudopmaunony 6e30eaHoCT.

Caset 3a uHdopmatmony 6esdeanoct dopmupan je 2011, roanmne kao teno koje tpeba na nosexe
pasIMUMTE aKTepe W3 JaBHOT M MPHBATHOI CEKTOpAa M ca MaHjaTom jaa casetyje Biaay v npusarHu
CEKTOP, MOCTABH HALMOHATTHE MPHOPUTETE. NPOLIEHK NOTpede 3a HCTPaKHBaAILEM M pasBojeM H 006e30ean
pasMeHy 3Hama y OKBUPY jaBHOP M npuBatHor cekropa. 3a paja Caseta HaaIeKHO j¢ MUHHCTAPCTBO
Ge30eanocTn M npagje. a y paay Caera yyecTByjy MpeaCcTaBHHIA M3 JaBHOT M NPUBATHOI CEKTOpA.
JaBHH CEKTOP je 3acTyIUbeH ca 15 npeactaBHuka w3 caeaehux HHCTHTYILKjA:

*  Haunonanuu koopauHarop 3a 0e30eaHocT 1 cy30Hjarbe Tepopusma (y cactaBy Munucrtapersa

6e30eHOCTH U npas/e),

*  MUHHCTAPCTBO EKOHOMCKHUX 110C/I0BA,

=  Muunucraperso oadpane,

* [‘enepannu odapelTajHU M 6e30€1HOCHH CEPBHC,

*  ATreHUMja 3a HALMOHAIIHE NOJIMIMJCKE CEPBUCE H

= [‘enepainu 0a00p TyKHIALA.
M3  npusatHor cektopa y paay Capera yuecrByjy npeactasHuuu Bojachux nposajaepa
TeneKOMYHHKalMoHnX yeayra, soaehux cuadbaesaya UKT onpemom, kopucnuka UT yenyra, maanx u
cpeamux npejyseha, oneparopa kpurHuHe HHAPACTPYKTYPE U akageMCcKUX MHCTHTY M)A, Pajom Casera
Konpescenarajy Haumonanuu koopaunatop 3a 6e3degiHocT W cy30Mjame TepopusMa M npeicTaBHHuK
[PHBATHOI CEKTOPA (KOjJH CE NMEPHOJANYHO MEH:A).

Haunonanumn tenrap 3a undopmaumnony o6e3dveanoct (NCSC) dopmupan je 2012, roamHe ca 3aaaTkom
Jla VHamnpe/Id pa3yMeBarbe pa3Boja, nmpetv M TpeHjosa y odnacti uHdopmaunone 6e30€AHOCTH M
rpey3me 0AroOBOPHOCT y peurapatby cajbep nHiMecHaTa n ynpasbary cajdep kpusama. Y cacras NCSC
NPUIMKOM OCHMBara MHKopnopupau je nocrojehn Baaaun LIEPT (GOVCERT.NL). ¥V naanexuoct
NCSC cnana npykamwe ycayra Baaan w UKT cuctemuma KputuuHe MHPPACTPYKTYPE Y jJABHOM M
IPHBATHOM CEKTOpY. Kao u yHanpehewe jagHo-npusarvor naprhepcrsa. NCSC je opraHu3anmono
cemewrren y Jlupekropary 3a undopmaunony 6ezdeanoct Munucraperpa 6e30e1HOCTH M npaje. a
JMPEKTHO je notuntbed Hauuonannom koopanHatopy 3a 6e30eaHocT M cy3bujame tepopuima. NCSC
YMHE TPH THMA Ca Ha/UICKHOCTHMA 3a PearoBambe Ha MHUKICHTE, eayKauujy 1 pa3soj. Y Jlupexropary
3a uHdopmaunony 6e30eHOCT NOCTOjH U nocedHO Oe/beHE 3a NOJUTHKE Y UMjO] € HAAICKHOCTH
pa3Boj NoJMTHKA U cTpateruja y odaactu nHpopmaunore Ge3deHoCTH.

Hannesxunocr NCSC ofyxsara nocrynare ca npeTrhaMa W MHUMACHTHMA, noansatbe Oe3beaHocHe
CBECTH, /IaBaIbL€ CaBeTd, PearoBaibe y ciiyuajy Kpuse u npyikawe naardopme 3a capaawy. NCSC je
rakohe Beoma aktusan y MmehyHapoanoj capaambm U HauMoHaaHa Tauka kontakrta Xoaanauje. NCSC uma
K/bYUHY KOOPJAMHAUMOHY YIOry y cayuajy o36umnHor cajdep wHumaeHta uau cajbep kpuse. Jla om
ycneuHo ocreapro oBaj sajaarak. NCSC KOHTHHYAIHO NPaTH CTame, BPLIK MPOLIEHE YTPOKEHOCTH M
moryhux nociieauua u pearyje y cayuajy norpede. Jeana o Hajsaxuujux akrusnoctd NCSC je ynpaso
NPUKYIUbake MHPOpMaLMja, KAKO O jaBHOI M NPHBATHOr ceKTopa y XOJaHAMjH Tako M 0l
mMehyHapoaHUX napTHepa.
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V cayuajy 030nmHOr cajoep nHumaeHta wan cajbep kpuie NCSC akrusupa Ondop 3a MKT oarosop
(IRB) u naje noapuiky HeroBUM aKTHBHOCTMMA Kpo3 1pubaBbatbe U AMCTPUOYLIM)Y HHpOpmalnja U
anMuHucTpaTuBHy noApwky. C 063upom ja je y X0oJaHanjn BEINKH 1€0 KPUTHUHE MH(PACTPYKTYpE Y
NPUBATHOM ceKTOpY, Y paay IRB yuecTnyjy. nopea npeiactaBHuka uHCTHTYUHja Baane, n npeacraBHuum
NpoBajiepa TEAEKOMYHHKALMOHUX VCIyra, eHepreTckor M (uHaHcHjcKor cexropa, a 1o norpedu ce
MOTY YK/bYUHTH u JApyru ekcneptu. Pasom IRB pykosoau npeactaBHuK MHHHCTAPCTBA €KOHOMCKHX
nocsnosa. [lpumapuu 3anarak IRB je sna caperyje HaumoHanHa Tea 3a ynpapbaibe KpU3amMa o Mepama
Koje Tpeba npeaysern, anum takohe M Jla CAyKH Kao TeNO KOje Y ciyyajy KpH3e craja TeXHWUYKH W
A/ IMHHHUCTPATUBHH HUBO.

Xonanauja je 2012, roauue npenossana cajéep npocTop Kao neTv JOMEH BOJHUX onepauuja (nope
3eM/be, MOpa, Ba3ayxa u cBeMupa) u aeduuucana wecr odaacTu passoja cajdep kanauurera: oadpana,
Harnaja, odapelITajHe aKTHBHOCTH, aJanTHBHOCT, MHOBALM]E M capajiba. 3ajelHHWYKa KOMaH1a 3a
vripasbatbe Hbopmaumjama (JIVC) dopmupana je 2013. roaune. a y wen cactas ywao je u LIEPT
ojopare (DefCERT) dopmupan roauny nana panuje. Hamwexnocrn DefCERT cy y nomeny
oesdeanoctu UKT eucrema Munncrapersa oaopane u Opyxanux cHara XoaaHauje, NojApuike BOjHUM
onepaumjama, NpoUCHE MpeTHH W PalbMBOCTH, jlaBarba caBeTa W CIMuYHO, ann Takohe u nojpiuka
JPKABHAM OpPraHuMa y 3ajesHnukom oarosopy Ha cajoep npetise. DefCERT u NCSC ¢y notnucanm
MEMOPaHYM O pa3ymMeBatby W HHTEH3MBHO capal)yjy Kpo3 pasMeHy HHpopMainja 1 y3ajamuy noapuiky.
Ondpambena cajoep komanaa je gpopmupana 2014, roguue ca npumapHum GoKyCoM Ha yCnocTap/bame
oabpamOeHuX. Hanagaukux W obaBelwTajHuX KanauureTa v cajbep npocropy. ¥ cacras Oabpambdene
cajbep KOMaH/IE NPUIMKOM YCIOCTaB/batha yill/ie CY OPraHu3aliHoHe jeIMHHULIE OCTannX CayKOu. Yume
j€ yCnocTaB/beHa jeAMHCTBEHA Le/HHA Y 010pamOeHoM cucTeMy XoaH/Mje Ha/U1eKHa 3a oBy o0aacT.

[Ipeanosu vHanpehewa mHcTuTymMonainor oksupa v PenvGamum Cpouju

Ananausa nocrojeher HHCTHTYIIHOHAJIHOT OKBHPA NOKA3yje pacHatbe KanaunTeTa Ha/UIeKHUX OpraHa 3a
MPEeBEHTHBHO W D1ArOBpeMEeHO pearoBarbe Ha HHIMAEHTE Y cajbep npocTopy.

YV ckinaay ca HaBeIGHUM MOJIeIMMa EBPOTICKUM 3eMalba NPUAKKOM u3paie Haupra ananniupasa cy tpu
MO/1€/1a HHCTUTYIIMOHAJIHE IPOMEHE KOJM Cy 1aTH Y HACTABKY TeKCTa.
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Hoeuna:
o ®opmupa ce nocedna opranmusanmja - Kanuenapuja sa unpopmaunony 6e30e1HOCT Koja nocraje
JEJAMHCTBEHA TA4YKA KOHTAKTa
o Ha nosy Kanuenapujy npetnoce ce naiexknoctu Haunonannor LIEPT-a u Baaaunor LIEPT-a (1
noctojehe opraHu3allMOHE JeIMHHLE H 3aN0CICHH ).

[IpeHOCTH  OBaKBOr MOJENA  WHCTHTYHMOHATHOT OKBHpa CY Y YCNOCTaB/baiby JEAHHCTBEHE,
NPENo3HAT/LUBE HHCTHTYLHjE (NnoceOHe opraHusaumje). rpynucamy noctojehux Kanauurera. creapatby
yenosa 3a 6osby ¥ Opiky pasmeny MHpopMmalija, Kao M yCI0Ba 3a KOHKpeTHY 1nomoh Jpyrum oprannmma
JApAaBHe ynpase y ciyuyajy cajoep mnunaeHata (va npumep MCII-y uau Kanuenapuju 3a UT u
e¥Ynpasy). Hejocratak OBaKBOI MOJIE1d HHCTHTY IMOHAIHOT OKBMpA CY NOTEHUM]aIHK npodiiem 3a 1eo
JaBHH CEKTOp y clyuajy HeJOBO/LHMX Kanauurera Hose Kanuenapuje u Heaocratak noipiuke jaa ce
MPUXBATH NPEHOC CBOJUX HAICKHOCTH H 3anocieHuX y HoBY Kanuenapujy.

Jpyrum moaenom:
o ®opmupa ce nocebHa oprainzannja - Kanuenapuja 3a undopmaunony 6e30eaHoCT Koja rnocraje
HaneskHn opran u jeIMHCTBEHA Ta4Ka KOHTaKTa
o Ha noBy Kanuenapujy npetoce ce naaiexnoctd Mucnekuuje 3a undopmaunony 6e30eHOCT 1
Hauuonanuor LIEPT-a.




Lrgeeopoase 200 Hucomumyyeona e aseup - vwodey 2

[IpesHOCTH OBAKBOI MOJIE/Ia HHCTHTYLIMOHAMHOI OKBHpa ¢y Y nosehawy kanauurera 3a noapuxky MKT
CHCTEMHMMaA 0/1 MoceOHOI 3Havaja W cTBapaibe ycjoBa 3a 00y W Opiky pasmeHy uudopmalmja.
Henocrarak oBakBor mojena HHCTHTYUHOHAJTHOI OKBHPa CY OrpaHHYeHe MOFthOCTH 3a capaiamy 1o
NUTakbY ONepaTUBHUX AKTUBHOCTH, KAO W HEJ0CTATaK MOJIMTHYKE MOAPUIKE J1a Ce MPHXBATH NPEHOC
CBOJMX HAICAKHOCTH M 3anociieHux y Hopy KaHuenapujy.

Tpehum moaenom:
o ®opmupa ce nocebna opraumszaumuja - Kanuenapuja (AreHumja) Ha Kojy ce npeHoce
naaaexuoctn Haumonanuor LIEPT-a.

[ IpeitHOCTH OBAKBOTI MOAE/IAa HHCTHUTYLIMOHATHOT OKBHPA je y OpiKoj MMIIIEMEHTALlHjK MO/leNa Koja He
3aXTEBA BEJIMKE NIPOMEHE, /10K CY HEJ0CTALlM OBAKBOI MO/IC/Ia MHCTHTYLMOHAAHOT OKBHPA Y GOpMUpatby
jour jeame mnoceGHe opranuzaumje Koja he ce aeaumuuno OaBuTH nUTakbMMa MHPOPMALMOHE
0e30e/IHOCTH.
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Hakon ananuse Moaena u MPaKcH CBPONCKHUX 3¢Ma/ba Oﬂ.ll)“ICHO_je Jla Ce NpUXBaTH NPBH MOJIETT.

V Ipeoroey zaxkona npedioxceno je v wiany 28. ocnuearwe Kanyeiapuja sa ungopmayuony
He30eonocm, Kao nocebne opeanusayufe ¥ CMucty 3akona kojum ce ypehyje noiosxcaj opicasme
ynpage paou 00aevarbd NOCI06a npeeenyuje u  saumume 00 6e30HeOnocHux  pusuka u
unyuoenama v HKT cucmemuma v Penvoanuyu Cpbuju. Kanyerapuja uwa ceojemeo npasnoe
auya. Paoom Kanyerapuje pykoeoou oupekmop koea umenyje Biaoa. v ckiady ca 3akonoM Kojum
ce ypehyje noaoxcaj Opucasnux ciyyucoenura, d koea npeoceonusy Biaoe npeoiaxce vunucmap
Hadiencan 3a nocioee undopmayuone besbeonocmu.. Kanyerapuja uva samenura oupexmopa,
Koju Mopa bumu auye ooeosapajvhe cmpyuHocmu, Koju ce nocmaebd y cKiady ca nponucusa
Kojum ce ypehyie nonoscaj Opacasnux cayxucoenuxa u uva osiauwhersa y ckiady ca nponucuma o
OpoCa6Ho] ynpasu.

Haoszop nao paooym Kanyerapuje y epuieivy nociosa cnposoou Munucmapemeo, y ckiady ca
3aKonom Kojum ce ypehyje opicaena ynpaea.

Haoaexcnocmu Kanyeaapuje sa ungpopmayuony besbeonocm ypehene ¢y wranosuma 30-34.

Kanyeaapuja za unhopymayuony 6ezteonocm ycnocmaes.bd ¢ 4 ROCI06¢ U3 C60je HAICIHCHOCMU
nponucane 08uM 3aKOHOM novuibe oa obasva 1. janvapa 2027, cooune.

Hocwose Kanyeaapuje sa ungpopmayuony bezoeonocm nponucane 08uUM 3AKONOM 00ac/ba
Kanyeaapuja 3a unghopymayuone mexuoiozuje u e1eKmpoHcKy ynpasy y nepuody Koju nouuibe
oanom nacmynarwa 12 meceyu 00 dana cmynarba Ha Chacy 0602 3aKoHa U Koju mpaje 0o 1,
Janyapa 2027. 200une.
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Pecyramopno meno 3a e1ekmpoHcKe KOMYHUKQWUje u ROUWmancke yeiyee obaemnsa nociose
Hayuonamos IJEPT-a ymephene osum saxonom oo ucmera nepuoda 00 12 meceyu 00 oana

CMYNAibA HA CHACY 0602 3AKOHA.

MuuucrapeTso W aabe BoaM eBuaeHunjy onepatopa MKT cucrema o1 nocebHor 3Ha4aja u Bpuiu
Haa30p Haa paaom HooocHopawe Kawnuenapuje. Ha osaj nauun yapykyjy ce nocrojehu
kanauutetu asa LIEPT-a, wro 6u y 3Hauajuo] Mepu Tpedano aa nodo/blua KOOPAUHAUMK]Y M
pearoBatbe Ha MHLIMACHTE.

Veraahusamwe ca egponerkus nponucuma

Hdupexrupa EY 2022/2555 0 mMepama 3a BUCOK 3ajeAHHUKH HUBO HHOpMaLlMoHe 0e30eAHOCTH LHPOM
Vuuje yrephyje Mepe Koje MMajy 3a UWb NOCTH3AILE BHCOKOP 3ajeHUUKOr HHBOA MHpOpMauHoHe
6esbenroctn yHyrap EY kako Om ce nobossinano GyHKUHOHWACAE YHYTpallber TpikuiiTa, OBoM
JlupektuBom jgaru cy amadamanu Ha Ypendy EY 910/2014 o enekTpoHCKO] MACHTHHUKALMIK M
yveayrama oa nosepewba (eIDAS) u na upexrusy EY 2018/1972 0 Koaekcy eneKTpOHCKHMX
KOMYHHKaLM]a.

JlnpexkTueom ce:

* yrephyje obaBe3a 3a cBe ApXkaBe wiaHMWLE /la YCBOJE HAUMOHAIHY cTpaterujy o 0e30e/HOCTH
MPEKHUX MW MHPOPMALIMOHMX CHUCTEMA. Ja HMEHY]Y HAUMOHAIHE HAICKHE OpraHe
(KOMMETEHTHE ayTOPHTETE), OpraHe Ha/IcKHE 3a yrpasbare cajoep Kpu3ama, jeIMHCTBeHE
Tauke koHtakra U LICUPT-oBe:

= yrephyjy obasese no nuTakbMMa Mepa 3a YNpap/batbe PU3MKOM W M3BELITABAILE 3a CHTUTETE
o/ipeheHe Kao eceHlMjanHe WM BakHe Y CKAady ca oBoM JIMPEKTHBOM. Kao M 3a eHTUTETEe
HAEHTU(HKOBaHE Kao KpuTHuHe y ckaaay ca Jupexkrusom EV 2022/2557 (CER JInpexTtusa):

* yrephyjy npasuna u obasese y Be3H Jeberba MHpopMaLuja; 1

= yrephyjy obaBese apkara unavuua EY no nutamuma npumene ose Jlupektuse u Hanzopa Hau
MPUMEHOM.

lpeoaocom 3akona o unghopmayuonoj 6esbeonocmu (v davesm mekemy: [peoroe sakona):

o ypehyjy ce mepe zaumume 00 6€30eOHOCHUX PUSUKA Y UHMOPMAYUOHO-KOMYHUKAYUOHUM
CUCMEeMUMA,

o wpehyjy  ce  ooeosoprnocmu  cvOjexama  npuiukom  ynpassared  u - Kopuudheroa
ff!!d)f!p.'lf(”{””h‘(}-}\'(}.\!’l'HHKI‘.’H{H{‘H.".’.L\' cucmemd,;

o ypehyiy ce nocmynyu u Mepe 3d ROCMU3AE BUCOKOS ONWME? HUBOA UHDOPpMAlione
Hezbeonocmu; u

o odpehyiy ce naorexchu opeanu za cnposoherbe Mepa saumume, KOopounayujy usmehy
yunwiaya sauomume u npaherse npaeiine nPUMeNe NPONUCAHUX Mepd 3aumume.

O KAO U HADIACHCHOCMU CYOjexkama 3a Had3op nao cnposoherbes 060 3aKonda.

Jupexrusa HUC 2 je npumen/bMBa Ha €HTHUTETE KOJM ce cMarpajy npeaysehuma Hajmaie cpelibe
BeJIMYMHE M KOJH CBOje AenaTHocTH obassbajy yHyTap Esponcke Yiuje y cektopuma koju cy oapehenu
Kao BMCOKO KPUTHUHM MK KpuTHunu. [lopen Tora, oBa JlupekTura npumerbyje ce M Ha eHTuTeTe, 0e3
0031pa Ha LHXOBY BEIHYMHY, KOJH CY MACHTHPHKOBAHW Kao KPUTHYHHM y cKnaay ca JIMpeKkTuBom
2022/2557 wan KOju 1pyKajy YCAYre perucTpaiinje MMEHa J0MEHa, Kao M Ha CBE JIPYIe EHTUTETE W3
BMCOKO KPUTHUHMX MKW KPUTHUYHHX cekTopa, 0e3 003upa Ha IHXOBY BEIMUHHY:

" KOJM NpYKAJy ycuyre jaBHHUX €JEeKTPOHCKHX KOMYHMKALMOHMX MpEXa, yciayre o/ noseperba,

ycayre peructpaumje 10MeHa Hajsuuier Huoa uiau ycayre JIHC:
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" KOJH CY jJeJAMHM NPYKAOUH HEKE CCCHUM]ANIHE YCIIYIe Y /IP/KABH YAaHULH:

" yuju OM NPeKU] Y NpykKamy YCIyra Morao MMarTH 3Ha4ajaH yTuuaj Ha jaBHy CHIYPHOCT, jaBHY
0e30eHOCT M JaBHO 3/1paBJbe;

*  yuju OM NPEeKH Y NPYKAMY YCAYra MOIao MMATH 3HA4ajaH CHCTEMCKH PH3HK:

" KOJU CY KpUTHYHM 300T crieliuuyuHe BaXHOCTH HAa HALMOHATHOM HIIM PErHOHATHOM HUBOY:

" KOjH Cnaaajy y JApAKABHE OpPraHe Ha LCHTPAJHOM HUBOY, WM CNajajy vy JpKaBHE opraHe Ha
PErHOHAJIHOM HMBOY ako OM MPeKM/l NMpykara bUXOBHX YCIyra MMao 3HavajaH yruuaj Ha
KPHTMUHE APYIUITBEHE 1M EKOHOMCKE aKTHBHOCTH.

Osa JlupekTHBA HE NMpUMEEbYje Ce Ha [pKaBHe OpraHe HAUIC/KHE 3a HauMoHanHy Oesbeanoct, japny
He30eanocT, oabpany u cnpooheise 3akona. JIupekTHBOM ¢y JedHHHUCcaHe /1Be KaTeropuje eHTuTeTa:
eCCHIJ,H_iaJlHH H BAWKHH.

EceHuMjasiHiM eHTHTETHMA cMaTpajy ce:

" EHTHMTETH KOjH MpeBa3zuiase BeJMUMHY cpeirbux npeayseha (umajy Buine oa 250 sanocieHux u
obpT o npeko 50 MHAMOHA €Bpa) W KOJHU CBOJY AeAaTHOCT 00aB/bajy ¥ HEKOM 01 BHCOKO
KPUTHYHHMX CEKTOpa:

" [pykKaouM KBaAH(MKOBAHMX YCAYra 0/l NMOBEpea, INPYKAOUN YCIyre perncrpauuje aoMeHa
HajBULLIEr HUBOA W npyxaolm yeayra JIHC 6e3 o03upa Ha BeaHUHNY:

" [pYKAOUM YCIYra JaBHMX CJICKTPOHCKHX KOMYHMKALUMOHWUX MPEKa WK JABHO JOCTYIHHUX
CNEeKTPOHCKUX KOMYHHKALMOHUX YCIYra KOju cnajajy y npejyseha cpeiibe Beamunne;

" OpraHu ApJKaBHE YIpaBe Ha LEHTPAIHOM HHBOY:

" CBM JIPYTH €HTHTETH KOJH CBOJE ARIATHOCTH 00aB/ba]y Y BHCOKO KPHTHUHMM MJIM KPUTHYHUM
CeKTOpHMMA, a Koje je japikasa uyianuila uaeHTHPHKOBANA Kao eceHlUMjasiHe jep Cy jejIHHM
[PY/KAOLK HEKE €CCHUMjaNIHE yeayre, jep OW NPEKH/L Y NpYKarwy YCayra Morao UMarH 3Hadajau
VTHIA] HA JaBHY CHIYPHOCT, jaBHY 0e30€1HOCT M jaBHO 31paBibe, jep OM NPEKUa Y NpyxKawy
VCyra MOra0 MMaTH 3HauajaH CUCTEMCKH PH3MK. WK KOJH ¢y KpUTHuHM 300r cneunduune
BaKHOCTH HA HALIMOHAIHOM MJIM PErHOHAIHOM HHBOY:

" EHTHTETH MJCHTU(PHKOBAHH KAO KPUTHUHKM Y cKaaay ca Jlupexkrusom 2022/2557:

" CBM JIPYIH CHTUTETH WACHTU(HKOBAHH KO eceHlnjaann y ckaany ca Jlupekrusom 2016/1148
(HHUC JlnpekTupa), ako JApikaBa YIaHHLA NPOLEHU J1a J€ TO noTpedHo.

BaxkHUM eHTHTETHMA CMATPajy Ce eHTHTETH KOjH CBOje AeNaTHOCTH 00aB./bajy Y BHCOKO KPHTHYHHM M/IH
KPHTHYHHM CEKTOPHMA, a KOjU He HCnywaeajy Kputepujyme ja Oyay wiaeHTHPHKOBaHM Kao
ecenumnjanuu. Takohe, BakHHMM EHTHTETHMA C€ CMaTpajy M OHHM KOJe e JpiKasa ujaHuua
uaeHTHGUKOBANA KAao Ba)kKHE jep CV JeNMHHM NMPYKAOUM HEKe eceHuMjaine yciayre, jep OM npekua y
npykarby YCIyra Morao WMaTH 3HauyajaH yTHIA] HA jJaBHY CHIYPHOCT, jaBHY 0€30€1HOCT M jaBHO
3ApaBbe, jep O NPEeKH v Mpyikarby YCayra Morao HMaTH 3HavyajaH CHCTEMCKH PHIMK. HIH KOJH CY
KPUTHYHU 300T cnetupuyHe BaXKHOCTH HA HALLMOHAIHOM MM PErHOHATHOM HHUBOY. Y CEKTOpe BHCOKe
KPMTUUHOCTH chajiajy:

" eHepreTHka,

= caoOpahaj.

= DaHKapcTBo,

*  yHQpacTPYKTYPE PUHAHCHJCKUX TPAHLLTA,

"  3/paB/be,

* nujaha Boja,

" OTHajaHe BOJE.

" MIruTaliHa MHppacTpyKTypa,

= ynpasbawbe UKT yeanyrama,
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JaBHA aJAMMHMCTpALLK]a 1
CBEMHP.

VY ocTane KpMTHYHE CeKTOpE crnajajy:

NOIITAHCKE W KYPHPCKE yeavre,

yrpas/bae 0Tnaaom,

[NPOH3BO/HA M CHAb/IeBaLE XEMUKAIH]ama,

Npou3BO/ILA, 00paja u AMCTpHOYIIM)a XpaHe,

APYre NpOM3BO/IHE JeNaTHOCTH (MPOM3BOILA MEIHLIMHCKUX ypehaja u in vitro 11jarHOCTHUKHX
MEJMUMHCKUX CPE/ACTaBa, pavyyHapa, €JEKTPOHCKMX W ONTHYKHX [POM3BOAA, €NEKTPHUHE
onpeme. mailinia 1 ypehaja. MOTOPHHX BO3MIA, TMPUKOIHLA H NMOJYNPUKOIHLA M POH3BOIHLA
ocrTazie olnpeme 3a Nnpesos3),

MpyKae AUrHTAIHUX YCayra 1

HCTpaknBatbe.

lpeorocom sakona deghunucanu cv onepamopu npuopumemnux HKT cucmema 00 nocetnoe
HAUAjA KOJU CV NAHOAH ecenyujainum enmumemumd, u onepamopu saxcruux HKT cucmesa 00
nocebnoe 3navaja koju ¢y nanoan eaxcuuv enmumemiuna us HHC 2 JJupexmuee. "4ranom 3.
Ilpedaoea saxona nponucano je oa ¢y onepamopu npuopumemnux HKT cucmema 00 nocebnos

IHauaja;
O opeanu;
O ¢vOjekmu koju ¢y oopehenu kao onepamopu KpumudHe ungpacmpykmype v ckiaoy
Ca nponucuMa Kojuma ce ypehyje kpumuvna ungpacmpykmypa;
O MpA6Ha YA U PUINYKA auya v ceojcmey pecucmposanos cyvbjekma, xoja obaswajy

nOCI06E U Deaamuocmu v cieoehum ooracmuva:

" eHepeemuka,

*  caobpahaj,

*  OaHKApCeMeo u punancujcka mprcuwema,

" 30pAGCIMBO,

*  gooa 3a nuhe,

= omnaone 6ooe,

®  Queumanna unghpacmpyrmypd,

»  ynpaswvaree HKT yeiyveama Koje ce npyocajy onepamopuma npuopumemmux
HKT cucmema 00 nocetinoe snavaja,

" ogcmare  obracmu  (YApAGHAILE  HYVKICAPHUM  OOJeKmumMda, — npyiCarne
KeAMPUROSanUX yeavea 00 noeepetbd, npycarve vervea J[HC-a, ynpaswvarwe
PECUCMPOM QOMEHA HAJEUMES HUBOA CA UZVICMKOM ONepamopa KOPEeHCKUx
cepeepa UMeNd, MPYXCArLe VEIVed Mpee 3a UCROPYKY caopxcaja, 0basbarwe
ACAAMHOCHIU CACKMPOHCKUX KOMYHUKAYUJA, MAYKA 3d DAZMEHY UHMEPHEM
caobpahaja, obaacmu vy kojoj v Penvoauyu Cpouju nocmoju camo jeoan
HPYHCATAY YCAV2e U KOJA Je HeORX00H 3G 00a6.baIbe KPUMUHUX OPYULIMGEHUX
U NPUEPCOHUX OC1AMHOCMU).

Unanom 6. Ilpeoroea zakona nponucano je oa cyv onepamopu eaxchux HKT cucmewa 00
noceoHo sHavaja:
O HAYYHOUCMPANCUBAYKE UHCIMUMVIUje,
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npasna u puzuyKka auya Y ceojemey pecucmposanos cvojekma u opeanu Koju ne

cnaoajy v onepamope npuopumemuux HKT cucmema 00 nocebunoe 3navaja npesa

KPUMeEPUjyMuMa 3a oopehusarse onepamopa;

npasna wya koja cv oehunucana kao onepamopu HKT cucmema 00 nocebnoe
suavaja y ckrady ca nocmojehuv 3akonom o unghopmayuonoj besbeonocmu;

npasna auya u huuyKa auya y ceojcmey pecucmpocano? cvojekma, koja obacbajy

HOCHO6C U deaamniocmu Y creoehuw oOracmuva:

NPOUZEOOHA MOMOPHUX 6031, MPUKOIUYA U ROIVAPUKOAUYG U NPOUEO0IbA
NPOU3600A MEOUYUNCKUX Ypehaja 1 npousgodiba in VIlro OUjazHOCMUYKUX

yeaee  uHpopMayuoroe Opyuimed Vo CMUCHy  3AKOHd O €1eKMPOHCKO]

. nowmancke yoianee,;
" VApaebarbe OmnadoM;
" Apouz600IbA U CHADOCEAILE XEMURAIUjAMA,
" ppoussodbA, npepaca u oucmpudVyuja Xxpane;
" HPOU3BOOLA PAYYHAPA, CACKMPOHCKUX U ONMUYKUX NPOU3E00A,
. HIJ(H.I)’HUUH}U CAEKMpPUHHe UH[?L‘.HL’.’
*  npoussoomwa mawuna u ypehaja,
]
OCMANe ONPeMe 3d NPeeos,
L ]
MEOUYUHCKUX CPeOCmasd,
L]
MPeOBUNIUH,
L |

H]?(J!I‘J’(f{)().‘hﬂ, npotem u npeeos HAopycdiba u b'U_)"H(‘ onpeme.

Esuoenyujy npuopumemnux u eaxcrux HKT cucmema 00 noceonoe suavaja yenocmas.ba u 600U

MUHHCMAPCMBO HAOICHCHO 3a NOCI06¢ UHopmayuone De30eonocmu.

HHUC 2 Inpexrusa aaje aeduumnunje 41 repmuna.

V llpeonoey saxona oamo je objawmerse 38 mepymund, 00 Kojux 34 (UWOeHMUYHO WAU Y UCRIOM
evucay) nocmoje uy HHC 2 Jupexkmueu. Tepywunu us Hpeonoea sakona koju umajy ceéoj nanoan
v HHC 2 lupexmueu cy:

UHGDOPMAYUOHO-KOMYHURAYUONU CUCIIEM

onepamop HKT cucmema

unghopmayuona desbeonocm

PUSUK
parbueocm

rr;fﬁc’?.*f_'; MU unyuoenm

npentrbd
o301bHA npeniba

UHIUOCTHIN

VAPAB bUE UHWUOEHMOM

Kpuza unghopmayuone Hezoeonoemu

opean

yeayea unghopmayuono2 opyuimea

npyacatay yeivee ungopmayuonoe opyumed
Mpedca 3d UCROPVRY caopiicdjd

mauxa 3a pasmeny unmeprem caobpahaja
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@]

O

Q o

O

cucmenm nazuea oovena (JHC)
npyycaiay yeayee JIHC-a
yeiavea 00 nosepetha

npyHCaIay yeiyee oo nosepetbd

KeaMpurosana yeayea 00 noeepetba

npYXCAIaly K6ApuUKosane yeivee 00 nosepeiba
VEAVee pauviapemed v Kiayoy

Veived yenmpa 3a Yapasbarbe U Hyedibe Nooamard
HAVYHOUCMPAACUBAYKA Opeanuzayuia

II,J'.{H:'HU CACKMPOHCKA KOMVHUKAYUOHA MPewd

CACKMPOHCKA KOMYHUKAYUONA YC1ved
RPYHCAIAY YNPAGHAHUX VCIVed

npyxcaiay ynpasbanux Gezbeonocnux yeiyea
peaucmap nazusa 0oMeHd Hajeuwe? nueod
npyacaiay yeiyee pe2ucmpaiuje Hasuea 0omMenda
HKT npouseoo

HKT ycayea

HKT npoyec

Tepyviunu koju cy oehunucanu y Ipeonoey saxona, a nucy y HHC 2 Jlupexmueu cy:

o
o

4

o O

majnocm
uHmezpumem
PACNOAONCUBOCH
aymenmuynocm
ROBEP.BUBOCTN
Henopeyueocm
VAPAGbAILE PUIUKOM

Jeouncmeenu cucmem 3a npujes 0dasemmerba 0 uNUHOeHmMUMA

wvepe sawmume HKT cucmewa

majni nooamar

HKT cucmen 3a pao ca majuust nooayusa
cnvareoa dezteonocmu

camocmainu onepamopu HKT cucmena
LEPT

koxmposumyjvhe eaexmpoyacnemno spaverve (KEM3)
kpunmobesdednocm

Kpunmoszawmuma

Kpunmozpagphex npouzeo0
Kkpunmomamepujaiu

besbeonocna sona

ungopmayuona 0oopa

TLP (Traffic Light Protocol)

HoceGuo je sanumbuso Oehunucaive 06d yenmpaina mepmuxd 06a 08d OOKYMEHMA:

unpopymayuone  oOezbeonocmu  u  cajoep oesvednocmu. YV Ilpeonocy  szakoma  mepmun

Lungpopymayuona  Gezbeonocm”  uma  Oehunuyuiy  wdenmuyny  Oehunuyuju  mepmuria
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L Gesbeonocm mpexcnux u unghopmayuonux cucmesma (security of network and information
systems)” y HHC 2 JQupexmueu, aw vy Ilpeoroey (numu y O0wio xojem opyeoMm npaeHom
doxkyvenmy y Cpouju) ne nocmoju depunuyuja cajoep 6esbeonocmu, a maxohe nu vy HHC 2

Jupekmueu ne nocmoju oedhunuyuja ungopmayuone dezoeonocmu. Maoa nuje exenauyumio
oecpunucan wu y HHC 2 Jlupekmusu (nu y npemxoonoj HHC Jlupexkmusu) nu 'y Akmy o cajoep
oesbeonocmu, nod mepyvunom | unghopmayuona besbeonocm” v Eeponckoj Vuuju ce
ROOPAZYMEGA  OYVEAILE NOBEPLUCOCMU,  UHMEZPUMEMA U PACROIONCUSOCMU, YV CRIAdY Cd
oeghunuyujon us npeereoa cajoep bezbeonocmu u cpoonux mepyuna xoju je objaswia EHHCA®
u Oehunuyujom uz cmanoapoa HCO 27000,

Hepurmuyguja mepyvuna |, cajbep Gesbeonoem” je y HHC 2 Jlupekmusu pegepenyupana na
depunuyujy uz Akma o cajoep oesoeonocmu (Ypeoba EYV 2019/881), npesa kojoj . cajoep
Oe36eOHoCm O3NAYABA AKMUGHOCINU HEONXOOHE 3d 3AUMUMY MPEHCHUX U UHPOPMAWUOHUX
cucmema, KOPUCHUKA mux cucmema u opyeux ocoba na koje ymudy cajoep npemie . Oca
dechunuyuja voxce y oopehenoj sepu oa ce ynopeou ca oeunuyujom mepmund ., mepe
sawimume FIKT cucmeva™ wz llpeoaoe sakona, npesta Kojoj cv mo ,, mexuuyxke, opeanu3ayione,
aomunucmpamuene u husuuxe vmepe sa ynpaevarse vesbeonocuum pusuyuna HKT cucmena ™.
Hnar, 3a ose 06e oeunuyuje ne moxce ce mepoumu 0a umajy ucmu cMucao, na ¢y 3amo y
npemxo0noM Hadpajarwy cepemaiie v epyvne mepmund duje oedunuyuje nemajy ceoj nanoam y

OpYeoOM akmy.

HHUC 2 JlupekTHBa Hanaxe apxaBamMa 41aHMLaMa Ja YCBOj¢ HALMOHAIHY CTpaTerujy HHpopmMauuony
Oe3beaHocTH M 1aje OKBHP Tema Koje Tpebajy Outn odyxBahene cTpaTerujoMm.

Hpeonocom 3arkona nucy nponucane oopedbe y 6esu cmpameruje, aw je 3axon npenozuam y
Cmpamecuju paz6oja unpopmayuonoe opyumea u ungopsmayuone Gesteonocmu 3a nepuod
2021-2026. z00une.

HHUC 2 JIupeKTHBOM je MpOIMcato jla ApKaBe u41aHnLe MOPAjy OJPeUTH Je/laH MK BUILE HA/UISKHUX
oprana (ca HaleKHOCTHMA Y 04peheHHM CeKTopHMa KOjuMa TpUNazajy onepaTopu eCeHUMjalHux
CepBUCA). KAO M JeJMHCTBEHY TauKy KOHTAKTAa 332 KOMYHUKAIM]Y €a HALICKHUM OpraHuma Apyrux
semaba wianuua v yuewhe v I'pynu 3a capaiby. AKO je HAIMOHAJIHUM 3aKOHO/1aBCTBOM Jie(MHUCAH
CaMo je1aH HaLIEZKHH OpraH, OHJIa J€ Taj OPraH MCTOBPEMEHO M €/ IMHCTBEHA TA4Ka KOHTAKTa.

Ynanom 26. Ilpeoaoea 3akona nponucano je oa HAdaexcnu opean 0yoe MuHucmapcemeo
HADICHCHO 3d NOC106e ungopmayuone ezbeonocmu. Y okeupy ceéojux HaoieHCHocmu 060
MUHUCIAPCMEO !

O npunpema u npeod.iaxce NPonRuce U NIAHCKa QoKyMenama,

o 600u esuoenyujy onepamopa HKT cucmena oo noceono? snavaja;

O eputu Haozop Hao padom Kanyearapuje sa unghopmayuony dezoeonocm,

O BPUU UHCREKYUICKU HAO30P HAO NPUMEHOM 0802 3aKona u paoom onepamopa HKT

cucmemda o0 HoceOHoe 3HaYajda;
o ocmeapyje Mehynapoouy capaoiby Y OK6UpY C60jux HAOIEICHOCMU.

https //www enisa europa.cu/publications/enisa-position-papers-and-opinions/enisa-overview-of-cybersecurity-and-related-terminology

https /www aso.org/obp/un/#iso std 1so-1ec: 27000 ed-5:v Len
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Hnaxk, 060 munucmapemeo nuje oopeheno 3a jeouncmeeny mayxy konmaxma, 6eh je wianom 34.

Ilpeoroco 3axona nponucano Oa jeduncmeena mayka koumakma 6yoe Kanyearapuja za
unghopmayuony bezoeonocn.

Ceaka apkasa wianuua Tpeda a OAPEaAN WM YCNOCTABM je/laH MW BMIIE HAANEKHUX OpraHa
OJITOBOPHHX 32 YIPAB./batbe BEAHKMUM HHUKJICHTHMA K KpH3ama. AKO ce 0/1pe/IH BHLLE opraHa, Mopa ce
HEJBOCMUCIIEHO OPE/IMTH KOja MHCTHUTYIIM]a KOOPAHHHPA 1HXOB Pajl y C/1y4ajy BEJIHKHUX MHLM/ICHATA
v Kpu3a. Jlpkase unanuiie Takohe Mopajy YCBOJUTH HALIMOHAIHH T1aH 33 0/INOBOP Ha BEJIMKE HHLIMAEHTE
H KpHU3€E KOJH MOpa caapikKaTy:

LUH/BEBE 3001 KOJUX CE Npe/ly3uMajy Mepe U aKTHBHOCTH,

3a/1aTKe M 0JrOBOPHOCTH HALIEKHUX Opraua,

MpoLE/Ype 3a pearoBame M HUXOBO YKIaname Yy OMUTH OKBUP 3a pearoBare y ciy4ajy
HALIMOHAIHE KPHU3E, Kao M KaHasie 3a pasmeny nudopmaimja.

Mepe Koje je notpebGHo npeayseT paau npunpeme, ykbyuyjyvhu sexbe n odyke,

opraHu3aliuje U3 jaBHOT M MPUBATHOT CEKTOPA M HHDPACTPYKTYPY KOja Ce aHrakyje,

Mpoue/ype u cnopasyme nimehy HaUMOHANHUX HAJUIEKHUX OpraHa.

Huyuoenmu v HKT cucmemuma 00 nocebnoe snavaja kiacugpuroeanu cy 'y Haany 16. Ipeoaoe
FAKOHA )} Yemupu Kame2opuje: Hu3AK, cpeolvl, Gucoxk u ecoma eucox. Kanyerapuja sa
uHghopmayuony bezbeonocm ynpasba 002060POM HA UNYUOCHME HUCKO?, CPEOlbee U 6UCOKO?
nusoa y capaoiwu ca onepamopuma HKT cucmema 00 nocebnoe snavaja, Munucmapcemeom
HANIeHHUM 3G nociose ungopmayuone bezoeonocmu, Terom 3a Koopounayujy nociroea
unghopymayuone Hez6eorocmu u OPYUM HAOICHCHUM Opeanuma no nompeou. Huyuoenmu eeoma
BUCOKOZ HUBOW CMAMPAjy ¢e KpUzoMm ungopmayuone 6e36e0nocmu uy mos caivuajy pyrooherse
U Koopounayujy cnposohetba mepa u 3adamaxa npeoysuma Biada, koja wa npeonoe
MUHUCIAPCMBA HAOICHCHO? 3d NOCI06e  unpopmayuone besbeonocmu, a no npudasLeHom
zMuuwwersy Kanyerapuje sa unghopyayuony Gezbeonocm, 0oHocu 00ayKy 0 npociduersy Kpuse
uHghopmayuone bezbeonocmu u 3a0Vicyje op2ane 0a NOCMYNAajy npesd npeoIoNCe HuM Mepama
V CKAAOY €A C80JUM HAOICHCHOCMUMA.

lpeoroeo sakona npeoeubena je uspada ITian 3a peacoearbe v cayuajy unyuoenma 6UCOKo?
HUGOA U Kpu3d unhopmayuone tezbednocmu.

HUC 2 JlupekTeom je oapeheHo /1a cBaKa 3eM/ba YJaHHuLA MOpa YCNOCTABUTH jeaad wian suie LICHPT-
OBa KOjU MOpajy MOKPUBATH CBE CEKTOPE KOjHMa NpHIajajy OnepaTopH €CCHUMJAIHHMX CepBHCA M
CepBHCC KO_iC I'Ip_\’)!(i]j)" OnepaTtopyu  JAHIMTAlIHHX CEpBHCA H OnTH OATOBOPHH 34 T1OCTVIAHKE Cd

HHIIMJICHTHMA,

Yaanom 28. llpeoroco sakona nponucario je yenocmaesvarwe Kanyerapuje sa ungopyayuonoy
fezbednocm kao nOCEOHe Opeanu3ayufe ¥ CMucty 3akona kojum ce ypehyje nonoxcaj opaicasne
ynpase u padu 0basbarmbd Nociosa npecenyuje u 3auumume 00 6e30e0noCHux pusura u
unyuoenama y HKT cuemesunva v Penvonuyu Cpouju. Haan 30. nponucucyje naoiaexcnocmu
Kanyeaapuje 3a ungpopmayuony desteonocm:

1) epuiu npeeenyujy u sawemumy 00 06€30¢0HOCHUX PUSUKA HA HAYUOHATHOM HUBOY V CKI1ADY ca
oau zakonom (nocioeu Hayvonainoe HHEPT-a);
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2) mpeody3uMa npeseHMuUGHe U PEaKmuene Mepe ¥ yuby sauimume Jeouncmeene ungopmayuono-
KOMYHUKAYUOHE MPedNce CIeKMPOHCKe YIpaese y Criady ca osum sakonom (nocrosu [{EPT-a
opeana 61acmii),

3) 06asva capadmwy Ha HAYUOHATHOM HUBOY V oO1acmu ungopsayuone besbeonocmu,
4) 6putu nocroge jeouncmeene mayke KOHmakma,

3) epun nocaoee cepmughurayuje HKT cucmema, HKT npouszeooa, HKT npoyeca u HKT ycayea,
U3V3EE cucmema, npoussoda, npoyeca u yeayeda 3a nompebe oobpane u Hezbeonocmu;

6) nponucyje munumaine vepe sawmume HKT cucmena opeana, yeaxwasajvhu navena us wiana
3. osoe sakona, wepe szawmume uz wiana 10. 0soc zakona, nawyuonaiie u smehyuapoowe
cmandapde u cmandapoe Koju ce npuvernyjy y ooeosapajyhus obaacmuva pada;

7) ¥ ocapaoibu ¢ HAOICHCHUM OP2ARUMA U Opyeum cVOjekmumd U3 Ja6HOs, AKAOCMCKOZ,
NPUBPEONOe U HEEAAOUHOS CEKMOPA YHeCmeyje ¥ paseojy u cnpoeohersy npozpava 00yvka u
CMPYYHO?2 YCaepuiasasd Jud Koja paoe na nociosuma ungopmayuone Gezbeonocmu;

8) obaewa capadiwy u pazveny unopmayuja na mehynapoonom nusoy v obracmu
unghopmayuone bezteonocmu y yuny npaheroa u ycaeiauaearsa ca Mehyuapoonum nponucusa
u cmanoapouma,

9) 6puau cmpyunu naozop nao paooy onepamopa HKT cuemema 00 nocebnoe snavaja;
10) 6oou bazy parwusocmu HKT npouseooa u HKT yeayea:

11) useewmasa Munucmapemeo na kKeapmainom HUGOYV 0 RPCOVICMUM AKMUCHOCMUMA,
12) obas.wa dpyee nocirose ¥ CRIGOY ¢a 06UM 3UKOHOM.

Kanyearapuja 3a unghopmayuony Hezbeonocm yenocmassa ce 4 nocioee U3 ceoje Hao1e xeHocmu
nponucane 08uUM 3aKOHOM noyume da obaesa 1. janvapa 2027, rooune.

locroee Kanyearapuje za ungpopmayuony Hezbeonocm nponucane osum 3axonom obaewvahe
Kanyerapuja 3a unghopymayuone mexnoioeuje u e1ekmponcky ynpagy ¥y nepuody Koju noviiibe
danosm Hacmynara 12 veceyu 00 oana cmynarbd Ha CHACY 0602 3AKoHA U Koju mpaje 0o 1.

Janvapa 2027, ro0une.

Pecyviamoprno meno 3a erekmponcke KOMYHUKAYUJE U nowmancke yeivee obaeba nocioee
Hayuonamoe [[EPT-a ymephene osunt sakonosm oo ucmexa nepuooa 00 12 veceyu 00 dana
cmynared HA CHACY 0602 3AKOHA..

Haozop nao paoom Kanyeiapuje 3za ungpopmayuony Oez6eonocm epuit Munucmapcemeo
HaonedcHo 3a unghopmanuony bezbednocm.

[Ipeoaoe 3arona, kao u nocmojehu 3axon o unghopmayuonoj 6ezéednocmu, npenosuaje
cavocmaine onepamope HKT cucmema (Munucmapemso naoiexcno a nociose oobpane,
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MUHUCIMAPCMBO HAOICHCHO 3a VHVIMPAUIILE HOCA06€, MUNUCMAPCINEO HAONEHCHO 3d CHO.BHE
nociroee, ciyvaucoe besoeonocmu u Hapoona banka Cpouje) koju nokpueajy ceoje HKT cucmenme
U HA KOje ce He npumersyjy 00pedhie 0 npujasbusarny UHYUOCHAmMAa KOju 3HaYajHo y2poxcasajy
ungpopmayuony  Gezbeonocm u 0opedbe o OoCmasHaALY  CMAMUCMUYKUX  NOOAMAKA O
unyuoenmuma. Cavocmannu onepamop HKT cucmeva uva obasesy oa:

1) noownece npujaey 3a ynuc v esuoenyujy HKT cucmema 00 nocebnoe snavaja.

2) npedyzve ooxoeapajyhe mexuuuke, onepamuene, opeanu3ayuone u U3NIKe Mepe saumume
HKT cucmema 00 nocebnoe sHavaja, ynpaevaioe pusuyuma i npesenyjufy i CMarmerbe umenux
HOCICOUYA UHYHOCHAMA !

3) oonece axm o oezbeonocmu HKT cuemena;

4) epuwu npoeepy yekaahenocmu smepa sawmume FIKT cucmesa koje ce npumemnyjy ca akmom o
bestednocmu HKT cucmena y ckrady ca concmeenum npasuiuma 3a npogepy yexiahenocmu
Mepa 3aumume, a Hapmarse JedHom 2o0utse.

3) ypeou oonoc ca mpehum uguva na navun Koju ohesbehyie npeoyzumarbe mepa saumume moe
HKT cucmema y ckiady ca 3akoHoM, YKOIUKO noeepaca akmusnocmu v éesu ca HKT cucmemom

00 nocebnoe snavaja ca mpehusm auyuma,

6) gopymupa concmeenu LEPT paou ynpaewvara unyuoenmuma y C60JuM cucmemumd.
IIpeoaoveow 3axona ¢y npenoswamu u loceonu I[EPT-o6u 3a npesenyujy pusuxa y HKT
cucmemuma koju o6assajy nociose npesenyuje u saumume 00 6esbeonocnux pusuxa y HKT
cucmemuma v okeupy oopehenoe npaenoe auyd, epyne npasnux auya, obaacmu noclosdied U
CAUYHO.

HHUC 2 Jlnpektusom je nponucano aa LICHUPT -oBu mopajy uenymwasaty cieiche 3axtese:

M()pﬂjy 00e36€/IMTH BHCOK HHBO AOCTYITHOCTH CBQ]HK KOMYHHKALLHOHHX CCpBHCA nzderaBamem

_iE‘JHHCTBCHC TAYKC TMpCKHIa H HMATH YBCK Ha pacnojarawy BULIC Ha4MHa Ja G_\.’l}'

KOHTAKTHPaHW M 1a OHW KOHTAKTHpajy Apyre:

3aM0C/AEHH W HHPOPMALMOHK CHCTEMH KOje KOpHCTE Mopajy OMTH cMewTeHH Ha 0e30e1Hum
JIOKauMjama;

Mopajy OUTH olpeM/beHH 0AroBapajyhum cuctemuma 3a yrpas/batbe u rnpociehuparme 3axresa;
Mopajy 00e30euTH NOBEP/LUBOCT M NMOY3IAHOCT CBOJUX Onepaliuja;

MOpajy OMTH NONYIHEHW aICKBAaTHUM OpOjeM M KBAJIHTETOM 3aN0C/ICHHX:

MOpajy MMatH OCHIYpaH KOHTHHYMTET pajaa HHdpacTpykType, YKbyuyjyhu peayHaanTHu
MPOCTOP U OTpeMY.

[Mocaosu LICHUPT-oBa mopajy o0yxBatuTs:

npaherse U ananu3upase cajoep NpeTHn, parbMBOCTH U MHLIM/IEHATA HA HALLMOHAJIHOM HUBOY M,
Ha 3aXTeB, MNPYKAbE NOMONH ECEHUMJANTHUM U BAKHHUM EHTUTETUMA,

Mpykarbe paHUX YNo3opetba v Apyrux MHGOpMaLHja o pH3HLUMMa H HHLMACHTUMA €CCHLMJAIHUM
M BAKHWUM EHTHTETHMA, HAUI@KHHUM OpraHuMa 1 apyrum cyGjekruma o 3Hauaja,

pearoBambe Ha MHUMICHTE W MpYyxame NoMohH eceHUMjaIHUM M BaXHUM EHTHTETHMa (rje je
MPUMEHIBHBO),
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Npykabe TMHAMHYKE aHAIH3E PU3HKA W HHLIWICHATA M YKA3HBAE HA TPEHYTHY CHTYALH]Y,
MpYAathe eCeHIMJATHUM W BAXKHUM €HTHTETHUMA YCayre npoaKTHBHOI CKEHMPaha MPEeKHHUX H
HHPOPMALLMOHHX CHCTEMA Pa/Ii OTKPHBAILA PALHBOCTH,

yuewhe y Mpexu LICHUPT-oga,

KOOPMHALM]Y AKTHBHOCTH VCMEPCHMX HA KOOPAMHWUCAHO OTKPUBALE PambuBOCTH (rae je
IPUMEHILUBO), H

JONPHHOC NpuMeHH Be3deanux anata 3a pasmeny nidopmaiiuja.

Takohe. nponucano je na LICUPT-oBn npomosuiny ycsajame W ynotpeby yoOuuajeHUX wiau
CTAHAAPAM30BAHUX MPAKCH, K1aCH(PHKALMOHHX 1IEMA U TAKCOHOMM]a y BE3M ca:

poLe/ypama 3a peLaBatbe HHUHIACHATA,
YIPaB/baeM KpH3ama 1
KOOPJMHHUCAHHM OTKPHBAILEM patbHBOCTH.

Yaanom 31. [pedroca sakona nponucano je oa Kanyerapuja 3a ungpopmayuony Gesbeonocm y
oksupy nocioea Hayuonainoe LEPT-a uva credehu derorpye pada:

1) npuxynmva u pazvermwyje unghopmayuje o npemivamd, parbusoCMuMa U UHYUOCHMUMA U NPYICA
HOOPWIKY, Ynosopaea u casemyje nuya xoja ynpaesajy HKT cucmextuma y Penvonuyu Cpbuju
Kao u jasnocm.

2) npamu cmaive o unyudenmuma y Penvoruyu Cpouju;

3) npyaica pana ynosopera, yioyne u najase u unghopymuwe peieeanmua auyd o npemmwavd,
pAbuUsOCMUMA U UHIUAE HMUMA;

4) peazyje 6e3 odaazarea no NPUIAGHEHUM WK 1A OPYU HAYUH OMKPUSCHUM UNYUICHMUMA V
HKT cucmemuma 00 nocebno? 3navaja, Kao u no npUjaéama U3uiKux u npasHux auyd, mako
Weno ﬂ[?_\'-}i('(l caseme u Hpﬂ”ﬁﬂl"f\'ﬁ Ha OCHOGY pﬂ('.’?(].'f().ﬂ('ffﬁ”.\' H'H(f)()‘[).\fﬂfﬂf}-ﬂ [ NH.!'{IH}L’HNH{'NU i
npeovuma opyee nompebne mepe u3 ceoje Ha)ICHCHOCMU Ha OCHOGY dobujenux casnaiba,

3) na saxmee onepamopa HKT cucmema 00 nocetnoe snavaja, npysxca nonoh y npaherwy cmarsa
oezoeonocmu HKT cucmema y peainom epemeny wiu npubiudlcio peainom 6pemMeny;

6) na 3axmes onepamopa HKT cucmema 00 nocebnoe suavaja, 6puin npoaxmueHo CkeHuparse
HKT cucmeva y yuny ymephusaioa paruocmu Koje Mo2y dd ROMEHYUjAIio 3HamHio Hapyuie
bezbeonoem HKT cucmeva, npu ey mak6o CKEHUpPAIbe He eme uMmamu wmeman ymuyaj Ha
nOCI06¢ U deranHocmu onepamopa,

7) noemyna kao KOOpOuramop 3a nompebe KOOPOUHUPAROS OMKPUEAIbA PALUCOCMIU, ¥ CKIAY
Ca 06UM 3AKOHOM

&) ywecmeyje v pazeojy u kopuwthery mexnoiowkux aiama 3a pazvmeny ungopmayuja ca
onepamopuma HKT cucmema 00 nocebno? mavaja u opyveux cvojexama ca kojuma capahyje;

9) koumunyupano uspahyje amaiuse pusukd U UHYUOCHAMA, HA OCHOBY NPUKVA/BEHUX
ungpopmayuja;
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10) noouxce ceecm ko0 epahana, npuspeonux cybjekama u opeand o 3nadajy ungopsayuone
Bezbeonocmu, o pusuyuma u mepava sawimume, VEbyayivhu cnpoeoheive kavnarba y yuwy

ROOU3ALA Me ceecmiu;

11) 6oou Eeudenyijy nocebnux [[EPT-o6a;

12) npunpeva uzeewumaje Ha K6apmaiHom HUB0Y 0 NPedy3emum aKmueHoCmuma,

13) npyaca noopury y HpUKYRbALY U QHATUIUPAILY (POPEHIUYKUX nodamaka U npyxca

OUHAMUYKE AHAIU3E pPusuka u zun;ur)unama 4 f.'.'\‘_?ﬂ()_\' cd Hponucumd.

Hopeo moea, Kanyerapuja noocmuye npumeny u Kopuwherse nponucaniex u cmanoapouzoeanux

npoyeadypa sa:

(@]
0]

O

O

VAPAGHADE UHUOCHMUMA,

Kracupukayuy ungopmayuja o uRYUOSHMUMA, 0OHOCHO KIACUDURAUY npema HU6oy
OnAcHoCmu unyuoenama,

VAPABbAbe KPUsHuM cumyayujama u

J\'l‘)l"}fJ(jHHHCUHU OMmKpuearbe pu!huﬁ‘ﬂ(’ﬂf .

Ynanom 32. llpeonoea zaxona nponucano je oa Kanyerapuja za ungpopmayuony tezbeonocm
obaemva creoche nocirose vy oxeupy nociosa LEPT-a  Jeouncmeene ungopmayuono-

KOMVHURKAYUOHE MPENCE €N1eKMPONHCKE VRpABe .

O

o)

(©)

o)

spuiu 3aumuny mpesice e Ynpase,
0baeva Koopounayujy u capaowy ca onepamopuma HKT cucmema koje noeesyje mpexca
eVnpaee y npesenyuju unyudenama,
ARMUGHO  VHECMBYJC vV  OMKpUsary uHyuoeHama, Hpukyibamwy ungopyayuja o
UHYUOCHMUMA H OMKIAIbAILY NOCICOUYd UHYUOCHAMA,
BPUIH NPOAKMUGHO CRenuparse mpexce onepamopa HKT cucmesa 00 nocebuoe snavaja
}\'(H‘H CV KOPHCHUNWU Mpedwce, npu HYEMY MAKEO CReHupdibe He cve wvamuy wmeman _'I.’ﬂ”l'i"‘qf
HA NOCA06E U OCadmHOCHTU onepaniopda,
V CAVYAJY OMKPUBCHE PAUBOCTIU:

o obasecmu onepamope HKT cucmesa xoju cy kopucnuyu mpexwe eVnpaese o

moe.
o nazraxce onepamopuma HKT cucmema 00 nocebnoe snavaja koju cy kopucruyu
mpexce oa .’?{?(’()}'3,"}' aAOCKEAMHe mepe 3dwtmume V yusy cnpevasdibd, cMadrbetba
1 OMEIAAILA NOCTCOUYA UHOUYCHMA,

uzoaje cmpyyne npenopyke sa sawmumy HKT cucmema opeana, ocuw HKT cucmema 3a
paod ca majnum nodayuma,
donocu akm kojum ce ypehyje nocmynaive onepamopa HKT cucmesa 00 nocebnoe suavaja
KOJU KOPUCMe Mpexce ¥ caivuajy unyuoenma.
YV Capaormu  ca  HAOICHCHUM  Op2aHuma  6puu npoyeny  nompebe  3a  CmpyyHuM
veasputasareem sanocienux y onepamopuva HKT cucmema 00 nocebnoe snavaja xoju

KOpUcme Mpexy.,
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O miaHupa u opzanuzyje npoyeodypaiie u npakmuymne Gexcoe y obaacmu ungopmayuone

Hezbeonocmu 3a zanociene v onepamopuva HKT cucmeva o0 nocebnoe suavaja xoju
KOPUCIE MPEIK'Y.,

o uspahyje npeoaoce 3a ynanpeherve besdeonocHux kapakmepucmura mpexce e Vnpase,

O uspahyje anaiuze pusuka u uHyuOCHama y okeupy mpesce e Ynpase,

O obaswa Opyee nocioge v CKIAOY €A 3AKOHOM Y yuwby yHanpehemwa ungopmayuone
bezbeonocmu mpexce e Ynpaee.

Oapeade 0 KOOPAHHUCAHOM OTKPHBALY patbnBocTH ¢y ypeaene y HUC 2 Jlupektusy Kao HOBa Tema
(koja nuje nocrojana y HUC Jlnpexrusn). HUC 2 Jlupextusom nponucato je na apxase yianuiie Tpeda
na oapene LICUPT koju he Gurn koopannatop osux akrushwoct. Taj LICHPT tpeba na aenyje kao
NOCPeHHUK 01 TIOBEPetba M 0JAKIIAa KOMYHHKaLM]y n3mehy oHor Ko npujasbyje parbuBoct (6110 aa je
V MUTalby MpaBHO AW (U3MUKO aHile) ¥ npoussohaya NOTEHUM]ANHO parbHBOI NPOMU3BOAA WIIH
npy;Kaota noreHuujanno pamwuse yeayre. 3aaaumn opor LICHUPT-a ykibyuyjy:

*  ACHTHDHUKAUM]Y M YCNOCTAB/bae KOHTAKTA Ca NPeAMETHHM CTpaHama,

®  [10MOh CTpaHM Koja NpHjaB/byje palbHBOCT U

" I0roBapame 0 POKOBHMA 3a 00jaB/bUBaAE, KAO U YNIPAB/bALE PAHBOCTHMA KOJ€ YTHYY Ha BHLIE

EHTHTETA.

CTpanu Koja rpHjasbyje parbHBOCT MOpa OMTH 3arapaHTOBAHA AHOHUMHOCT AKO TO KeJlH.

HUC 2 Jlupektusa aaje 3anatak EHWUCA-u na passuje u oapxkasa Esponcky 6asy pamuBOCTH.
yKbyuyjyhu oarosapajyhu uuopMailMOHH CHCTEM. NOJMTHKE M NPOLEAYpE, Ka0 W 1a npeaysme
HCOMNXOJHE TEXHHYKE U OPralHn3allHoOHE MEpe I'\'Ojl.’ he rapaHToBaTH 6(‘3'&6(’3;1HOCT H HHTEIPHTET OBE Daze
nojaraKa. basa noaartaka he OuTH AOCTYNHA CBHUM 'H!El“l&jl{HM CHTHTETHMA., a CE.L’I]J}I{EIFIE cne:lehe
MNoAaaTrke:

" OIMC pPakHBOCTH,

= ()G)’Xﬂaht’l-lﬂ' [TPOMU3BOAC WK YCIYIe H 030H/BHOCT pabHBOCTH Y CMHCITY OKOJTHOCTH 1O KOjHM{]

OHa MosKe OUTH eKcnaoaTucaHa u
- AOCTYHHOCT (},-'.II'OBIipZI:i}-‘hC 3AKPIC HITK YIIYTCTBO 38 YMabCHC PH3HKa ako 3aKpna He I'IOCTOj H.

Yaanont 36. llpeonoca zakona nponucano je opea, 0OHOCHO OpPeAHUZAYUA HAOACIKCHA 3d
nocioee Hayuonaimos L{EPT-venocmaesa u oopycaca bazy parwusocmu HKT npouzeooa u HKT
vewvea y Penyoauyu Cpouju u omoevhasa pususkus u npasnuy tuyuma, kao u npouseohavuna,
oobassaduma u npyxcaoyuma vewee v HKT cucemesy, oa na oobpoeobnoj bazu npujase
parousocmu v HKT npouseoouwa wiu HKT yeayeava, a koje ce Mocy npujasumu adHOHUMHO..
baza parbusocmu HKT npouszeooa u HIKT yeayea caopacu:

O NOOAMKe O ParLUEOCMU U

o nooamke 0 HKT npouseoouma wiu HKT yeayeava na koje parsugocm ymuye.

Opean, 00HOCHO opeanusayuja u3 cmaea 1. osoe wiana nponucyje caopicaj, npoyeoype
gepugbukayuje parbusocmu, npoyeoype 3a  ynpasbaree mexnuykum  parusocmuma  HKT
npouszeoda u HKT ycavea, navun ynuca u 6ohersa pecucmpa.

HHUC 2 JIupeKTHBOM je NpONUCaHO Jia HA/UICAKHH OpraH. jeaMHcTBeHa tauka konrakra i LICHMPT-osu
jeane apxkase ynanuie mehycobro capalyjy v LH/bY UCTY baBaha 00aBe3a KOje Cy MM MOCTAB/LEHE OBOM
Jupexkrusom. OBo ce noceDHO 0JHOCH Ha pasMeHy WH(pOpMalMja 0 MHIMACHTAMA, W3DErHyTHM
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MHUMAEHTHMA M npeTiama. Takohe, nponucana je pazmena uudopmairja usmehy HauIeKHUX OpraHa
yenoctasbeHux oBoM Jlupektusom n Jlupexrusom 2022/2557.

[peoaoe szakona nponucyje capaowy Kanyerapuje ca, Munucmapcemeom HAICHHUM 3d
unghopmayuony  besbeonocm, Pecyiamopnum  meiom  3a  erCKMPOHCKe  KOMYMUKAyUje  u
nowmancke yeayee, Hoceonuw [[EPT-06uva y Penvouyu Cpouju, ca jacnum u npuepeonum
evojekmumva u L{EPT-o6uva cavocemainux onepamopa HKT cucmena.

Jeoan 00 obauka capadiwe na nayuonainom nueoy nponucan Ilpeorocosm saxona je kpos
akmuenocmu  Teia 3a  koopounayujy nociosa ungopmayuone besbeonocmu, Koje  je
Koopounayuono meto Baade u y wuju cacmae yiaze npeocmasHuyu  MUHHCMAPCMAed
HaoreXCHux 3a noctoge ungopyvayuone Oezbeonocmu, oobpane, YHYMpAuUbux NOCI06d,
CNOBHUX  NOCI06A,  Npasoe,  npedcmasnuyu - coou  besbeonocemu,  Kanyerapuje  za
unghopmayuony besbeonoem, Kanyeiapuje 3a unghopmayuone mexmonozuje u e1ekmponcky
vapaey, Kanyenapuje Casema 3a nayuonainy Oe30eonocm u saumumy mdajHux noodmaka,
opeana HAOIEHCHO? 3d NPOJekmosarve, Vekiahuedare, pazeoj u (yHKyuonucare cucmemd
enrexkmponcke  ynpase, enepainoe  cekpemapujama  Biaoe, Hapoone 6Ganke Cpouje u
Peevaiamopnoe meaa 3a e1ekmponcke KOMYHURAYUTE U ROUWMAHCKE Yeiyee.

EceHuHjanHn ¥ BaKHH E€HTUTETH MOpajy CNpOBOAMTH oAroBapajyhe v npornopuxoHaiHe TeXHUUKE,
ONEPATHBHE W OPIaHM3ALHOHC MEPE 3da YIpaB/balbe PHU3UMLIMMA N0 MPEKHE H HH(l)OpMaLlHOHG CHCTEME
KOje KOpUCTE 3a Nnpyxame cBojux ycayra. Ose Mepe Mopajy 00yXBaTUTH HajMatbe:

MOJIMTHKE Y BE3H aHau3e pH3nka v 6e30e1H0CTH MHDOPMALIMOHHX CHCTEMA;

PYKOBae HHUMACHTHMA!

KOHTHHYHTET NOCI0BAbA W YNPaB/bathe KpH3ama;

Ge3beanocT nanila cHab1eBaba;

Oesbearoct v Habasum, pasBojy M OJIpiKaBatby MPEAKHUX W HHPOPMALLMOHHX CHCTEMa,
VE/bY4Y]YhH PYKOBaE U OTKPHBAILE PatbHBOCTHMA!

NOJWTHKE W MPOLEAYPE 3a NMPoleHy epUKacHOCTH Mepa 3a YNpaB/batbe PUIHKOM!
MPAKTUKOBaH-e OCHOBHUX Mepa cajbep XHrujene u odyke y iHby noanu3arma 6e30e/1HOCHe CBeCTH:
NOJIMTHKE W npoleaype Besane 3a kopuinherbe KpunrorpadcKkux MeToa;

0e30eHOCT /bY/ICKHX pecypca, NOJHTHKE KOHTPOJIE NPUCTYNA U YNIPaB/bakhe aceTnva;
kopuithewe mMynTudakropeke ayTeHTHGHKaLM]E W IPYIUX MeTOJa jake ayTeHTH(UKalMje M
kopuuheme 6e30e1HUX KOMYHHKAIIMOHKUX CHCTEMA., NocedHO Y ciyyajy BaHpeHUX cUTyalluja.

Onepamop HKT cucmena 00 nocebnoe snavaja oyocan je da donece axm o npoyenu pusund sd
HKT cucmene kojuva ynpaswva, kojum ce epuu npoyera pusuxa sa HKT cucmens 00 nocebnoe
3HAuAja ¢ OO3UPOM HA CMENEH UZTONCCHOCMU PUSUKY, 6EIUYUHY ONEPAMOpPd U U36¢CHOCM NOJAGE
UHNUOCHINA U 1he206¢ O30WBHOCIIN, KAO U 206 HOMEHYNJAIHN OPVILIMECHU U ¢KONOMCKU

ymuyaj. Onepamop HKT cucmemva 00 nocebnoe suavaja ovocan je oa 0omece akm o

bezteonocmu HKT cucmema, kojum ce oopehyjy ce mepe sauumume, a HAPOHUMO RPUHHURL,
HAYUH U HPOYeOYpe NOCIMUAILA U OOPHCACAILA A0CK6AMNo2 HUu6oa He3deoHocmu cucmemd, Kao
u osiauheiva u oocoeoprocmu v 6esu ca bezbeonowhy u pecypcuva HKT cucmemva 0o nocebnos
3Hayaja.



Osum mepava ce obesbehyje npeeenyuja 00 nacmanka unyuoenama, 0OHOCHO NPesenyufa u
CMAMCIHE Wmeme 00 yHiyudenama, d one ce oonoce na!

O

o o

(@)

(@]

O

(o} 9]

(@]

VCHOCMABBAE  OPeAHU3AYUOHE CmpyKmype, cd ymephenum nocioguma, 3narbuma,
KOMREMEHYUAMA, UCKVCMEOM U 002060PHOCMUMA 3ANOCICHUX, KOjoM ce ocmeapyje
ynpaebarwe unopyayuonom bezoeonouthy y okeupy onepamopa HKT cucmema:
APURYILbAILE NOOAmMAra o npemiwama no wungopywayuony bezoeonocm HKT cucmema;
nocmuzaree Gezbeonocmu pada na oabuny u ynompebe mobwinux ypehaja;
obesbehusare oa tya koja kopucme HIKT cucmem oonocno ynpaswvajy HKT cucmevom
6Y0y ocnocobbenda 3a nOCao Koju paoe u pasyMejy ceojy 002060pHOCM, OOHOCHO Od
06e36e0u 00pHCasaIbe OCHOGNUX U NO NOMPeOU HANPEOHUX UHPOPMAMUYKUX 00VKA 3a
cee sanociene u aneaxcosana auya xkoja uvajy npucmyn HKT cuemevuna, obyvka 3a
PYKOBOOUOWE 0OHOCHO op2ane ynpassarba onepamopa HKT cucmewa 00 nocebuoe
'J’HHH‘CU‘“. Kdo ('”L’fﬂffﬂ.?ﬂgf}(\’ﬂlh‘,’ IL'HIP']’H‘H(’ f_)f"}_l'!{(.‘ Id 3anociaene ()d"){'{)ffl‘}!?h‘(’ 3d }‘Hf?{fﬂ.'h{a‘”:(‘
unghopmayuonom Gezteonocmu padu 0bezbehusamwa Konmunyupane edykayuje;
obesbehusarwe  0060.bHO  pecypea  3d  AOCK6AMHO  YApasbaree  UHGopMayuonosm
oezbeonouthy:;

FAUMUMY 00 PUUKA KOJU HACMA]Y NPU NPOMEHAMA NOCI06d WA NPECMANKA PAOHOC
aneaxcosarba auya sanocienux koo onepamopa HKT cucmema:

udenmupurosaive ungopmayuonux dobapa u oopehusarse 00200PHOCMU 3a IHUXOEY
FaUmumy,;

KIaCUpuUKosdrve nodamaka mako oOd HUBO ThUX06e 3auimume 00206apda 3Haydjy
nodamara v ('.‘\'.'J'H()_V Cd Haueaom ynpas bdirbd PHIUKOM u3 wiana 3. 068oe IAKONA,
sammumy Hocava nooamaxa;

02PAHUNEILE NPUCIYAA NOOAWUMA U CPeOCMBUMA 3a 06pady nooamara;

ooobpasare oeiauhenoe npucmyna u cnpesasare neosiauhenoe npucmyna HKT
cucmemy u yeaveama koje HKT cucmen npyswca;

,\’?ﬁﬁpbﬂﬂﬂa‘h{’ f?f)r"'f)(f”}}”ﬂffﬂH RKOpucHurka  3d 3awimumy  CORcmecenux Cp(’dcma(m B
AVMEHMURAYUV;

npedeuhare ynompete Kpunmozpagekux KOHmpoa u Opyeux mexuukd 3a Cakpusarse
nodamaka — paou  3aumume NOBEPHUCOCNN,  AVMEHMUYHOCIIU U UHME2PUMEmd
nodamard,

";JH."L’H(J Mepd 3dudmume ‘D{J(‘)H cnpevdediba omujarba HOOAMAKd,

husuuky 3awmumy objexama, npocmopd, nPOCMoPUjd OOHOCHO 30HA ¥ KOjuMd ¢e HaIa3e
cpeoemea u doxysmenmu HKT cucmena u o6pahyjy nooayu y HKT cucmenty;

sawmumy 00 yvoumxka, owmehera, Kpahe wiu Opyeoe  0bauxa  Vepodedarsa
bezbednocmu cpeocmaeca koja vune HKT cucmem;

obesbehusamwe ucnpasnos u  Oeibeonos  Gyukyuonucarma cpeocmasa  3a  0bpady
nodamara;

npumeny ooeosapajivhux npoyedypa u mepd 3aumume npuiukom Kopuwhersa yciyee
PAYVHAPCMEQ Y K1avoy,

npaherwe HKT cucmema y yisy omepuearsd parbu6ocmu u npemisu

OZPAHUNCTLE NPUCIMYNA UHMEPHEM CIMPAHUYAMA KOje MO2Y NOMEHYUJATHO Oa HAPYULe
besbeonoem HKT cuemena;

sauMuUMY NOOAMAKa u cpeocmsa 3a 06pady nodamaxa 00 3ioHaMepHoe copmeepa;
sawmumy 00 2youmkda nodamaka peoosHOM UIPAOOM Pe3ePEHUX Konuja nooamakd.
coghmeepa u cucmema nymem oo2osapajyhux cpedcmasa 3a pazveny nooamara;
yveatbe nodamarka o docahajuma rkoju moey dumu 00 snayaja za besbeonocm HKT
cucmemd;

obezbehusarbe unmezpumema copmeepa u ONCPAMUEHUX CUCHIEMA!
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O sawmumy 00 oynompete mexnuykux besoeonocnux caaboemu HKT cucmema;
o obesbehusarwe  sawmume HKT cucmema  npuiuxoy  cnposohewa  peeuzopckoe

mecmuparnd;

O 3Aumumy noOamaxda y KOMyHUKayuonum mpesxcama yewyuyjvhu ypehaje u eooose;

o besbeonocm nodamaxa Koju ce npenoce yiymap onepamopa HKT cucmema, xao u
uivehy onepamopa HKT cucmema u auya ean onepamopa HKT cucmesa;

O UCHVIBEIE 3aXme6d 3a uHopmayuony bezbeonocm y okeupy ynpasvarea ceum hasava
acusomno? yurayea HKT cuemema oonocno oeiosa cucmema;

O 3ammumy nooamaxd Koju ce kopucme 3a nompete mecmuparsa HKT cucmesa oonocno
derosa cucmema;

o npoyedype sa wyearwe u Opucawe undopywayuja v HKT cucmemuwa, y ckiady ca
nponucuma;

o sawmumy cpeocmasa onepamopa HKT cucmema xoja cv docmynua npyvocaoyusa

veavea;

00PIAKCABAILE V2OB0PEN02 HUGOA UHpoOpMauone De30eOHoCmu U NPYICEHUX Veiyed y

CRAAOY Ca YCI0GUMA KOJU CV Y2OBOPEHU CA NPYICAOYEM VCAVed!

O npeeenyuiy u peazosarse na Oe30eonocHe uHyudeHme, Wmo nOOPAIVMeed A0eKeammuy
pazmeny unghopmayuja o besbeonocnum crabocmuma HKT cucmema, wnyuoenmuma u
npemibamd, Kao u RPUMEHY Mepa Candyuje nocieouyd unyudenma;

o wmepe koje 0beztehyjy konmunyumem obas varbd nOCId ¥ 6aHpeOHUM OKOIHOCMUMA KOje
ey oechpunuuey [nanoy koumunyumema 0o6ae.varba nocaa;

O yeeajarbe QOKVMeHama Kojuma ce oegunuuy npoyedype 3a npoeepy doekeammnocmu

Mepa saumume,

YROMpety MYIMUGarmopere aymenmukayuie Wil pemeiba  KOHmuHyupane npoeepe

aymenmusnocmu, awmuhene 21acoene, 6u0eo U MEKCMyaiIne KoMynuxkayuje, me

Oe30€OHUX KOMYHUKAYUOHUX CUCmemMd ¥ Xumuum ciydajesusa yuymap onepamopa HKT

cucmema.

@]

O

HUC 2 Jlupektusa ojpehyje na onepatopu eceHLMjaNHUX W BAKHUX cepsuca, Oe3 HenoTpedHOor
oanarama, obasecre Haatexkuu opran uan LICHPT o uHumMaeHTHMA KOJH UMajy MU MOTY HMaTH
3HAYAJaH YTHMLA] HA KOHTHHYHTET CEpBHCA KOJM NpYyKajy, ca J0BOJbHO MHpOpPMalLMja Ja ce MOKe
OJIPEJIMTH J1a JIK NMOCTOJH U NpeKorpanninu yTuuaj. [Napamerpu koju oapehyjy /1a je MHUMIAEHT 3HAuajaH

Cy:

MHLIM/CHT J€ NPOY3POKOBA0 MJIM MMa KanauuTeT Ja Mpoy3pokyje 030u/bHE NMpeKHae npykKarba
yeayra uin 030MibHE (PUHAHCH|CKE TYOUTKE YIPOKEHOM EHTUTETY, M

MHLMICHT j€ YTHLA0 MM UM KanauuTeT Aa YTHue Ha apyra Gu3nuka Wi npasHa Juua nytem
HAHOLLICHHA 3HAYA]HE MATEPHJAIHE WM HEMATEPHjaIHE ITETE.

lpeoroeom 3akona nponucano je oa onepamopu HKT cucmema 00 noceonoe snavaja umajy
obasezy da nymem JeOUHCMECHD: Cucmema 3a npujes obasewimerva 0 unyuoeHmumMa npujace
UHYUOEHME KOJU MOCY O uMajy 3HAYAjan Vmuyaj na napyudaearse ungopsayuone dezoeonocmu
(oonocno Hapoonoj danyu Cpouje, Kowucuju sa xapmuje 00 6peonocmu wiu Pecyvaamoprom
MENV 3d CACKMPOHCKE KOMYHUKAYU]E U ROWMANCKe Yeiyee ako ¢y v numary onepamopu HKT
CHCMEMA KOJU CRAOA]Y Y IbUXOBY HAOIEHHOCT).

Unanom 13. Hpeoroea 3avona nponucanu ¢y kpumepujymu 3a oopehusarse unyuoenama Koju
MO2Y Od UMAjy 3Havajan ymuyaj na Hapyulaeaibe ungopmaruone Gesbeonocmi:
O KOju 00600€ 00 NPEKUa KORMUHYUMEMA 6PUEIba ROCTO6A W NPYHCAIbA YEAVd, OOHOCHO
sHamuux mewkoha y 6putersy nocioea U nPYICAmy yevea;




O KOju ymuyy Ha 6€1uKu Opoj KOPUCHUKA YCi1yed, uiu mpajy OVocu 6peMeHCKU nepuoo;

O Koju 00600€¢ 00 NPeKUOd KOHMUHVUMEmMd, 00nocHo mewkoha y 6puiersy nocioea u
npyXHcalba VeIved, Koju ymuyy Ha 00aebarbe Nocloed u 6puetvbe yeayed opyoux
onepamopa HKT cucmema 00 noceGioe 3navaja wiv ymuyy na jasny oezbeonocm,

O Koju 00600€ 00 NpeKudd KoHmumyumema, 0OHOCHO meukohe y spuersy nocioea u
HpYoIcarey yeavea u umdjy ymuyaj na eehu oeo mepumopuje Penyonuxe Cpbuje;

O Koju 00600¢ 0o Heosrauhenoe npucmyna saumuhenum nooayuma Huje Omrpusarse
MONCE Y2POIUMU NPABA U UHMEPECE OHUX HA KOJe ¢ nodayi 00HOce,

O Koju ¢y macmaiu k4o nocieouya unyuoenma v npuopumemmom HKT cucmesty oo
nocetroe snavaja, kada HKT cucmen 00 nocebnoe snavaja v c6om noCioeary kopucmu
unthopmayuone yeavee npuopumemnoe HKT cucmeva 00 noceGnoe smauaja koju
npunpada 06.1acmu QUeUMAne uHppacmpyrmype;

O uHyuOeHme KOjU UIAZUEA]Y WA MOCY Od  UZA306Y ZHAMHY MAMEPUjAIHy Wil
nexmamepujatny wmemy onepamopy HKT cucmeva 00 nocebnoe snmavaja u opveum
usuukum 4 npaeHUM TUYUMA.

ﬂp}KﬂBB YIaHHULIEC MOTY 3axTeBard ol L‘CCH[IH_]&.-"IHHX H BaKHHUX CHTHUTETA Ja KOpHCTE Cl,-'lpL‘hCHL‘ HUKT
NPOM3BO/IE. YCAYIe M 1poLlece KOJH CY CepTUPMKOBAHU NpemMa eBPOINCKUM Liiemama cepTudukatmje 3a
uupopmaunony 0Oe30eaHoCT yeBOjeHMM y ckaaly ca Aktom o cajbep Oesdeanoctn (Ypenba EY
2019/881).

Unanow 30. llpeoroea zavona nponucano je oa Kanyeaapuja za ungpopsayuony 6esbeonocm,
usmehy ocmanoe, obasva nocioge cmanoapouzayuje u cepmupuxayuje HKT cucmema, HKT
npouzeoda, HKT npoyeca u HKT yeavea. VY Haypmy 3akouna, ocum nasohersa y ogom wiany, nema
OAUANCUX OOPEOHUYA BE3ANUX 3A OB HADTE HCHOCN.

Ca opyee cmpane, v llpeorozy 3akona 3adpoxano je yumaso noziaemse us nocmojehes 3axkona o
unchopmayuonoj bezbeonocmu ca ocam vianosa Koju oemawio oopahyjy kpunmobeszoeonocm u
sawmumy 00 xkomnpomumyjvhee eirexmpovasnemuo? 3paversa. llpediocom 3akona, Kao u
nocmojehuv 3akonom o unghopmayuonoj Gezbeonocmu, nponucano je da je 3da oee nociose
HAOACHCHO MUHUCIIAPCMEO HAOIEHCHO 30 HOCA06E 00OpAne,

HUC 2 JlupexkTiBa nponucyje aa ap:kase 4yianuue obesdene Haa30p Haa crnposoherwem M npeaysmy
Heornxo/He Mepe 3a obesdehere yeknahenoct ca oBom JIMpeKTHBOM.

Hpeonocom sakona npedeuheno je 0a uHCREKYUJCKU HAD0P HAO NPUMEHOM 0602 3AKOHA U PAVOM
onepamopa HKT cucmena 00 noceonoes snavaja (ocum casocmainux onepamopa HKT cucmeva
u HKT cucmema 3a pao ca majnum nodayuma) spuei unenekyuja sa ungopymayuony bezbeonocm.
Hociose uncnexyuje 3a ungopmayuony 6e36e0nocm 0da6.ba MUNUCTAPCMEO HAONCHCHO 3d
urihopmayuony bezGeonocm npexo uncnekmopa sa ungopmayuony tezéeonocm.

Ognamhersa Y BE€3HW Hajl30pa Haj cnponof)eu.em 0OBC HHPEKTHBQ Y CHCTEMHMA ecenuuja.mmx CHTHUTETA

cy:

MHCMEKIH]E HA JIMILY MECTa W HA/A30p BaH JIOKalMje. YKbYuY)yhH HacymMHuHe nposepe Koje
CrpoBOE OOYUEHN CTPYYHbALK:

pel0BHE M LIMsbaHe Oe30eIHOCHE PEBU3HE KOjE CIPOBO/IH HE3ABUCHO TEI0 M HAICKHW OpraH;
BaHpE/IHE peBU3Mje. YK/bYUYjyhu oHe Koje ce cripoBoje 3001 3Ha4ajHOI HHIMCHTA HIIH KpLICHba
ose JlnpekTuse:




Oe30e/IHOCHA CKEHMpakha 3aCHOBAHA HAa KPUTEPHJYMHMA 3a NMPOLEHY PU3MKA, Y capaiibu ca
peAMETHUM CcyOjeKTOM;

3axTeBH 3a HHPOPMaLLMjaMa HEONXOHNM 3a MPOLIEHY MEPa 3a YNPaB/bakhe PUIHKOM:

3aXTEBH 3@ NPHUCTYIT M0AALMMA, JOKYMEHTUMA M WHPOPMALIMjaMa HEOTXOHHM 33 00aB/bathe

HEI,.'_l'iOpHHX 3ajaraka.
3aXTEBM 32 JI0KA3MMa O NMPUMEHH NoauTHKa HHdopMallHoHe 6e30eaHOCTH.

Jlpxase unanuue he 06e30eanTn 1a HHXOBH HALICKHW OPraHH MPEMa CCCHIMJATHNUM CHTUTETHMA
HMmajy opaaithetbe Hajmatbe aa:

H3/1a]y YII030petsa 0 Kpuiewy oBe Jupekruse:

yepoje obasesyjyha ynyrersa, yK/byuyjyhu oHa y Be3H ca Mepama HEOIXO/IHUM 3a ClipeyaBame
MM OTKIakaihe HHIIWIAEHTA, Kao M BpeMeHCKe POKOBe 3a cnpoBoherke THX Mepa U H3BellTaBatbe
0 HHUXOBOJ TIPHMEHH:

Hape/ie npeJAMeTHUM cy0jeKTHMa J1a npecTaty ca KpuieteM oapeioun ose Jlnpexruse;

Hape/e npeAMeTHUM cybjekTuma aa obesdese 1a ¢y hUXOBE Mepe 3a YNpaB/bambe PHIHKOM
uHpopmannore 6e30eHOCTH W U3BELITABAA Y CKIAAy €a OBOM JIMPEKTHBOM:

HAJIOKE TIPEJAMETHUM CVOjeKTHMA J1a (PU3HUKHMM WKW NPABHAM JHIMMA KOjUMA MpYyIkKajy yciyre
npyze 00aBelITeba 0 AKTYETHO] NPETHLH, PUPOIM NIPETHE, KA 1 0 cBUM Moryhum mepama koje
MOTY npeay3eTi Ta gu3uyuKa MM NpaBHa JIMla Kao OAroBOp Ha Ty NPETHY:

HAJIOKE NpeAMETHUM CYBjeKTHMA /1a Y pasyMHOM POKY CIIPOBEy NPEnopyke Jate Kao pe3yirar
peBH3Hje 0e30eaHOCTH:

Ounpese cnyxOennka 3a npaherbe yek1aheHoCTH npeameTHux cybjekara ca HalIOKEHUM Mepama
3a YNpaB/batbe PUIHKOM W W3BELITABAILE;

Hapejie npeameTHum cyOjekTuma aa Ha oapehen naunH objaBe acnekTe Kpuueka ose Jlnpekruse;
HAMETHY WJIM 3aTpaxke W3IpHLAbE AJIMUMHHCTPATHBHE KasHe.

Osnamhemwa Y BC3W Haa3opa Hajl cnponoheu,em 0BE III-IPEKTHBL’ Y CHCTEMUMA BAMKHHUX CHTHTCTA CV!

MHCNEKIM]E Ha JIMILY MECTa H HAJ30p BaH JIOKALK]e KOje CrnpoBoje 00YUeHH CTPYUtballu;
LMbaHe 6e30e/IHOCHE PeBH3IH]Ee KOje CMPOBO/IH HE3ABUCHO TEJI0 MW HALIEAKHH Opram:
0e30e/HOCHA CKEHMpaha 3aCHOBAHA HA KPUTEPHjYMHMA 3@ NPOLEHY PH3MKA, Y capa/ibH ca
Npe/IMETHUM CYDjeKTOM:

3axXTeBH 33 HHPOpPMALIMjaMa HEOTIXO/AHMM 3a MPOLEHY MEPa 3a YNPaB/batbe PU3UKOM:

3AXTEBM 3a NPUCTYN NM0JAIMMA, JOKYMEHTHMAa M HHPOPMALHjaMa HEONXOAHUM 3a 00aBbatbe
Ha/30pHHUX 3ajaTaka:

3AXTEBM 3a J10KA3MMa O NPUMEHN NOJHTHKA HHpOpMaLHone 6e30eaH0CTH.

IIp}Kch YJIAHHLIC he 060360)’1”1'[’1 Aa HbHUXOBH HALICHKHH OpraHd npeMa BaHHUM CHTHTCTHMA HMilj_\f'
osiawhewe Hajmarbe aa:

H3/1a]y VII030petsa 0 Kpiuewy oee Jlupektuse;

yeBoje o0aBesyjyha yiyTeTBa wim HAI0I 33 OTK1akhathe YOUCHHX HE0CTATaKa;

Hape/e NnpeAMeTHHM cyOjeKTHMA 1a nNpecTaHy ca Kpuiewem ojipeidun ose Jlupexkruse,

Hape/je npeamerHum cyljekruma ga odes3bele 1a cy HUXOBE MEpe 3a VIIPaB/bakhe PU3HKOM
uHpopmaliore 6e30eIHOCTH W U3BELITaBaba Y CKIaLY ca 0BOM JIMpeKTHBOM:

HAN0Ke Npe/IMeTHUM CYDjeKTHMa a PU3MUKHM WK NPABHUM JIMIIMMA KOJUMA NpYyxKajy yciyre
npyske obaBeiiTeha 0 aKTYeIHO] NPETH:H, MPUPOIN NPETHE, Kao U 0 cBUM Moryhum mepama koje
MOy npeay3eTH Ta JU3nuKa WM NpasHa JInuia Kao 0/Ir0BOP Ha TY NPeTHY:
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" HAJI0KE MpeAMETHUM cy0jeKTUMAa J1a Yy pa3yMHOM POKY CIIPOBEY NPENopyKe ate Kao pesyarar
pesu3snje 6e30eHOCTH;

= Hapeje npeameTHum cyGjekTiuma 1a Ha ojipehen HaunH oljaBe acnekre Kpliewa ose Jlupekruse:

" HAMETHY WM 3aTpake W3PHUAKE AAMHHUCTPATHBHE Ka3HE.

Ipeorocom zakona nponucano je 0a uncnekmop 3a  ungopwmayuony 6Gesbeonocm uva
o6rautherva oa:

©  HAI0MCH OMKIAILAILE YMEPheHUX HERPAGUANOCIU U 3d MO YMEPOU PAZYMAN POK!

o zabpanu Kopuutheibe NOCMynaka u MEXHUYKUX CPEOCMAGA KOJUMA ¢ Yepoxcasa win
napyuasa ungopymayuona He3o6eonocm u 3a mo OCMaeu pox;

o zaxmesa 00 onepamopa HKT cucmewa 00 nocebnoe wavaja oa uzepuiu CkeHuparse
upexce v yivby yvmephusarba e6eHmyaiHux 6e30eoHoCHux parueocmu, a vy ckiady ca
NPOYEHOM PUSURA;

O HATONCU A HAOZUPAHU CYOJeKm yuunu JOCmynHUM Ja6HOCMI undopyaylje Koje ce muyy
HENoWmMoearba 00pediu 0602 3aKona, d 3d KOje NOCMOju ONPAGOAaH UHMEPEC JasHOCmu Ha
ymaphenu navun;

O HAMOMNCU OG HAOIUPAHU CYVOjeKm 00pedu aufe ca mayno ymephenum osirautheivuva xkoje he
V ymephenos 6peMeHckoM Repuody HAOZUPAMU U NPAMUMU YCARIAWEHOCM ca oopedbama
0602 3AKOHA U HATOHCEHUM MePaMd.

M3mene 3akoHa HeonxojHe ¢y u 300r goHowera Ypenbe 881/2019 Ilapaamenra u Casera EY o
Arenuujn Eponcke Yuuje 3a cajoep Oeszdeanoct (EHUCA) (eur. Regulation (EU) 2019/881 of the
European Parliament and of the Council of 17 April 2019 on ENISA (the European Union Agency for
Cybersecurity) and on information and communications technology cvbersecurity certification and
repealing Regulation (EU) No 526/2013 - Cybersecurity Act) koja je ycojena 17. anpuia 2019, roamne.
Vpendom cy npotupene HapaexHoct EHUCA. Oa Ypeaba snauajua je 3a ceprudukannjy y odaactu
uHpopmaumore 6e30eHOCTH KOjY je NoTpedHO Npe/IBHAETH H3MEHaMa 3aKoHa.

Illema cajbepbesde/inocHe ceprudukanmje EY npeacrabiba cseoOyXBaTaH CeT MpaBHIa. TEXHHUKHX
JaxTeBa, CTAHAp/Aa M MNpoUe/Iypa KOjU je ycrnocTaBbeH Ha HMBOY EY W Koju ce oaHocH Ha
ceprudukaunjy uam npoueny vearnawenoct oapehennx MKT npoussona. cepsuca n npoueca. Lllema
Hauronaate cajdoepbestenocHe cepTHpUKaumje 0AHOCH ce Ha CBeOOYXBATaH CET NPABHIIA, TEXHUUKHX
3axTeBa. CTAHAPAA M NPOLICAYPa Pa3BHjEHHX W YCBOJEHHX O/1 CTPAHE HALLMOHAIHHUX ayTOPHTETA H KOJH
ce oaHoce Ha cepTudmkaimjy wau npoueny ycaraawenoct MKT npoussoaa, cepsuca u npoueca Koju
cnanajy y oksup Te weme. EBponcku cajoepbezdeaHocHn cepTudHKar je J0KYMEHT M34aT 01 CTpaHe
peneBaHTHe opraHuzaumje kojum ce norephyje na je oapehenn MKT npousso, cepBuc win npouec
MpoBepeH Ha  Mcnyibasatbe  cneunduunux  0e30e/HOCHUX  3aXTeBa  MNOCTAB/LEHHX Y  LLEMH
cajoepOesdeHocHe cepTudukainje EY.

HKT MPOU3BO/ NPCACTAB/bA CIICMCHT HITH I'pYIy elieMCHaTa MpEiKHOI WITH HHd’lﬂpMﬂllHOHOF cHCTEeMaA.
UKT CCPBHC O3HA4YdBa CCPBUHC KU_iH Ce Yy NOTNYHOCTH HIIH YIITABHOM OJIHOCH Ha NPEHOC, CKJIAAHIITEHE,
npeysumarbe uiau odpaay madopmaunja v mpexkHom unu uudopmanmonom cucremy. MKT nmpouec
[pe/cTaB/ba CeT akTUBHOCTH Koje ce 0DaB/bajy y CBPXY /IM3a]HA, pa3Boja. HCIIOPYKE WIIH O/Ip/KaBamba
UKT nponssosa nam UKT cepsuca.

Painor 3a ycnoctasbame OKBMpa 3a cajoepbe3beanocny ceprudukaumnjy je nobosbluame ycaosa 3a
GyHKIMOHMCALe MHTEPHOr TpikMITa Kpo3 mnosehawe HuBoa undopmaumone Oe3deaHocTn M
YCIOCTAR/bAME je/IMHCTBEHOT NpucTyna cajbepbesdentocHo) ceptudukanmjn na uusoy EY. EHUCA je



Vpeadom aobuna obasesy jaa a0 28. jyna 2020. roaune ofjasu nporpam pajaa 1o rnurambuma
cajbepbesbeaHocHe ceprudukanmje. Komucnja moxke 0 EHUCA TpaxkuTi 1a Ha OCHOBY TOI' nporpama
Harnpasu wemy cajbepbesbennocHe cepTudukalutje 3a KananaaTta uaM aa npeypeau noctojehy wemy
cajbepbesbennocHe ceprudukaunje EY.

[llema Tpeba na 06e36ean uenymwee ciaeaehnx uubesa:

* ZalTUTY CKIAJAMIITEHUX, MPEHOWIEeHHX MM Ha Apyr¥ Hauud oOpahuBaHux nojaraka on
CAYYAJHOI MW HAMEPHOT CKIaAnIITeba, 00paae, NpUCTyna uin o0jaB/bHBAba TOKOM LEI0r
AuBoTHOr unkayea MKT npoussoaa, cepsuca niu rpoueca;

*  3aWTHTY CKAaJMIITEHNX, NMPEHOWICHHX WM Ha ApYrd HauuH oOpahuBanux nojaraka on
CIIY4ajHOT WIIM HAMEPHOT YHUILTEHA, ryO/betba, H3MEHE MM HEAOCTYIHOCTH TOKOM LIENor
supoTHor umkayca MKT npounssojaa. cepBuca WM ripoiieca;

s [lpueryn nojanmma, cepBucHMa Mian (pyHKIMjaMa caMo 0J1 CTpaHe ayTopu30BaHKX ocoda,
MpOrpama uik MalliMHa u Camo y MEPH y KOjO] UM je NMPUCTYNn 0100peH:

*  HpeHTuduKaumjy v JIOKYMEHTALIM]y NO3HATHX 3aBUCHOCTH U PabHBOCTH:

*  DBenexemwe cBuX npucryna, kopuwhemwa n o6pajae nojaraka, cepsuca uin QyHKIMja ca CBUM
norpedHuM nHdopmaunjama;

*  Owmoryhasame nposepe Geaeniku o npuctynuma. kopuwheisy n o6paam nonaraka, cepsuca uiin
hyHKumja;

*  Bepudukaumjy na UKT npon3soan. cepBHCH H NIPOLIECH HE CAJIPIKE N03HATE PaHHBOCTH:

* baarospeMeHo Bpaharbe AOCTYMHOCTH M [PHCTYIIA nojalmma, cepeucuma v GyHkumjama y
cayuajy (PU3IHUKOr WM TEXHUUYKOT MHLIMICHTA:

»  besbeanoct UKT npoussoaa, cepsuca v npoueca no AeGuHULIMIM 1 110 AU3ajHY; 1

* Hcnopyka MKT npoussosa. cepsuca M npoueca ca axypHum xapiasepoMm u codreepom Oes3
JABHO MO3HATHX PatbUBOCTH M CA MEXAHM3MHUMA 3a 0€30€1HOCHO @XKYPUPALE.

Cpa3MepHO PH3HKY TPHIPYKEHOM HameHW M cBpcH Kopuithewa W vy ckiany ca BeposatHohom u
yruuajem moryher cajoep nnunnenra, UKT nponssoauma, cepBucuma 1 npoLecuma Moxe ce JI0e/HTH
HMBO YBepetba ,,0CHOBHH™, . 3HaTan” win .Bucok . ..OcHoBuK™ HuBO Aaje ysepere 1a MKT npoussoa,
CEpPRHUC WM Npoliec Ucnybasa oropapajyhe 0e3de/iHOCHE 3axXTeBe Y NOrJe1y MHHUMHU3ALK]E OCHOBHUX
pu3nKa 0/ cajOep HHUM/IEHATA M Hanajaa. a NpoBepa MCIYHEHOCTH OBHX 3aXTEBA MOPA YK/bYUHBATH
HajMare nperiel TexHuuke jokymentaunje. Hupo 3naran™ naje ysepetse na MKT npoussoa, cepsuc
WJIM TIPOLIEC, TOPE/I KPHTEPH]YMA 33 HHBO .OCHOBHM™, HCTTYHaBa ojrosapajyhe 6e30eaHocHe 3axTeBe y
noraeay MUHUMM3AUMjE MO3HATUX PU3UKa 0 cajéep MHUM/CHATa M Hanaaa v pu3Kke o1 cajoep
MHLIM/EHATA M HAMaja CrpoBeICHUX O/l CTPAHE AKTEpa €a OrPaHNYEHUM BEIUTHHAMA W pecypcHMma, a
MPOBEpa HCMYHEHOCTH OBHX 3aXTEBA MOPA YK/bYUHBATH HAjMaLE NPOBEPY 1a HE MOCTOJE jaBHO No3HaTe
parbHBOCTH W MPOBEPY Ja Cy Heomnxo/iHe Oe30eHoCHe (PYHKLIMOHAIHOCTH KOPEKTHO UMITIEMEHTHPAHE.
Huso .Bucok™ naje ysepere na MKT npous3soa, cepBuc Wian npouec ucnymwasa ojarosapajyhe
Gesbe/iHOCHE 3axTeBe Yy NOrieay MHUHMMHU3AUM]E PHU3MKA O] HajcaBpemenujux cajbep Hanaaa
CIPOBEACHHUX 01 CTPAHE aKTepa ca 3HauyajHUM BELITHHAMA M PECYPCHMA, a NPOBEpa UCIYHLEHOCTH OBHX
3aXTEBa MOPA YK/bYUHBATH HAjMabe MPOBEPY /1a HE MOCTOJE JaBHO MO3HATE PalbHBOCTH, MPOBEPY /1A CY
HEONXO0AHE W HajcaBpemMeHuje Oe30eHOCHE ()Y HKIIMOHATHOCTH KOPEKTHO HMIZIEMEHTHPAHE U IIPUMEHY
NEHETPALIMOHUX TECTHPAa Pajiu MPOLECHE OTHOPHOCTH HA HAaNaje Oj1 CTpPaHe aKTepa €a 3HauajHUM
BELITHHAMA.

3a HHUBO YBEPCH:A ,‘OCHUBHH". npou'mohamma je JO3BOJbCHO 1@ BpLWIEC CaMONpoOLCHY ycarialcHOCTH H
Ja caMoCTalHO H'l,'].aj)" YBEPCHLE, MMPH HEMY CHOCE TIOTITYHY OAIOBOPHOCT 3a CcarjlacHoOCT €a 3axTeByuMa.



Cpaka 3em/ba unanuua EY y obase3n je na oapeau jejaH MM BHILE HALMOHAIHUX ayTOpHTETa 3a
cajbepOesdenHocHy ceprrdrkaimjy 1 j1a o Tome obasectH KoMucujy (ako mx je BuLIe, cBaku Tpeda ja
uma cBojy 3aceOny HamiexHocT). Ha nuoy EY dopmupahe ce I'pyna 3a esponcky cajoepdesbeaHocHy
ceprudmrkaumjy  (ECCG)  cacrtabena 01 NPEACTABHHKA  HALMOHAIHUX  ayTOpHTETa  3a
cajoepOe30eHOCHY CepTHRHKALN]Y WK APYIHX HALMOHANHMX ayTopuTera Koja he, uimehy ocranor,
umaru ciesehe 3anarke:
= Jla caBetyje ¥ npyxku nomoh KOMHCH]H Y OCHIYpakby JI0CIe/IHe MMITJIGMEHTaLM]e nporpama
cajbepbesbentocHe cepruduranmje:
= Jla npyxu nomoh. caseryje u capahyje ca EHUCA y npunpemu wema cepruduraumje:
» Jla onakia capajawy u3mehy HaumoHanHux ayropurera 3a cajbepdesdennocHy ceprudukanm)y
KPO3 M3rpajiiby Karauurera u pasmeny uudopmaiuja;
» Jla onakwa npunarohemwe wema cajoepbezdenHocHe ceprudmkaunje EY  mehynapoHo
NPENno3HaTUM CTaH1apaMMa UL

Haunonasine weme undopmaimnone O6e3dentocHe ceprudukalmje Koje He crnaaajy y OKBMp Lueme
cajbepbesbennocte ceptudukaunje EY Mory j1a HacTase ca U31aBarbeM cepTHHHKATA M HAKOH CTYNaIba
Ha cHary Lieme cajoepoesbentocne ceprudukaunje EY, 10K oHe HaUMOHANHE WeMe Koje crajajy noj
OBaj OKBHP HE CMEjY BHLIE H3aBaTh cepTudrKkare.

Ipeoaoeom 3axona y wiany 30. ¢y nociosu cepmuchurayuje HKT cuemema, HKT npouseooa, HKT
npoyeca u HK'T yeavea nosepenu nosoocnosanoj Kanyerapuju sa ungpopyayuony b6ezbednocm.

5) Ha xoje unubne rpyne he yrunatu nperioxena npomena? YTBPAHTH U NPEICTABHTH
UH/bHE FpyIie Ha Koje he npoMeHa HMAaTH HENOCPE/1aH O/IHOCHO NOCPEIaH YTHIA].

Hogu 3akon o uudopmaunonoj de3deanoctu umahe Hernocpeaa yTuiaj Ha:
*  HKT cucreme on nocedHor 3Havaja;
»  Hauwnonanuu LIEPT:
» [IEPT oprana Baacty - JeauHcTBeHE MH(OPMALMOHO-KOMYHHUKALMOHE MPEKE
CJICKTPOHCKE yrpase;
= poee MKT cucreme oa nocebHor 3Havaja;
* [|EPT-oBe camoctanuux onepatopa MKT cucrema.

6) 3601 yera je Heonxoano nocruhu Ke/beHy nNpoMeHy Ha HHBOY ApYIITBa? (OArOBOPOM HaA
0BO HHTaMe 1epuHHIIe Ce ONTH LHb).

HM3mene naunmonannor oksupa tpeda aa Oyly yCMEpeHe Ka I0CTH3ay pasBUjeHOr MH(OpMalMoHor
APYUITBA M €ICKTPOHCKE yhnpase y ¢1yx0u rpahana u npuspeje, kao u ynanpeheny mndopmaunony
6esbeaHocT rpahana, jaBHe yrnpase H NpuBpeie, WTO Ce NOCTHIKE:

*  pobosbwarem nocrojehux u u3rpaswom Hegoctajyhux kanaunrera,

" yCIOCTaB/baheM OKBHpA 3a npaBoBpeMeHy M edukacHy pasmeny uHdopMmalMja Ha CBUM
HUBOMMA, a nocedHo u3mehy HaaaekHor oprava 3a vHopmaumony Oe30eIHOCT U OpraHa
Oe306e1H0CTH U 0a0pane,

*  KOOPJAHHHCAHOM M ycKiaaheHoM MehyHapoaHOM capaiboM.,

" ycarjameHuM Moaelom odpasosatba M aeduHUCabeM Npoduia JbYIACKHX pecypea y 0daacTH
uHpopmatmone 6e30e1HOCTH.
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*  ¢pUKACHOM  NPEBEHTHBHOM M PEAKTHBHOM  3alUTHTOM  KPHTHYHE  MHDOPMALMOHO-
KOMYHHKALLMOHE HH(PPACTPYKTYpE,
" [0ACTHIAWEM HWCTPAKHBAYKMX M PA3BOJHMX KanalMTeTa M peann3auujoM 3ajeAHMUKHX
fpojekara jaBHOr, MPUBATHOI W aKaJeMCKOT CEKTOpa.
*  pobosbinamem uHdopmaunore Gesdeanoctu MKT cucrema koju He cnazajy ¥ KpUTHUHY
MH(PACTPYKTYPY M CTAHOBHUILTBA Y LIETHHH,
" YCIOCTaB/balbeM OKBUPA 3a 0e30eHOCHY cepTH(HKalH]y,
» yeknahuBameM ca Hajbo/BLMM Mpakcama. a HApOUMTO ca Jernciaatusom EBpornicke yHuje.
Hosu 3akon o undopmaumonoj Gesdeanoctv Tpeda ja ce jJoHece MPBEHCTBEHO paau MOTNYHOr
yckaahusama ca EY peryaaruBom y oBoj 001acTH, a 10ToM paiu 60.be NOBE3aHOCTH CBUX PEICBAHTHUX
aktepa y o6aactu undopMatnone 6e36e1HOCTH, YUME Ce JI0NPHHOCH a/IeKBATHH]EM HHBOY Oe30e1HOCTH
uHdopMalMOHUX cHcTema 01 nocednor 3navaja y PenyOauum CpOuju, Kao U noamsamwy uudopmalnore
0e30e/IHOCTH APYLITBA ¥ LEITHHH.

Kana je peu o edpexruma Ha rpahane, Tpeba ncrahu 1a ce npuMeHom 3akona ouekyje caenehe:

- Beha noyspanoct yenyra koje rpahanu kopucte nyrem HHGOPMaMOHO-KOMYHHKAIIMOHUX
cucTeMma o1 noceGHOI 3Havaja:

- sawrrura nojaraka rpahana koju ce obpahyjy y UKT cucremuma o nocedHor 3nauaja:

- CTBapame MexaHm3ama 3a 110/1M3ame csectu rpahana o sHayajy nudopmannone 6e30eHOCTH:

- YCHoCTaB/bakbe KaHana nytem kojux he rpahann Mohu 1a KOMyHULMPajy ca opraHuMa y cayuajy
npodeMa H ITeTe KOjH Cy HacTaAu yciie/l HapyliaBatba nidopmauuone 6e30e1H0CTH;

- obaBeniTaBarbe KOPUCHUKA Y Cl1yyajy MHUMKAEHATa KOJW 3HauajHo yrpoxkasajy UKT cuereme on
nocedHOr 3Havaja Yuje ycayre KopueTe u 100Mjatbe HHCTPYKLMja Koje mepe Tpeda aa npeiysmy
pajin NpeBeHIInje U CaHUpaiba NOTEHHjaTHe WTeTe.

7) llITa ce npeamerHom npomenom ke iH noctuhu? (oarosopom na oo nurame aepunnmy
ce noceOHN HH/LEBH, YHje NocTH3ame Tpeda /1a /10Bo/1e /10 OCTBAPEHLA ONINTEr HH/bA. Y 0HOCY HAa
nocetHe nH/beBe, POPMY.IHIIY €€ MePE 32 HHXOBO MOCTHIALE).

Hosum 3akoHOoM ycnocTasha ce HoBa nocebna opranwzaumja Kanuenapuja 3a uHGOpManMony
Oesdennoct, wro he gonpuneTn 60sb0) KoopanHaiimjn uimehy Munuctapersa v Kanuenapuje (y kojoj
ce objeammanajy nocnosu Haunonanuor LIEPT-a u LIEPT-a oprana snacti) ca jenHe cTpane, anu
noGosbliay capaimwe ca noceornm LIEPT-osuma u UKT cuctemuma o1 nocebror 3Hauaja ca apyre
CTpaHe.

Takohe ce npeasuha jauawe kanauurera Haumonaawor LIEPT-a M TO TeXHONOWKMX, JbYJACKHUX W
opranu3auMoHuX Kanauutera, wto he Haunonannom LIEPT-y omoryhuru npenasak ca undopmatushe
M CaBETOMABHE YJore Ha onepatusuujy yiaory. [lpyxajyhu aneksaranjy nomoh UKT cucremuma on
noceGHOI 3Havaja v ciyuajy npujas/beHUX MHUMAeHaTa, nocnewmhe ce mehycobua capajimba U CTBOPUTH
nosepetbe wro he nocneanuto aosectu o tora ga MKT cucremu o1 noceGHOr 3Havaja npujasibyjy
HHUMIEHTE Y CKJIaly ca 3aKOHOM.

[IpeunsHujum peryaucamem nojmosa (aedurnumnja) creapajy ce 00/bM YCJI0BH 3a Npeno3HaBabe U
pazymeBatbe cajoep npeTsH.

38



Jlapamem seher 3nauaja [[EPT-oBuma u peaedunucamem obdasesa oneparopa HHPOPMAIHOHO-
KOMYHHKAIIMOHMX CHCTEMA 0/1 10ce0HOI 3Hauaja 0J1aKIIABa CE HXOBO J1E/10BAE W NIPY7KA a/ICKBATHU] 1
O/IrOBOP HA MHUM/IEHTE.

M3pajia HALMOHAJTHOT 111aHa JIC/I0BAkA Y CIyuajy BeAMKMX HHUMAeHaTa yTuilahe na Opxke u edukacHuje
pearoBae Ha cajoep nperse.

Vuanpehewe MHCTHTYUHOHAAHOT OKBHPA W NOOO/bLIAKE MEXaHM3aMa pearoBaba Ha MHLMACHTE Y
cajoep npoctopy omoryhuhe ocTBapuBaibe LUW/bLEBA, U TO:
= HesbeaHocT HHPOPMALIMOHO-KOMYHHKALIHOHHX CHCTEMA KOja ce 0JJHOCH Ha PH3HMKE HApYLlaBaHa
(YHKUMOHHCAKA OpraHa ynpase, NpUBpe/e M OpraHusalivja Kao nocieauiia MHIMIeHaTa y
HHPOPMALMOHO-KOMYHHKAUMOHHM CHCTEMHUMA 1
*  upudopmanmnona Gesdeanoct Penybauke CpOuje, WTO ce OAHOCH HA PH3MKE HapyLIaBatba
HalloHaHe 6e30eAHOCTH NYTEM HH(POPMALIMOHO-KOMYHHKALIHOHHUX CHCTEMA.

8) Jla s ¢y onmTH H noceduH UH/beBH yeKiaahenu ca Bakehum JOKYMEHTHMA jaBHHX
NOJIHTHKA H NOCTOjehnM NpaBHHM OKBHPOM, 4 Ipe CBera ¢a NPpHOPHTETHHM UH/beBHMa Baae?

lpeoroe 3akona y notrnynoctH je yckaahen ca Crparternjom paisoja MHGOPMaUMOHOr APYUITBA W
unpopmaunone tesdeanoctn y Penydonuun Cpouju 3a nepuoa oa 2021, 1o 2026. roaune. Onrum
unbem Crparernje Pazsujeno unopmayuono opyumeo u e1eKmpoicka ynpasa y cayucou cpahana
u npuspeoe u ynanpehena unpopmayuona 6ezbeonocm pahana, jagne ynpase u npuepeoe npenosyart
je 3nada) uvudopmanmone OGesdenHocTn 3a ApywTBO Y ueaunu. [locedan uuimn Yuanpehere
unghopmayuone Gesvbeonocmu cpahana, jagne ynpase u npuspede octTsapyje ce Kpo3 peanusallnjy
caenehux mepa:
" [0AM3alke CBeCTH W 3Hawa vy obnactu wuH(opmaumone OesdennocTu rpahana, jaBHMX
cayxOeHnKa U npuspee,
*  poamzame kanauutera HKT cuctema o noceDHOr 3Havaja 3a npUMEHy mMepa 3atliTuTe,
»  poauzamwe kanaumrera Hauwowanwor LEPT-a. LIEPT-a oprasa saactu wn IEPT-oBa
camocTanuux onepatopa MKT.
" [0/IM3aKe KanauuTeTa MHCNeKUM|e 3a nHpopmanunony 6e3deaHoct,
" [I0JCTHLAILE JABHO-IIPUBATHOT NAapTHEpCTBa y 001acTH nHpopmatmone 6e30e/HoCTH 1
= yHanpehewe pernonanHe u melyHapo/iHe capajimbe.

Y oxkBupy mepe Vuanpehere capaomwe u noousarwe kanayumema HKT cucmema 00 nocetnoe snavdja
sa npuveny wvepa sawmume npeiasubena je nocedna aktupnoct Veknahusamwe npommca ca
pervaatusom EY v obaacru undopmanuone 6e30eHOCTH, WTO U JeCTE K/bYUHH Pa3iorn JOHOUICHA
Hosor 3akoHa o HHpopmauroHoj He3beanoctu. [pahersem eBponckux ToKoBa y 0Boj 001aCTH HE BPLLIK
ce camo xapmonwusauuja nponuca. Beh v ynanpehewe MHCTHTYLUHOHAIHOI OKBMpa W 1000/bLIANE
MeXaHM3ama pearoBarba Ha HMHLUMJEHTE Y cajdep NpocTopy, Kao M IPEBEHTHBHOI JIE10Baba paju
ouyBara MHpopmanmone 6e3deHoCTH.

9) Ha ocHOBY KOjuX nokasareba yunHka he Onru moryvhe yrepauTn aa jam je gourno 1o
OCTBAPHBAILA ONUITHX 0JIHOCHO NOceGHNX nn/beBa?

OcHOBHM MOKa3aTe/bH YYMHKA JOHOIIEHA 3aKkoHa orjieaajy ce y cieaehem:
* yrepheHu cy Hau MHKM U MeXaHn3MK 3a noau3aiwe kananutera MKT cuctema oa nocebHor 3navaja
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* yuanpehena je naargopma 3a pasmeny uidopmanuja wsmehy Haunonanwor [IEPTa u UKT
cHcTema 0/ nocedHOr 3Hauaja ca MexaHuiMoMm 3a Op30 pearopame

* pobossiiana je capaaiba usmehy LIEPT-osa y PenyOanun CpOuju v KOOpAMHHUCAH j€ 0Ar0BOp HA
KpH3HE cUTyallnje

*  Opoj yenocrasibennx LIEPT-osa camoctaniux oneparopa ce nosehasa

*  Opoj oOyuennx 3anociaennx y LIEPT-y oprana Baactu u y camoctaanum onepatopuma UKT ce
noschasa

*  {poj 3an0cieHnX HHCNeKTopa 3a uudopmaunony desbennocr ce nosehasa

*  QoJbe je YIIPAB/babe PUIHKOM.

[Mokasarern basua roamuHa |
u Bpeanoct | 2024 | 2025 2026
Bpoj opranusosanux cajoep | 2023 (1) 2 3 4
BEWOH - B - R B
Jonar 0poj Houx | 2023 (0) | | | 2 3
(yHKuHOHaAHOCTH rIaTdhopmu r
3a  pasMeHy nojaraka o I
| MHLMACHTHMA | |
| Bpoj cacramaxa  1[EPT-osa | 2023 (3) 4 5 |6
FOANLIHBE
bpoj nonasnuka odyka 2022 (20) 30 40 50 B
bpoj 3anociennx uHenekropa | 2023 (2) 3 4 3 -
bpoj aneksatno caunmbenux | 2023 (0) 100 200 300
akata o NpoUeHH pU3HKa o

Yerajawe HUC 2 Jlupektuse y JeuemOpy 2022, roaue je OHO je NOACTHILA] Ja €€ HANpaBW aHanusa
cajauber MPaBHoOr U HHCTUTYIIMOHAHOT OKBUPA. MOCTARE HOBH IIMILEBH. [Ipedio2om 3aKkona ocTRapyje
Ce Hanpeaak y oaHocy Ha nocrojehe crame, Kako y JoMeHy npeursuujer ypehuparba 001acTu, Tako u y
Kpeupamy (YHKUHOHATHHU]Er M epUKACHH]ETr HHCTHTY LIMOHATHOT OKBHPA.

Jenan on sanaraka koje je Esponcka yuuja nocrasuna npen EHMCA je w u3pana oksupa 3a
cepTHdhUKAUM]y MPOU3BO/1A. CEPBHCA K YCaYra, KOJH MMA 3a LIK/b /12 CE O/IPEIH HUBO 3alLITHTE KOJH MOTY
aa npyxe ojapeheHn npou3BO/H. CEPBUCH M YCIYTE H J1a CE 0jaya NOBEPEILE Y JIHMUTAIHE TEXHOJIOTHje
H 1IPOBAjACPEe AMIHTANHNX cepBHca. [lpediocom 3aKkoHa yBOM ce obasesa ceptudukanmnje MKT cuctema
KOja he ce BPUIMTH Kala u €BPOINCKE 3eM./be OJIMKE PEry iniily 0BO IHTaHC.

bes o03upa wro je nosuunja CpOuje v mehyHapoiHUX OKBHpHMa cBe 00Jba Y OBOM JIOMEHY, NOCTOjE
3nauajue Morvhuoctu 3a nobosbwiare. MehyHapoiaHy capaimy Cy OCTBAPHBAIN  [1PEICTABHHLM
Munucrapersa mudopmucarba M tenekomyviukaunja, PATEJI-a, Munucrapersa crnosbHUX 1nociaosa,
MunucTapeTsa yHyTpauibux nociaosa 1 Mutucrapersa oa0pase, wro he ce BEpoBaTHO HACTABUTH W Y
HapeaHoM nepuojy. Bakho je na wactynu npeactaBHuka CpOuje y MehyHAPOJHUM MHCTHTYILMjamMa
OyJly KOOpAMHHCAHH Kako OK MOrau Ha Haj0obM HAYUH 1a 00aB/bajy CBOjE MOCI0BE.
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[TpaBOBPEMEHO OTKPHBAILE M OTK/IAHAILE PALUBOCTY j€ CTATHU H3a30B HA KOJEM 3aje/IHMUKH Paju BULIE
jeMarba Kako OM ce NpoHalliao aeKBaTa HauuH peluaBaa. biaroBpeMeHuM OTKPHBAEM MPETHH jaua
ce crened uHpopmatone 6e30eTHOCTH Kao M MOBEPEHE Y MHCTUTYLIN]E Koje ce ToM Temom Oase.

IIpeonoe 3axona ypelyje OKBHp 3a nocTyname y KPU3IHUM CHTYalMjama u 3ajeannuku oarosop LIEPT-
oBa.

[Topea npomouuje u noapiuke yuewhy npeacTaBHAKa MHCTUTYUH]a M opranu3aunja u3 Cpbuje Ha
mehyHapoaHum BexkGama, paau ycnocrasbama oarosapajyher oarosopa Ha nHumaente sehux pasmepa
HEONXO0,1Ha je oprann3aumja Haunonaannx cajbep sexOmn. Ose sexOe Tpeba na opranusyje ¥ CrnpoBoOaH
nosoocHosana Kantenapuja 3a nndopmaunony 6e3b6eanoct. a cpxa sexOu tpeda na Oyae nposepa
vBexGaBatbe npole/ypa 3a pearopase.

3601 TOra je HEONXOAHO Pa3BHjaTH MAPTHEPCKE OJIHOCE €A aKAAEMCKMM MHCTHUTYILH]aMa Koje MMajy
nporpame 3a HH(opMaunoHy Oe30eJHOCT Ha OCHOBHOM, MacTep M JOKTOPCKOM HHBOY CTY/Mja.
Kanuenapuja tpeba aa noacruye HayuHe pajose n3 oux ob6aact u yuenthe akaaeMCKUX HHCTUTY1IK]a
y MehyHApOAHHM [IPOjeKTHMA jep Ce HA Taj HAuYWMH CTHYY HOBA 3HAA M HAIIW AKaJEMCKH JbY/ICKH
pecypcH CTUMYJHIILY J1a Oyay YK/bYUeHH Y HajHOBHja A0CTUIHYha Yy 0BOj 0DaacTH.

Veohemem mexannsma capaime uamehy LIEPT-osa y Penybanum CpOuju ronpunocu ce sehem creneny
sawture UKT cucrema y ceum obaactuma y Penybanun CpOnju v 60b0) KOOPAMHALMIM Y Cayuajy
HHLIMCHATA KOjM MOry jaa yrpose uhdopmaunony 0e3deanoct, aau v Hauuonanny Oesbeanoct
Penydauke Cpouje.

10) /la .in je punancnjcke pecypee 3a cnposoheise niabpane onuuje norpedbno obezdeHTH
y Oyuery, H/IH H3 APYIHX H3BOpa PHHAHCHPAKA H Kojux?

Cpencrsa norpedbHa 3a peanmsaunjy obasesa w3 3akona o uHdopmaunoHoj 6e3dbeaHocTu notpedHo je
obe3beauTn y Oyuery., 3a norpede noausamwa Kanauurera HosoocHoBane Kanuenapuje 3a
undopmaumnony 6e3deanoct. C ob3upom na Kanuenapuja sa wndopmanmony Gesdeanoct npeyinma
rpasa, obasese, 3anocicHe, npeamere, ornpemy, cpeactsa 3a pan Kauuenapuje 3a ungopmainmone
TEXHOJIOIM]E W CIEKTPOHCKY ynpaBy y jaenokpyry nocihosa [[EPT-a oprana BnacTv. kao W npasa.
obaBese. 3anocicHe. NMpeaMeTe, OnpeMy, CpecTBa 3a paj v apxusy oa Perynatophor rtena 3a
€JICKTPOHCKE KOMYHHKALM]E M MOLITAHCKE Yeayre HacTany y obasbamy nochosa Haunonanwor LIEPT-
a. noTpeGHO je n3BpnTH oarosapajyhu npeHoc (PUHAHCHJCKUX Cpe/IcTaBa.

11) KosiHKH ¢y npouemeHn TpoiikoBr yBoherwa npomena Koju npoucruyuy i cnposohema
u3adpane onumje (OCHHBAE HOBHX HHCTHTYUHA, PECTPYKTYpHpatbe nocrojehux HHCTHTYUH]a M
00YKa JAPAKABHHX CJIYKOEHHKA) HCKAZAHH YV KATENOPHjAMa KANHTAIHHX TPOUIKoBA, Tekyhnx
TPOMIKOBA H 3apaja W ja Ju je moryhe duuancuparn pacxone mszabpane onumje Kpos
peancTpudyunjy nocrojehnx cpeacrapa?

byayhu na je [lpeoros 3akona npeasuheno ¢opmupatbe nocebve opranmsauuje M noschasamwe
KaJPOBCKMX W TEeXHMUKMX Kanauuteta y HapeaHom nepuoay npeasuha ce nosehasawe Opoja
3aM0CACHUX Kao U KYTNIOBUHA HEOTIXO/IHE Orfpeme.
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12) Koje tpomkoBe u KopucTH (Marepujaane u Hematepujaiaune) he mi3abpana onumja
NPoy3pPOKOBATH NPHBPEIH, NMOjeIHHO] Irpann, oanocHo oapehenoj karteropmju npuBpernnx
cybjexara?

UKT cucremn 01 noceOHOT 3Hauaja y obaacTu aurutaine nHdpacTpykrype v yeayra nHgopmaiunoHor
JAPYLITBA KOJU ¢y npeaBuheHn u3MeHama | JonyHama 3akoHa cy y 00aBesun 1a NpUMEHE MEpe 3alITHTE,
OJIHOCHO TEXHMYKE W OPraHM3alMOHe Mepe V LM/bY YCIOCTaB/batba aleKBaTHOI HMBOA Oe30eaHOCTH
cucTema.

Vkoauko ¢y TH npuspeaHn cydjektH Beh ycnoctaBuianm cHCTeM yripasbama HHPOpMaUMOHOM
Gesbeanoihy y cknany ca mehyHapoanum ctanaapiMma u 100pom NpakcoMm y 0Boj 00J1aCTH, HE 04eKyje
CE J1a IPUMEHA 3aK0OHA M3a30B€ 3HauajHe Tpotikose. MehyTum, npuspeinn cy0jekTH KOjU NpecTaBbajy
oneparope UKT cuerema oa noceGHOr 3Havaja y cKiajay ca HOBHM 3aKOHOM. a KOjW J10 caja HHUCY
yenoctaguan oarosapajyhu cucrem ynpasibarwa nHpopmanmonom 6esdbeanomhy umahe ospehene
TPOLIKOBE 33 HCIYHCHE 3aKOHCKMX 00aBe3a KOjJH ce 0171e/1a]y Y €BEHTYANHOM J10/1aTHOM TEXHOI0LIKOM
ornpemaiby, 00y 3aM0CICHUX, AaHTAKOBAY HOBUX CTPYUHAKa U CinuHO. [Ipet3Hu H3HOCH 101aTHHX
TPOWIKOBA 3a HaBejeHe cyljekte Bapupajy y Beaukom pacnouy, Oyayhu na ucTu 3asuce oa Buuie
(akTopa Koju MOry jia Oy/1y BeOMa pasiniuTH y pasiuiunTum npuspeinum cybjexktuma. Haume. konmko
he pUHAHCH]CKMX CpeJICTaBa 3a IPUMEHY 3aKOHA U3/1BOJUTH OBH NPUBPE/IHM CYO]EKTH 3aBHCH OJ1 IbHXOBE
BEJIMYMHE, 0OIHOCHO OpOja 3anocICHHX, TEXHOIOMKE ONPEM/bEHOCTH (N0Ce10Bathe payyHapcKke onpeme,
uHpOpMALMOHOT cHcTema), 00yUeHOCTH 3anocieHnx 3a Kopuihewe HHPOPMALIMOHUX TEXHOIOTH]ja Y
aomeny uHpopmaumnore 6e30eaHocTH, U apyrux dakrtopa 01 Kojux GyHKUHOHKHCake HHpOPMalIHOHE
0e30eIHOCTH 3aBHCH Y JeIHOM NIPHBPEAHOM CYDjekTy. CX0/1HO HaBeIeHOM, HUje Moryhe naTH HH TauHe,
HW OKBHUPHE H3HOCE 110 NPUBPEIHOM CYOjeKTY.

13) 1a am je 3a cnpoBohemwe wuszabpane onuuje obesdbehena noapmka CBHX K/bYYHHX
JAHHTEPECOBAHNX cTpana M un/bHuX rpyna? /la an je enposohewe nzabpane onnuje npHopurer
34 OHOCHONE OAIyKa y Hapeanom nepuoay (Hapoany ekymmruny, Baaay, apxasue oprave u
c/inuno)?

MunuctapeTBo undopmucara 1 TenekomyHukaumja je nouerkom 2023, roaune gopmupano paamy
rpyny 3a wipaay Haupra 3akona o uHdopmaunonoj 6e30€1HOCTH KOra ¢y UMHWIH MPEACTABHHIH
peleBaHTHUX MHHHUCTApCTaBa, noceGHUX OpraHu3alinja, areHiuja, akajeMcKe 3aje/IH|LE W NPUBpEE.
Tokom npunpeme Haupra oApKaHo je HEKOIMKO KOHCYITallMja ca pa3iMiuuTUM HHTEPECHUM rpynama.
Ca npuspe/ioM ¢y ojipikane Koncyatauuje 22, jyna y HaunoHaanoj anrmjancu 3a 10KajaHH €KOHOMCKH
pa3Boj Ha KojuMa ¢y npejactaBbenu npeano3u tekcrta Haupra. Cacranky je npucycrsosano 6snsy 20
NpUBpeIHUX cybjekara.

MunucTapeTBO HHDOPMHUCAhA U TENEKOMYHHKALIM]A CIIPoBeENo je jaBHy pacnpasy o Haupry 3akona o
uHpopmannonoj 6e30eanocTr y nepuoay oa 27 jyaa ao 30. arycra 2023, roauHe, Ha OCHOBY 3aK/by4Ka
Bnane. Y okBupy jaBHe pacrnpase. op:KaHa cy jiBa okpyria ctona y beorpaay u Kparyjesity. ¥ jaBHoj
pacnpasi y4eCTBOBA/IN NPEJACTABHULM APKABHUX OPraHa, NMPHUBPEIHOT CEKTOPA, aKa/IeMCKE 3aje/1HHILE.
HEBJAAMHHUX OPraHU3aLHja H EMHHEHTHH CTPYUbALLK Y 0BO] 001aCTH.

MaKo je TEKCT 3aK0Ha HE3HATHO H3MEILeH Y oaHocy Ha 2023, roanny, v 2024, roauHu 13 npoueaypaiHux
3 ) p Yp
pa3jiora NOHOBJbEHA j€ jaBHA pacnpasa u To y nepuoy o/ 3. jyia 1o 23. jyna 2024, rojimue, Ha OCHOBY



Koje je MunucrapeTso 00jaBHIO W3BELITA) O jaBHOj pacnpasd Ha cajTy MuuucrtapceTBa M noprany
-eKoncyaraunje™.

JloHouewe 3aKkoHa je npuoputeT umajyhu y BHIY UMILEHHUILY Ja ce UCTHM Bplun yeknahusame ca
€BPOICKOM Peryjl1aTHBOM.

14) Koje nonarne mepe Tpeba cnpoBecTH H KoaMKo Bpemena he Ourn norpebno na ce
cnposene uzabpana onuuja u oGesdenn 1HLEHO KACHHje JT0CaeAHO cnpoBoheme, 0IHOCHO beHA
APAKHBOCT?

Panu peaausaunje 3akona, npeasuheno je aoHoueme cieichux noi3aKoHcKux akara:

VYpeabda kojom ce Gaunse ypehyjy YCJI0BH, ONLTH H CEKTOPCKM KpUTEPHjYMHU 3a oipelnBarse
onepartopa npuoputetHux 1 BakHux MKT cucrema o1 noceGHor 3navaja;

[ToA3aKOHCKH aKT Kojum ce Ounike ypehyje caapikaj v CTPYKTYpa €BHACHUME. KA0 H HAYHH
MOAHOLICHA 3aXTERA 3a YHOC M NPOMEHY nojartaka y Esuaenum)u:

[ToasakoHcku akT Kojum ce ypehyjy GHiKH YCa0Be 3a IPUKY IJbatbe, YyBatbe, BEpUPUKaLH]y
M 00]aB/LMBAILE TAYHMX W MOTAYHUX MOJATAKa O pPerucTpalnjd jJomeHa y nocedbHoj 6asm
nojaraa;

[Toazakoncku akt kojum ce oamxke ypehyjy yeaosu 3a nposepy KEM3 u Hauun npouene
pH3MKa 01 oThlama nojartaka nyrem KEM3:

[MoazakoHckn akt kojum ce Omwke ypehyjy yeaoBM Koje Mopajy J1a HCryHhasajy
KpUnTorpacku 1npou3BoaH;

[MoasakoHckH akT Kojum ce Oamke vpehyje caapikaj saxTeBa 3a u3jlaBame 0j00persa 3a
KpHNTOrpadcku MpoM3BoL, YCI0BE 3a W3jlaBarhe 0100perba 3a KpUnTorpad)cku npous3sojl,
HauMH W3aasarba onodpera W Bohewa perucTpa wizatux 0a00pera 3a Kpuntorpadcku
MPOU3BOIL

[Toasakouckn akt kojum ce Oanke ypehyje Boheme perucrapa kpunrorpadckux rnpoussoa,
KpUITTOMATEpHjaia, NpaBuiia u nponuea 1 auua Koja 00as/bajy noc/iose KPHITO3amTHTe:
Vpende o Gaukem caapkajy akra o Oesdeanocrn MKT oa noceGHor 3nauaja, HaumHy
POBEPE M CaIpKaj H3BELITA]a O NPOBEPH, KAO M JIOCTABR/bake M3BELITA]A HA/LICKHOM OpraHy:
Vpeabe o 6amkem ypehewy mepa sarure MKT cuctema oa nocebnor 3Havaja:

Ypeaba o nocrynky obasewraBarba 0 HHUMACHTUMA, oOpaciiuma 3a odaBelTaBame. JIHCTH
MHLMIEHATA IpeMa BPCTama v KAacH(pUKALM]H WHIMICHATA NPEeMa HHBOY ONAaCHOCTH:
Vpeabe 0 Haunny cnposoherba Mepa 3a 6€30€/1HOCT M 3ALITHTY JICLIE HA HHTEPHETY!
[TpaBuinKKa 0 ONWTO] METO10:10r MM 3a npoueny pusuka y MKT cucremuma oa nocednor
jHauaja;

[MpaBuanuka o BpcTH, (GOPMH M HAUMHY J1I0CTaB/baa CTATUCTHYKUX [0JaTaka o
MHIMAEHTHMA Y HHPOPMALIHOHO-KOMYHHKALHOHMM CHCTEMUMA 01 11oce0OHOT 3Havaja:
[lpaBuaHKMKa O cajapikajy. HauuHy ynuca W Bohewy eBuiaeHuUMje noceOHMX ueHTapa 3a
npeseHiMjy Ge30e AHOCHHX pH3KKa Y HHGOPMALIMOHO-KOMYHHKAIIHOHHM CHCTEMHMA;
[paBuanuKa 0 caapikajy, npole1ypH BepHprKaLmje parbMBOCTH, , IPOLIELYPE 3a YIIPaB/bathe
TexHuukum paruBoctuma MKT npoussoaa m UKT yeayra, naunn ynuca v sohersa peructpa.

Paau yrosHaBama jaBHOCTH Ca HOBMM 3aKOHCKMM pelewnma, Munucrapetso wHdopmucama
TeneKoMyHHKauMja oapxasahe noceOHe CKynose Ha Kojuma he ynosHasaT CBa 3aMHTEpeCOBaHA JHLA
0 yepojenum oapeadama. Ioceban dokye he 6uru na onepatope UKT cucrema o nocebror 3navaja,
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KOjMMa ce OBMM 3aKOHOM Nporucyjy obasese y 1HIbY 3alTHTE HHXOBHX cucTema. Ouekyje ce aa he ce
0BE€ AKTHBHOCTH 10YETH JIa CIIPOBOJIE OAMAX M0 J0HOLICHY 3aKOHA, 0JHOCHO M0/13aKOHCKUX aKTa Koje
oBaj 3akoH nipeasuha. 1 ja he Tpajati HajMare roanHY JiaHa, a no noTpedu u ayxe.

MehyuHeTHTyIMOHANHA capaitha W3Mehy opraHa Koju cnpoBojie oBaj 3akoH ycnocrasuhe ce Ha BuiuE
HAYMHA:

- Kpo3 paa Baaaunor Tesa 3a koopanHaumjy nociosa uHpopmatimone 6e30e/1H0CTH, Koje 0Ky /ba
CBE OpPraHe 4uju Cy 1ocjioBH 0J1 BEIMKOr 3Havaja 3a uudopmaumnony de3benoct y Penydanum
Cpbuju:

- ¥V nocrynky ofaBeuitaBaiba 0 MHUMACHTAMA KOjH 3HAYAJHO YIpoXkKasaly HH(POPMALMOHY
oesbennocT y Penybauuu CpOujn. HA/UIEKHH OPranu OCTBAPY]Y capaiby No MnuTatby pasmeHe
undopmaimja, nocebHO ako je ped 0 HHLMIACHTHMA KOJW TPEeACTaB/bajy KPUBHUHO J€10 MM
yrpoxasajy 0a0pavy W HauuonanHy Oesdbeanoct Penydauke CpOuje, 0JHOCHO KPUTHUHY
HH(ppacTpYKTYpYy.

3akon npeasuha u mehycobuy capaawy LIEPT-osa (Hauwmonanwor LIEPT-a, I[IEPT-a
JeauncTeeHe MHPOPMALIMOHO-KOMYHHKALIMOHE Mpeske enekrponcke yvipase, [TocebGnux LIEPT-oBa u
apyrux LIEPT-oBa).

15) 1a 2m ¢y obesdehena punancujeka cpeacrsa 3a cnposoheme uzadpane onuuje? /la an
je 3a cnposoheme uzabpane onunje obesdeheno 1oBobHoO Bpemena 3a cnposoheme nocrynka japne
Ha0aBKe YKOJHKO je oHa notTpedna?

Cpe/cTBa 3a peanusaunjy 3akoHcknx odbasesa 0de3dehyjy ce y Oyuety Penydnuke Cpbuje kpo3 Oyuer
Kanuenapuje 3a nudopmaunony 6e3beaHoct, kao nocedHe oprauusaumje koja he obapbat nociose
Haumonannor LIEPT-a u LIEPT-a oprana snactu. Kaunuenapuja 3a uudopmaumony oesbeaHoct
YCMOCTaB/ba €& M M0C/I0BE H3 CBOJE HAANEKHOCTH MPONHCAHE OBHM 3aKOHOM MOYHILe J1a obarsba |.
janyapa 2027. roaune. [Nocnose Kanuenapuje 3a undopmatimony 6e30e1HOCT NpONHCaHe OBUM 3aKOHOM
obassbahe Kanuenapuja 3a HHGOPMALMOHE TEXHOIOTHJE M €ACKTPOHCKY YIIPABY ¥ NCPHOLY KOJH MOUMILE
JAHOM HacTynama |2 MeceuM 01 IaHa CTynara Ha CHary OBOI 3aKOHa W Koju Tpaje 10 |. janyapa 2027.
roaune. PeryiaropHo Telo 3a €ICKTPOHCKE KOMYHHUKALMje W NOWTAaHCKe ycayre 00aB/ba Nociose
Hauunonaanor LIEPT-a yrephene 0BHM 3aKOHOM /10 HCTEKa nepHojia o/t 12 Meceun 01 1aHa cTynama Ha
cHary osor 3akona. Kanuesapuja 3a mHdopmauHoHe TEXHOJI0IM]E M €ICKTPOHCKY YNpaBy npeys3uma
npasa, obapese, 3anocieHe, npeamere, onpeMy, cpejcTsa 3a paa v apxusy oa Perynatophor Tena 3a
CJIEKTPOHCKE KOMYHHKAIIM]e W NoLITaHCKe yeayre Hactany y obassbary nociosa Hauvounannor LIEPT-
a JIaHOM MCTeKa nepuojia o/ |2 Mecel 01 1aHa CTyNnarba Ha CHAry OBOI 3aKOHA. NOTPEOHE 3a BPLICH:E
CTPYYHHUX NOCoBa yTBpheHnx oBum 3akoHoMm. Kanuenapuja sa undopmaumnony 6e30eaHoCT noues o
JaTyma NpeTxo/HO HaBeACHOr Mpey3uMa npaea, obapese, 3arocieHe, npejiMeTe, onpeMy. CpeacTsa 3a
paa u apxusy oa Kanuenapuje 3a mHdopmainoHe TEXHONOIHje H €IEKTPOHCKY YNpaBy Hactainy y
o0aB/barby NOCIOBA MPONUCAHUX OBMM 3aKOHOM M3 HajnexnoctH Kanuenapuje 3a undopmatmony
Oe30eHocCT.
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N3JABA O YCKJABEHOCTH IPOITHCA CA
NPOMUCUMA EBPOIICKE YHHJE

1. Opnawhenn npeanarad nponuca: Braaa

OGpahnpau: MHHHCTAPCTBO H Hpopmucamba 1 TeAeKOMYHHKaLH)a

2. Hasus nponuca:
[Mpeanor 3akoHa O uHpopMaLHoHoj 6e30eHOCTH

Draft Law on Information Security

3. Yeknahenoet nponuca ¢ oapeiabama Cnopasyma 0 cTa0MIM3alKjM M NPUAPYKHBAKLY
namely EBpONCKMX 3ajeiHula U ibHXOBHX JIp/KaBa ynanuua, ca jease crpane, u Penybaunke
CpGuje ca apyre crpade (..Cnyx0Oenn rnachuk PCT, Gpoj 83/08) (y nabeMm TEKCTY:

Cnopasym):

a) Oapenda Cnopasyma Koja ce 0aHOCE Ha HOPMATHEHY CajIpIKUHY npornuca:
Ypau 105, MudopmaimoHo ApyWTBO - Cnopasym 0 cTabuamnzalmjn 1 NpHAPYKHBaLY
uamely EBpONCKMX 3ajefiHuLa W HhHXOBHX ApiKaBa yianMua, ca jeaxe crpaue, u Penybnuke

Cpbuje ca apyre cTpaxe.

6) INpenasum pok 3a ycknahupaie 3aKOHOAABCTBA NPEMA oapendama Cnopasyma:

Tpu roanne.

g) OlleHa HCTyHEeHOCTH 00aBese KOj€ Mpomn3iase U3 HaBelcHe onpende Cnopasyma:

Hcnymasa y NOTHYHOCTH.

I‘) Pa3no3u 3a AeIMMHYHO HC]'I}'H-»E!BIIH:C, OJIHOCHO HEHUCTY HbaBAHL obapesa KDje npomn:ﬂc n3
naseaene oapende Cnopasyma:

/

1) Besa ca HaunoHaiHHM nporpamMom 3a ycBajatbe NpaBHUX TEKOBUHA Esporicke ynuje:

2024-0

4, YeknaheHOCT nponuca ca nponuciMa Esponcke yHuje:




a) Hagohere opentu npuMapHHX H3BOpa Nnpasa EBporncke yHHje W OLEeHe ycknaheHocTH ca

thUMa:

Consolidated version of the Treaty on the Functioning of the European Union

PART THREE UNION POLICIES AND INTERNAL ACTIONS

TITLE VIl COMMON RULES ON  COMPETITION, TAXATION  AND
APPROXIMATION OF LAWS, CHAPTER 3 APPROXIMATION OF LAWS

Article 114 (ex Article 95 TEC)

CELEX 12016E114

[Mornyno yexaaheno

6) Hasoheibe cekyHapHuX u3Bopa npasa EBpOrcke yH nje u oleHe yckaaheHOCTH ca mhMma:
Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December
2022 on measures for a high common level of cybersecurity across the Union, amending
Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU)
2016/1148 (NIS 2 Directive)- nornyno yckiaaheno

32022L.2555

Inpextusa (EY) 2022/2055 EBponckor napiamenTa u Casera oa aana 14. nenem6pa 2022.
FOJIMHE O MEpama 3a BUCOK 3aje/IHUYKH HUBO cajGep He3deaHocTH, uamern Ypeade (EY) 6p.
910/2014 n Jlupextuse (EY) 6p. 2018/1972 wn cTaBibatby BaH CHarc Jlnpekrupe (EVY)
2016/1148

8) Hasohere octanux u3popa npasa Esponcke YHHjE W YCKIaheHOCT ca hrMa:

Hema.

r) Pa3no3u 3a aeiMMHUHY YCKIaheHOCT, 01HOCHO HeycKaaheHoCT:

1) Pok y kojem je npeasuheHo nocTusae noTiyHe yckiaheHoCTH npornuca ca nponueHMa

Esporncke yHuje:

5. Vkonuko He noctoje oarosapajyhe namnexHocTH Espornicke yHUje Y MaTepHju KOjy
peryiuiie Nponue, W/HiH He nocroje oarosapajyhu cekyHuapHu W3BOpH Tipasa Esporicke
yHHje ca KojuMa je noTpedHO obeadennTn yekaahenocet, notpeGHO je 0OpasnokuTH Ty
yHibeHMLY. Y OBOM ciyuajy, Huje norpeGHo nonymasari Tabeny ycknahenocrn nponuca.

Tabeny ycknaheHOCTH Huje NOTPeOHO NOnymaBaTH M yKOIMKO €€ noMahuM NpoOMUcoM He




BPUIM NPEHOC OAPEA0H CeKYHIAPHOT u3opa npasa EBpOINCKe yhuje Beh ce MCK/bYUHBO

BPLUYM TPUMEHA HITH criposohjerbe HeKor 3axTeBa KOJH TMpOM3MHIa3H H3 openide ceKyHaapHor
wsgopa npasa (unp. Ilpeanorom OMIYKE 0 W3pajad CTpareiike MpoueHe ytuiaja Ouhe
cnposejieHa obaBesa M3 jaHd 4. JlnpeKkTHe 2001/42/E3, anu ce He BpUIM H NPEHOC TC

onpende JIMpeKTHBE).

6. Jla m cy MPETXOHO HaBEACHW W3BOPH npasa Esporncke yHHje NpeBe/ieHH Ha CPrCKH
je3uk?

He.

7. Jla an je Nponuc npeseaeH Ha HEKH cnykOeHH jesnk Epponcke yHuje?

[NpeBe/eH je Ha EHITIECKH JEIHK.

8. Capaama ca Esponckom yuujom  yueiuhe KOHCYJATaHata y W3paan Nponuca H HHUXOBO
MULLBEHE 0 YekaheHoCTH:

[Mpeuior 3akoHa je npocaehen EBpoOnckoj KOMHCH]H pain aasarba MulIbEHA. EBponcka
KoMHCcHja je Y aeuemopy 7024, roaMHe J1OCTaBHIA CBOj¢ KOMEHTape H cyrecTuje Koju ¢y

MHKOPHOPHPAHHK Yy TEKCT [Tpeanora 3akona.
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